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The Instruction Sequence Differential Attack
for Evaluation of Software Tamper-Resistance

HIROKI YAMAUCHI,t AKITO MONDENt and KEN-ICHI MATSUMOTOf

This thesis proposes a method to evaluate tamper-resistance of software products which
includes secret information. For this evaluation, this thesis proposes a method to extract in-
struction sequences at runtime using different inputs, and to compare those sequences. This
method is called an instruction sequence differential attack.

AddTracer is a tool for injecting tracers (monitoring code) into Java class files for extracting
instruction sequence. This thesis exploits AddTracer for extracting instruction sequence in-
cluding assignment and reference of variables, entering and exiting method, and calculations.

Through experimental evaluations, round keys in DES, C2 and AES cryptographic pro-
grams was revealed based on the proposed attack. Finally, this thesis shows techniques for
preventing the instruction sequence differential attack.
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1: public class Fibonacci{
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3: if(n <= 0)

4: throw new IllegalArgumentExcep
tion(Integer.toString(n));

5: if(n <= 2)

6: return 1;

7: return fibonacci(n - 1) + fibonacci(n - 2);
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start Fibonacci#fibonacci at line 3

n assignment (line 3): 4

n reference (line 3): 4

n reference (line 5): 4

this reference (line 7): Fibonacci@121cc40
n reference (line 7): 4

- <int> operation (line 7): 3

start Fibonacci#fibonacci at line 3

n assignment (line 3): 3

n reference (line 3): 3

n reference (line 5): 3

this reference (line 7): Fibonacci@121cc40
n reference (line 7): 3

- <int> operation (line 7): 2

start Fibonacci#fibonacci at line 3

n assignment (line 3): 2

n reference (line 3): 2

n reference (line 5): 2

end Fibonacci#fibonacci at line 6

this reference (line 7): Fibonacci@121cc40
n reference (line 7): 3

- <int> operation (line 7): 1

start Fibonacci#fibonacci at line 3

n assignment (line 3):

1
n reference (line 3): 1
n reference (line 5): 1
end Fibonacci#fibonacci at line 6
+ <int> operation (line 7): 2
end Fibonacci#fibonacci at line 7

this reference (line 7): Fibonacci@121cc40
n reference (line 7): 4

- <int> operation (line 7): 2

start Fibonacci#fibonacci at line 3

n assignment (line 3): 2

n reference (line 3): 2

n reference (line 5): 2

end Fibonacci#fibonacci at line 6

+ <int> operation (line 7): 3

end Fibonacci#fibonacci at line 7
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5.3.3 AES(Rijndael)
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AddTracer 00000000000 728,197 O
000000000027670000000000
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54 000000000000000000

000000000000000000000
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