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[ Restoring Routine
camouflage ) Replace
movl (%ebp), %eax movl (%ebp), %eax / with “addl”
(28d1 55 heax | WENNEED |iSibi EE eax |
pushl LC1 pushl TCi T
. Replace
Fake S — with “subl”
Instruction [ Hiding Routine
Original Code Camouflaged Code

01 Doooooooooo

DDD)*1DDDDDDDDDDadd1 $5,%€ax 000000 subl $5,%cax 00000000
00 (fake instruction) 000 0000000000000 OOOOOOOOOOOOOOODO
(restoring routine) 000 0000000000000 O00O0O0O0O (hiding routine) 00000
gboooobogoboobboobbooboooobuooobboobobooobooobooobo
00000000000 subl $5,%ax 000000 addl $5,%ecax 000000000000
000000000000 0D0000000000 subl $5,%cax 0000000000000
gboooobogoboobboobboobooooboooboboobooobooobooboo
0000000000000 00000000000 (DO0DD)0DDO0D0ODDO0OODOUOOOOO
000000000000 00000000000000000 subl $5,%cax 0000000
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0000000000000 0U0O00O0 20000000000D000O0ODO (DODODOO
00)00000000000000*P(original source code) 000000000000000
0000 Py(fake source code) 00D 00O (Step 1) DOOOPOODO P O0O0O0ODOOOOOO
0000000000000000 A(original assembly code) 0000000000000 O0O
O Ay (fake assembly code) DO OO0000ODO (differences) 0000 (Step 2)00000000
0A,00000000000000000000 ADO0DOODOODOOOO0OO0OO0O000O00O0 10
00000000000000000000000000 (difference) 000000000000
0000000000000 000000000000 (self-modification routines)dJ 00 0O OO
0000000000000000000 (Step3)0000000000O0O0OOO A;,00000
0000000000000000000000 Ac(camouflaged assembly code) 00 0O

00 22000000000000000D0OO

22 0O0OO
(Step1) 00DOO0OO0OO0OODOO

POODOOODOOD100000000000000000000000O00P;000000
PODOO P,00000000000D00O0DO0O0O0O00O0OOOO0

0 2()000 (b)000000D00000POD0D000 “if (keyl*10 +key2==45) break;”
00000000P; 00 “if (key1#5<=25) break;” 0000000000000000000
000000000000 00000000000000000000000000000000
0000000000000000000000000000000000
000000000000000000000000004000000000

2 00000000000000000000D00CO0000000000000000000000000



9,

Vv 9p0)D Alquiassy pabejnowe) (H)

T “ _
™S .

<&
<
y 4 .

~ E )

saunnoy uonedlipo 189S (4)

(1sEa’a@Lxos Q>oe_4

e

1

goooooboboboooooobo ¢ o

(v da1g)

P e e ]

-
7’/

-

'y opo) Alquiassy axed (p

~

\
\

X4
TY

€1 oT(
xesy ‘gz¢$ Tdwd

(1sEa’vLx0% Q>os_;

- (¢ dais)

(V “w)uip ssoualepia (s)

(sXe3% ' (Z'xe9%'Xpag) TeST.
‘(0% '7¥) 3sut) ppe
(uXpos ' (dgsg) 8- TAOW,
‘(0% '?¥) 3suT) ppe
(w€T 9Ly
‘(z¥'?¥) 3sut) ebueyns
(uXeog'sy$ Tdwd,
‘(1% '?¥) asut) sbueyn

P el ] .

«—C

(z da1s)

‘4 apoD e21nos axed (q)

!Yeaaq

\
1
1
1
1
(gZ=>gxT&eY) IT

ajdwo)

T

V 8po) Ajquiessy [eulbuo ()

€1 of

347
xesy ‘gp$ Tdwd :¢¥

xXesg ' (7 'Xessg 'xXpesg) [eST ¥
xpag ‘(dgsg)g- TaOw (TP

1

[

“ (1 daig)

[

“ d 9poD 92in0s [eulbuo (e)

1

[

HQEEoo ‘yesaq
— Amwuummmfofgmﬁﬂ




(Step2) DD 0OUDOODOOOUOODOO

POOD P,O00D0OO00OO0O0OO0O0OOO0OOOODOOODODO ADODO A,0000000
00 diff(A;,,A)D0O00O0D0OO0O0OOMyers00O0 2000000000000000000
00 [5|000000000000000O00DO0O0ODOO0ODO0 1000O00DO0OODOOD
g0oob00obOoboboo 30oooooboobooo

change(iy,i): A; 0000 00A0D000000:00000000000
add(if,i): A;0000400000A000000000000000000
delete(iy): A;0000 ;00000000000

diff(A4;,A)0000000000D0000O0 A;00000000A000000O00OO
000000000

02k.)000 (b)00O0O0 POOO P,O00D0000D00O0OO0DO00O0OO0 2(c)000
() 0000000000000 00000000000000000000 (00000000
00)0000000PO0 “keyl*10+key2” 00000000 P; 00 “key1*5” 000000
O000D0AD 400000 42000000 A4;00000000000000%5” 00000
“5"000000000000%45” 0 “$25" 0000000 “=="0 “="00000000
00D00%e” 0 “j1e” 0000000000000000000 diff(Af,A)D0 2(e)000
0004000000 (change200add20)00000000 2(e) 00000 inst(As, )00
A;0000 ;000000000

(Step3) 00O DODOODOOOOO

diff(A;,A)000000000000 dy,dy,...,d, 000000000000000000
00000000000000000000KO0000000 ¢,00000000000 RRy
0000000000 HR,OOOOOOOOODOOOORR,000 HR,ODOOOOOOOO
(0000D0D0000)0 dest0000000sreg(000 sreg) D0RR(000 HR,)OOOO
dest000000000000000

RR,000 HR,O0ODODOOOOOOOODODO

[OCO1] OO0OOsregOsreg 000 dest00d, 0000000000000 DO0O0DOOODO

[ODD 1-(a)] di O change(if,i) 0000srcg 0 ¢0000000sreyg 0 ¢, 00000000
OOdestO 000000000

[00 1-(b)] dy O add(i;,i) 000000 A, 00,0000 i00000000000000
0000¢:0000srcg0 :000000Osreg0 ¢, 00000000O00OOdestO 4,0
googooogd

[00 1-(c)] dy O delete(i;) 000000 i, 0000000000000000000000



000 (0000000000000 0O000O0)000000000DDO0O0DDOO0OOO0O0
0oooo0o04,0000sregd 4, 0000000Osreg 04, 0000000000destO
00000000000

[D0 2] sreg0 sreg 000000000000 Osreg 0 sreg000000000OOOO (O
00)000000000 RR, 0000

[OO0 3] 000O0sregD sreg 000000000 DO0OD (0D0)0000000O0O0 HR,O
oo

0000000000000 2(e) 0000000000000 change (inst(Ay,42), “je
L3” ) 0000000000000000000000000

[00O 1] di = change(inst(Ay,42),“je L3”) OO Osrcg 0 “je L3"Osrey 0 Ay 0 42000
00000000 %1le L3"0000dest 00A;,0 420000000000000000
[00 2] srcg(“je L3") 000 srey(“jle L3") 000000000000 “74 117 000 “7E
117 0000000000dest00000 sreg 0 sreg0000000Odest00000O
000100000 200 “74”00000000C0O. OUOODOO0OO0ORR, 000000
gbobogbbogoboo
movb $0x74,DEST
OO0 DESTOOdest 000000000 O0ODDOOODOOOOOOOOMMIDESTOOOOO
000000000 74(160)0000000000000O0OOO
[0D03] [00200000000HR,00D0000dest0 0000 sregd sreg 00000
O00dest0000D00O0OO0 100000 74700 “E200000000O00O. 0000
OO0HR,0000DOO0ODODOOOOOODOOO
movb $0x7E,DEST

(Step4) 000000000000

000000000000000000D0 A, 00000A,000D000O00O0O00O0OO00
0000000 [90 (Step 1) 00000000 O0O0O0OOOOOOOODOOODOOOOOO
00000000000000000000A4,D0000000O00000O000O0000O00B000
00 (00000)0000M0O0D0O000000O0000000000000000O0O0UoOO
goooobooobooboboobbooboooboobboobboboobooobooboo
gobooboooboobooboobboobboon

O0000dest 0000000000000 D0OO0DOOODOOOD RR,ODDODO P(RRk)
0000000000 HR,OODDOO P(HR,) ODODODODDODDOOODODO

1. start 00 dest 00000 (DOOODOOODOOODOODO)DOOO0 7,000000
2. ()00D0000000O0teT, 0000000000 OUOOUODOODODOODOOOOO1



00000000 N,000DOO00O0OOdest¢ N, 0OOON,=00000dest000
0ooo()oooo

3.000n,eN,0000000000n,000000000000000000 P(RRy)
oooooo0oo

4. dest00 end 00000 (00000000 DO0O0O0DO0)0007;000000

5. (40000000000¢e,000000000000000D0000O0O000001
00000000 M;000000000Odest¢ N;OOOON, =00000dest0000
0o0o0()00o0o

6. 000mn, € N;0000000000n,000000000000000000 P(HRy)
oooo

3 Jooooood

2200000000000000000000000000O0OO0O0OOOOO0O0 3(a)00
0000 CUOO0U0O0O0o0ooOoo 3(h)oo0o0oD0oU000OUOU0DO0ODOOOOooooo
0000000000000 000 “keyl * 10 + key2 == 457 00000000 0COOOOO
00 “keyl + key2 <= 70" 000 “keyl * 5 <= 25" 0 0000000000000 0O0O0O0O0O
U00whileODOOOODOOODODOODOOOODOOOODOODOO

0000000000000 DO0000O00DO0O00DO 3(c)b0D00UOUDODODOO
g00o00o0o0o0o0o0o0ooboobOoboebUibOUOUOOUOOUOUODUOODUDODUDOUDOODODOO
0000000000000 O000O0OD (0 3(b)D000OD0OLDO0OLDOLDOUOUOUOOO)OO0
goo00o0ooUooOOoOoUoboU0oOoU0oOU0OoOOobOUObO0bDODOO0ODODOobDOobDODOD 90O
oobooon

e d; = change(inst(

e dy = change(inst(Ay, 18),“addl -8(%ebp) ,%heax”)

o ds = change(inst(Ay,19),“cmpl $45,%eax”)
(inst(
(inst(

03(c)000000000D000DOD0DD0DODO0O0D0O0DO0ODDOO DESTL:IDEST2:[
LLLODESTO: 00 0O00D0ODODO0ODOODOODODOOORRORRO0..0RRy 000 HR.O HRoO
...0HRy, 000000000 DOO0ODOOO DEST1:0DEST2:0...0DEST: 00 DOOOOOOODO



int main() {
int keyl, key2;

while (1) {
scanf (“%d”,
scanf (“%d”,

&keyl) ;
&key2) ;

if (keyl * 10 + key2 == 45)
break;

printf ("Invalid Password.¥n");

printf ("Password OK.¥n") ;

int main() {
int keyl,

scanf (“%d”,
scanf (“%d”,

key2;

&keyl) ;
&key2) ;

if (keyl + key2 <= 70)

if (keyl * 5 <= 25) {

printf ("Password OK.¥n");

printf ("Invalid Password.¥n");

return 0; return 0;
(a) Original Source Code (b) Fake Source Code
- DEST2: # change to
[ Constant Declaration ] # "addl -8 (%ebp),eax"
LCl:.ascii "sd¥o" [18] addl -4(%ebp), %eax
LC3:.ascii "Invalid Password.¥0" DEST3: # change to "cmpl $45, %eax"
LC4:.ascii "Password OK.¥0" [19] cmpl $70, %eax
- DEST4: # change to "je _L2"

[F%e1noces&ng ] [20] Jg _L2
_main: [21] pushl $SLC3

movb $0xF8, DEST2+2 RR2 [22] call puts
[01] pushl %ebp [23] popl %edx
[02] movl %esp, %ebp movl $0x90909090, DEST6 RRs
[03] pushl %edx DEST5: # change to "jmp L2"
[04] pushl %edx [24] Jjmp L2+7
[05] call main ” -

subb $0x07, DEST5+1 RRs [ Fake as “if(keyl*5 <= 25) ]
L2: _L2:

movb $0x6B, DEST1 movb $0x45, DEST3+2 HR3

movw $O0XOAFC, DEST1+2 RR1 DEST6: # delete

. N N N [25] imull $5, -4 (%ebp), %eax

[ Get "keyl” and "key2 ] DEST7: # delete

movw $0x9090, DEST7 } RR7 [26] cmpl $25, %eax

movb $0x90, DEST7+2 DEST8: # delete
[06] leal -4(%ebp), %eax E27% jg - _23
[07] pushl %eax 28 pus LC4
[08] pushl %eax movw $O0x7F27, DESTS8 HRs

movw $0x9090, DESTS RRs [29] «call puts
[09] pushl sSLC1 DESTY9: # delete
[10] call _scanf [30] popl %eax
[11] leal ;8(%ebp), $eax _L3: 0x83F5 . DESTT
[12] pushl feax movw $0x , :F HR7
[13] pushl %eax movb $0x19, DEST7+2

movb $0x74, DEST4 RRa movl $0x6B45Fc05, DEST6 ---| HRs
[14] pushl $LC1 addb $0x07, DEST5+1 HRs
[15] call _scanf movb $0x7F, DEST4 HR4

movb $0x2D, DEST3+2 RR3 [Posbpnmesgng]
 Fake as "if(keyl+key2 <= 70" | 1311 loave
DEST1: # change to [32] xorl $%eax, %eax

# "imull $10,-4(%ebp), seax" movb $O0xFC, DEST2+2 HR2

[16] movl -8(%ebp), %eax movb $0x58, DEST9 HR9

ret # added (padding) [33] ret
[17] addl $24, %esp

movb $0x8B, DEST1

movw $0xF845, DESTL+2 ]’ HR1

movb $0x90, DEST9 | RR9

(¢) Camouflaged Assembly Code

03 OD0O0C0oOoOoooooooo




gboooobogbobooboboobooooboo

gooboobooobooobooobooboboobooobooboboobboobboOon
gobobobooooobobboooooboboooobobobbooooobDbboooobDbboooon
gbobogooDEST2:000000O0

addl -4(%ebp), %eax
cmpl $70, Y%eax

jg _L2

O0000000000000DODO0O000 “keyl + key2 <= 70" 0000000C0O0O0O0O0OO
goooobooobooboboobbooboooboooboboobbooboooboobo
0000000 “keyl * 10 + key2 == 457 000 (000)000000000O0OOO
0000000000000 0000000D0O0D0DDOD0ODOO0OOU0ODOODODOD 40
mutation [3] 00 0000000000000 00O00O0ODO0ODO0OODOOOODOOODOODOO
gooooboooboobboobbooboooboobboobbooboooboobo
goooobogooboobbuoobbooboooobuooobobooboooboooboooboo
gboboobogoboobbuoobboobooobuoobbooboooboooboobn
oobooobooboboobbooboooboobobooboo

4 JUdoooooooodad

0000000000000 0o0O0000O0O0000DO0O000DODOOO00OD (OO0
000)000000000o0oooooo

OO000000O0O0oO00Oo0 8s0oOoO0bOoOO0O0oDOoO0bObOO0ogoooOoYyoogoboooog
gooobdooboobboooboboobooboobooboobooboobuooboonoo
000000000 10 CPPM(Content Protection for Prerecorded Media) /CPRM(Content
Protection for Recordable Media) 00000000 C200 [1] O ECB (Electronic Code Book)
gooooboogn

0000000000000 00000O0000O00O00UO0oUOO (DoboUoooDoO)
0000000000000 000000000000000000000000O00O0O0 1000
000000000000 000000D0 (1000000000000 O0)O0D0DO0DDO0O0OO
oo ooobobobobbbobobbbobboboooobbbbbobbobobbo
000000000000 (000000000000 0000000D0D0O0O0OD0OO0O0 %0000
00000000000)0010%00 50% 00 10%0000000000000000000
000 CPU O OIA-32(Intel Architecture 32) [6) 00 0000000000000 0O0RDTSC O
O [700000000000000000000O00000000D0OOOUOUOO

04000000000CO0O0O0O0ODOOOODOOODOOOOOOOODOODOOOODOO
goooobooobooboboobbooboooboooboobbooboooboobo



1075
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1055

1050

1045

1040

1035 ~F | | | ¢ | "t | |
1030 -

1025

The proportion of camouflaged instructions [%]

Program execution time [msec.]

04 0OO0OO0OO0O0OOOOOOOOOOOOOOO

0000000000000000000000000000000050% 000000000
0000000000oO0000DOo L0710j00000000000O00O00ooO0ooOonO
0000000 (1.0420)0000 1.030000000000000000O00OOOOOOOO
Joo0ooooooooooOOCPUOOOOOOOOOOOOOOOOOOOOOOOOOGOO
000000000000 000O00O00D 20%000 40%0000000000000000
gobooooboooboobDboobboobboobooobooboboobboooboOon
gogboooboooobooboboo

5 oo

gobooooboooboboobbooboobboobbooboooboobbooboon
gobooooboooboobboobbooboooboooboobboobboooboon
goboboooboooboobboobboobobooobuoooboobbooboboooboon
gbooboobogoboobogobgoobogoobogn

0000 “(a+b)*5==10" 0000000 “ax8>=10" 00000000000 0OODOOOOOO
goooooboobbbboooooobobobbbb abbbdooobobbObbOO0OO0oOoOoon
0000000000000 0000D00000000000000000 “(atb)*5==10" O
“axg>=10” 0000000000000 DODO0O00O00000OD0ODO0D0D00O000000O0
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00

0000000000000 00 OD00ODO00D0D0000O0O0 (DoooDOooO)Doooo

18800079 000 00O0ODDOODOOOO
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