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Abstract The damage caused by the activities of malware such as botnets and ransomware has become a social problem. In
order to detect malware activity efficiently and reduce the damage, research on detecting malware activity traffic in the network
has been proposed. There are three types of traffic information used in these research: packet information, IP flow information,
and interface counters information. In the case of using IP flow information, traffic is aggregated in 5-tuples, which is lightweight,
but the information is not output until a timeout occurs or the connection is terminated. Therefore, making it difficult to detect
scanning activities or long-lasting flows at an early stage. This research aims to maintain the same detection performance as
conventional research by modifying the feature while detecting these flows before they terminate. In this paper, we experiment
with existing methods that use connection status, port numbers, and transport layer protocols transition of each flow as features.
We used the ISCX botnet dataset converted into IP flow information using Zeek to investigate the detection performance when
the upper limit of flow duration is not set (the longest flow in the dataset: 240,418 seconds) and when the upper limit is set to
30 seconds. As a result, we confirmed that detection was possible with an F-measure of 98.1% and 96.1%, respectively. From
this research, we showed that it is possible to detect malware traffic within 30 seconds (a certain time) with a slight decrease in
detection performance.
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