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Camouflage

_Replace with 'ine L10”

movl °'/oeax, %ebp
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Camouflaged Program
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Fig.1 Example of camouflage.
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Fig.2 Image of a camouflaged program.
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satisfy four conditions.
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(b) Camouflaged Program
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Fig.4 Example of a camouflaged program.
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Table 1 Distance between target instructions and
restoring routines.
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1. 0000oO0ooooooocCcooo

#include <stdio.h>
#define PASSNUM 13

int main() {
int n;
scanf ("%d," &n);
if (n!=PASSNUM) {
printf ("INVALID\n");
return -1;
}
printf ("0K\n");

return O;

2. 0000O0OO0OCOOOOOOOOBO
LCO:
.ascii "%d\o"
LC1:
.ascii "INVALID\12\0"
LC2:
.ascii "OK\12\0"
.align 2
.globl _main
_main:
pushl Yebp
movl Y%esp, %ebp
subl $24, Yesp
andl $-16, Yesp
movl $0, %eax
movl Yeax, -12(%ebp)
movl -12(%ebp), ’%eax
call __alloca
call ___main
movl $LCO, (Yesp)
leal -4(%ebp), %eax
movl Yeax, 4(%esp)

766

call _scanf

cmpl $13, -4(%ebp)

je L10

movl $LC1, (%esp)

call _printf

movl $-1, -8(%ebp)

jmp L9
L10:

movl $LC2, (%esp)

call _printf

movl $0, -8(%ebp)
L9:

movl -8(%ebp), %eax

leave

ret

3. DO0O0DOOoOobOooooog
LCO:

.ascii "%d\0"

LC1:
.ascii "INVALID\12\0"

LC2:
.ascii "OK\12\0"
.align 2

.globl _main

_main:
movl $T2 + 0x824, Yeax # RR2
subl $0x824, Yjeax # RR2
movb $0xeb, (%eax) # RR2
pushl Yebp
subb $0x3d, T3 + 2 # RR3

movl Y%esp, %ebp

subl $24, Yesp

andl $-16, Yesp

movl $T1 - 20 + 3, Yeax # RR1

addl $20, Y%eax # RR1
T3:

movb $0x4a, (%eax) # RR1 target3

movl $0, %eax
movl Yeax, -12(%ebp)
movl -12(%ebp), %eax
call __alloca
call ___main

movl $LCO, (%esp)
leal -4(%ebp), %eax
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movl Yeax, 4(%esp)
movl $T3 - 0x08 + 2, Jeax # HR3

addl $0x08, %eax # HR3
movb $0x4a, (%eax) # HR3
call _scanf

T1:
cmpl $7, -4(%ebp) # targetl
je L10

movl $LC1, (%esp)

call _printf

movl $-1, -8(%ebp)
T2:

je L9 # target2
L10:

movl $LC2, (%esp)

call _printf

movl $0, -8(%ebp)

movb $0x74, T2 # HR2
L9:

movl -8(%ebp), %eax

movl $T1 + 0x120 + 3, jeax # HR1

subl $0x120, Y%eax # HR1
movb $0x07, (%eax) # HR1
leave

ret
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