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Lightweight Physical Layer Encryption Methods

for IoT Sensor Transceivers®

Hoang Dai Long

Abstract

Physical layer encryption (PLE) has been recently promoted as a new tech-
nique to enhance the security for the Internet of things (IoT) sensor transceivers.
However, this technique appears with a big challenge that IoT sensor transceivers
have limited power and computational resources to execute encryption tasks. Mo-
tivated by this issue, in this study, we propose two physical layer encryption meth-
ods. We aim to reduce the hardware complexity and preserve the performances
of the system. On this basis, they can be applied for IoT sensor transceivers.

The first method is the sign bit encryption method, which encrypts only sign
bit of the modulated symbols. To evaluate the performances of the proposed
method, we simulate in Matlab following the IEEE 802.11ah standard. The sim-
ulation results show that our proposed method does not degrade the bit error rate
(BER) and packet error rate (PER) performances of the system, while the con-
ventional method degrades the performances about 3 dB. The proposed method
uses only XOR~operation; thus, it is low complexity.

The second method is a low complexity joint encryption modulation (JEM)
method for IoT sensor transceivers. Unlike the sign bit encryption, which only
encrypts the signed bit, the JEM method encrypts all data. In this method, we
merge the mapper and encryption in one block. Our proposed JEM method ob-
tains the following advantages:1) Unlike the conventional method which reduces
the BER and PER performances of the physical transceivers up to 3 dB, our
proposed JEM method does preserve these performances; 2) The required hard-

ware resources, ASIC area, and power of the proposed JEM method only increase

*Doctoral Dissertation, Graduate School of Information Science, Nara Institute of Science
and Technology, NAIST-IS-DD1661213, June 16, 2020.



slightly compared to the conventional mapper; 3) The required ASIC area and
power of the proposed JEM method are approximately 40 times less than needed
for the conventional encryption method.

Besides, to prove the feasibility of our method in practice, we design the
proposed JEM method and decryption in hardware. We also do the hardware
implementation of CORDIC based conventional encryption method to compare
with our JEM method.

Keywords:

Physical Layer Security (PLS), Physical Layer Encryption (PLE), IoT Sensor
Transceivers, High Order Modulation (HOM), Lightweight Stream Cipher, CORDIC

Hardware
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1 Introduction

This chapter first presents the overview problems of the security for IoT sen-
sor transceivers. Then, the research contributions are included in chapter 1.2.

Finally, the rest of this chapter shows the dissertation layout.

1.1 Overview

Nowadays, the concept of the Internet of Things (IoT) becomes very popular
and plays a crucial role in numerous applications such as smart city, smart grid,
and smart healthcare [1]. It has been demonstrated that IoT applications rely
on wireless connections, which is vulnerable to eavesdropping attacks and active
jammings [2]. Particularly, in IoT sensor networks with application scenarios
such as health monitoring, monitoring sensors for the military, the collected data
are private or confidential. Therefore, it is challenging to improve the security of
these connections to protect users and data from attackers.

In wireless communication systems, the framework of security is provided in
different protocol layers and can be classified into two main approaches, such
as information-theoretic security and computational security. The former one
is executed by physical layer security (PLS) techniques at the physical (PHY)
layer, while the latter is a cryptography approach that performs the encryption
and decryption at different layers such as medium access control (MAC), and
physical (PHY) [3].

PLS, a well-known security approach at the PHY layer, aims to achieve
information-theoretic security by exploiting channel characteristics [4, 5]. PLS
methods can secure the system by generating artificial noise [6, 7, 8|, creat-
ing beamforming [9, 10, 11], or utilizing cooperative relay [12, 13]. Although
PLS brings some advantages such as flexible security level configurations, QoS
guarantee, and less overhead as compared to the cryptography approach [14],
its hardware implementation is complex. It needs high complexity coding and/or
perfect/imperfect channel state information of the receiver and eavesdroppers [3].
Therefore, PLS is not a suitable security solution for small size transceivers such
as IoT sensors.

In the aspect of cryptography, most of the conventional wireless communica-



tion systems implement security encryption/decryption at the upper layers, such
as the MAC layer, where attackers are able to use general-purpose microprocessor
and memory to collect data for cracking the encryption key. In addition, encryp-
tion at upper layers might result in the fact that many parts of transmission data
are not encrypted, e.g., the MAC header and PHY header. Such information is
thus vulnerable to eavesdroppers. Researchers have recently gained attention to
move the encryption to the physical layer for improving the security of the wire-
less connections [15, 16, 17, 18, 19]. For instance, encryption schemes at the PHY
layer based on Polar codes and chaotic sequences were proposed for the Orthog-
onal Frequency-Division Multiplexing (OFDM) system in [20, 21]. Since Polar
code is a high complex encoder /decoder algorithm, it is an optional selection for a
big transceiver that needs a high data rate and high reliability. Furthermore, most
wireless transceivers nowadays utilize binary convolution code (BCC) encoder and
Viterbi decoder as a mandatory. Therefore, a low complexity encryption method
which is suitable for BCC code is needed.

Nominated as a promising solution, physical layer encryption (PLE) is con-
sidered in this work. PLE was deployed in various OFDM systems, such as con-
stellation scrambling in the frequency domain, modulation symbols rotation [22,
23, 24], noise enhanced constellation rotation, rateless code [25], sparse code mul-
tiple access [26], subcarriers encryption [27]. The position of encryption can be
placed before or after the data modulation. In case the encryption is performed
after modulation, i.e., also known as phase encryption, the system is considered
to be higher security because modulation type such as BPSK, QPSK, 16-256
QAM is also encrypted. However, conventional works on this method still have
problems such as having high complexity if high-order modulation (64-256 QAM)
is used and degrading packet error rate (PER) performance of the system. For
that reason, PLE works in [28], and [29] only support low complex modulation
OQPSK.

In this study, we propose lightweight physical layer encryption methods for
[oT sensor transceivers. We aim to reduce the hardware complexity and evaluate
the performance of the proposed methods. On this basis, our proposed methods
can be applied to the systems that require low complexity and low power, such

as IoT sensor transceivers.



1.2 Research Contributions

The aim of this dissertation is to provide new physical layer encryption methods
that are low complexity for IoT sensor transceivers. We provide not only the
algorithms but also the simulation evaluations and hardware implementation. In

summary, the main contributions of this dissertation are:

e We propose the sign bit encryption method for the physical layer of IEEE
802.11ah. We simulate the system model based on the IEEE 802.11ah stan-
dard in Matlab to verify the BER and PER performances. The simulation
results show that our proposed method does not degrade the BER and PER
performances. Moreover, we only use the XOR for encryption; thus, it is
low complexity. However, in this method, we encrypt only the sign bit, so

the remaining data are still vulnerable to eavesdroppers.

e We propose a new joint encryption- modulation (JEM) method for IoT sen-
sor transceivers, which is low complexity compared with the conventional
method. We provide a performance analysis of the proposed JEM method.
The simulation results show that the proposed JEM does not degrade the
BER and PER performances of the system, while the conventional encryp-
tion method degrades about 3 dB.

e We design the hardware of the proposed JEM and the decryption. For com-
parison, we also design the hardware of CORDIC based conventional en-

cryption method. The designs are synthesized in an application-specific in-
tegrated circuit (ASIC) using VDEC 180 nm CMOS technology and FPGA

synthesis for hardware complexity analysis.

1.3 Dissertation Layout

The dissertation is divided into six chapters which are organized as follows:

e In Chapter 1, we introduce the overview, contributions, and the layout of

this research.



In Chapter 2, we first give an overview of the wireless technologies for loT
and their security countermeasures. Then we explain about physical layer
encryption technique, which is mainly focussed on this thesis. Next, the

related work is presented.

In Chapter 3, we present the sign bit encryption method for the phys-
ical layer of IoT sensor transceivers. We describe the operation of this
method, and then we show the simulation evaluation using Matlab with
IEEE 802.11ah standard system model.

In Chapter 4, we present the proposed joint encryption- modulation method
for the PHY layer of IoT sensor transceivers. We describe the algorithm
of the JEM method. Then we show the performance evaluation of this
method.

In Chapter 5, we first provide the hardware design of the proposed en-
cryption and decryption. Then we present the hardware implementation of
the CORDIC based conventional decryption method to compare with our
proposed method.

In Chapter 6, the last chapter of this thesis, we first conclude and emphasize
the main contributions in our work. Then we provide some ideas for future

work.



2 Background

This chapter presents the background of the dissertation. Chapter 2.1 introduces
wireless technologies for IoT and their security countermeasures. Then chapter
2.2 provides the principle of physical layer encryption. Finally, the related work

is surveyed in chapter 2.3.

2.1 Wireless Technologies for IoT and its Security Coun-

termeasures

[oT aims to connect everything via wireless communication. Since loT devices
are usually small, embedded, and limited power, they are communicated with
each other via low power wireless communication technologies. There are several
popular wireless technologies for IoT, such as IEEE 802.15.4 (Zigbee), Bluetooth
low energy (BLE), IEEE 802.11 n/ac, IEEE 802.11 ah, and LoRaWan [30, 31].
Among these technologies, we choose the IEEE 802.11ah standard to built the
simulation model for further evaluating the performances of our proposed encryp-

tion methods for IoT sensor transceivers.

IEEE 802.15.4 IEEE 802.15.4 was defined as a standard for the PHY layer and
MAC layer in wireless personal area networks [32]. It operates at an unlicensed
industrial, scientific, and medical (ISM) 2.4 GHz frequency. IEEE 802.15.4 is
power-saving and provides a data rate of up to 250 Kbps, which can use in IoT
applications with limited data exchange requirements. It has been widely applied

in wireless sensor networks, especially in industrial applications.

BLE BLE is an emerging wireless technology developed by the Bluetooth Spe-
cial Interest Group for short-range communication (up to 100 meters) [33]. BLE
operates at 2.4 GHz frequency and supports a data rate of 1 Mpbs. Moreover,
BLE consumes extremely low power and can operate for months on standard coin-
cell batteries [2]. BLE is widely employed in mobile phones, laptops, automobiles;

etc. It is expected to be used in billions of devices in the near future.



Table 1. Wireless technologies for the Internet of Things (IoT)

Technique  Frequency Range Data Rate Security Applications
Countermeasure
802.15.4 2.4 GHz 10 250 kpbs AES WSN, industrial, environment,
(Zigbee) to 100 m in MAC layer and healthcare monitoring
BLE 2.4 GHz 50 1 Mbps AES Wearable devices,
to 150 m in link layer smartphones
802.11 2.4 or 5 Ghz 50 m >100 Mbps WPA in Smart home,
n/ac MAC layer entertainment
802.11ah sub 1 Ghz 1 km 150 kbps WPA in Smart city, smart grid,
MAC layer smart home, healthcare
LoRaWan  sub 1 Ghz >15 km 0.3 kbps Encrypt at network, M2M, smart city,
to 50 kbps application layer and industrial applications




IEEE 802.11 n/ac IEEE 802.11 families are the most commonly used wire-
less local area network (WLAN) standards, which include IEEE 802.11 a/b/g/n.
They work at 2.4/5 GHz and provide a high data rate (> 100 Mpbs for 802.11
n/ac) [34]. They are widely used almost in smartphones, laptops, tablets, etc.
However, they may not be suitable for many lightweight IoT applications due to

its power consumption and coverage range.

IEEE 802.11ah Recently, the Wi-Fi alliance announced to release the IEEE
802.11ah standard, which is a competitive candidate for developing IoT sensors’
communication transceivers. It operates at sub 1 GHz frequency and provides a
data rate from 150 kbps to 346 Mpbs. It supports long-range communication (up
to 1 km), and a large number of devices (up to 8192 devices per access point) [35].
In addition, it employs the efficient mechanisms in the MAC layer to save energy;

thus, it extends the sensors’ battery life [36].

LoRaWan LoRaWan is also a sub 1 GHz wide area network (WAN) technology,
which is released in June 2015 [37]. It supports low-power communications over
long distances (>15km), millions of users, and low power consumption (up to
ten years) [38]. Thus, it is suitable for IoT applications that require long-range
coverage and low power consumption.

IEEE 802.15.4, Bluetooth, and IEEE 802.11 systems usually implement the
security at the data link or MAC layer. For example, IEEE 802.15.4 and Blue-
tooth systems use an AES block cipher to protect the link layer. IEEE 802.11
systems employ the encryption at the MAC layer, which is called Wi-Fi protected
access [39]. While LoRa executes the encryption at the network and application
layer to provide the security. A summary comparison of the wireless technologies

for the IoT is given in Table 1.

2.2 Physical Layer Encryption

In this section, we will describe the physical layer encryption at the PHY layer,
which is the background for our proposed encryption methods. As shown in Fig-
ure 1, the security enhancement at the physical layer is divided into information-

theoretic security and computational security. In this regard, computational secu-



Security Enhancement at Physical Layer

|

\ ¥
Information Theoretic ] .
Security Computational Security
|
! ¥ v

Physical Layer Encryption

Physical Layer Security Physical Layer Security
Transmission Key Generation
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Figure 2. Physical wireless transceiver model

rity performs the encryption in different layers, including physical layer encryption
(PLE).

The PLE methods can perform the encryption in different modulation stages,
such as channel coding, mapping, inverse fast Fourier transform (IFFT) operation
(for OFDM systems) [2]. In this work, we consider the encryption that processes
after mapping.

Fig. 2 shows a block diagram of the PHY layer of a basic wireless communi-
cation system when implementing PLE. At the transmitter, data received from
the MAC layer will be scrambled, encoded by Binary convolution code (BCC),
interleaved, and mapped into the constellation of predefined modulation. The
modulated data is then encrypted by the ciphering key generated from the “KEY
GEN” block. “KEY GEN” can be any cryptography algorithm such as Grain,
RC4. Because data is encrypted after modulation such as QPSK, 16-64QAM,



it must encrypt both data streams, i.e., in-phase part (IP) and quadrature part
(QP). The processing inside the encryption determines how the ciphering key
makes a change to the modulated data. At the receiver side, the decryption is
executed oppositely to recover the IP and the QP of the modulated symbols. In
order to decrypt data successfully, the receiver must implement the same cryp-

tography algorithm and keep the same secret key as the transmitter does.

Master key
— > Keygen
IP ' Encrypted IP
QP Encryption | Encrypted QP

Figure 3. Physical layer encryption after the mapper

2.3 Related Work

Currently, PLE brings many advantages, such as the independence on the eaves-
dropper channel conditions, low computational cost, security enhancement at the
signal level [40]. Therefore, it has attracted many researchers to find out new

PLE methods for IoT sensor transceivers.

Ciphering key
Delta Phase
—
Amp
Enc IP

Ip Phase

Phase IP, QP
QP | Amp Convert Amp Convert Enc QP

- s —

Figure 4. Conventional physical layer encryption



As surveying in the literature, many typical physical layer encryption works
have been proposed. In the study [41], the authors prove that security at the
physical layer results in the fact of the lowest impact on the network and offers
low latency without introducing any overhead. Huo et al. [42] proposed a phase
encryption method for general communication systems. This study showed that
phase encryption at the PHY layer could resist traffic analysis attacks. In an-
other approach [28], the authors performed physical layer encryption for IEEE
802.15.4 transceiver. They showed that security was enhanced by implementing
encryption at the PHY layer instead of at the MAC layer as the original 802.15.4
standard does. However, in 802.15.4, there was only OQPSK modulation mode,
which was encrypted by stream cipher RC4. Similarly, another secure 802.15.4
transceiver based on lightweight block cipher Simeck 32/64 was proposed in [29].
By exploiting the lightweight cipher, they reduced the hardware resource con-
sumption. However, in this system, encryption was executed by XOR-operation
between the binary data and ciphering keys before the mapper, so security was
not high [42].

As shown in Fig. 4, another encryption method encrypts both the sign and
amplitude information of the modulated data [22]. In this method, the IP and
QP of the modulated data must be converted to amplitude and phase compo-
nents. Based on the value of the ciphering key, the amplitude and phase of the
data are accordingly changed. For further processing, the encrypted amplitude
and phase then must be converted back to IP and QP parts. As a result, the
encrypted data no longer exists in the modulation constellation. This affects the
BER performance of the system. Since the complexity of the convert between
phase/amplitude value and IP/QP value is affected by modulation types, this
method is only applicable for simple modulations such as BPSK, QPSK. For
high complexity modulations such as 64-QAM, 256-QAM, using this encryption
method requires many computational resources and is not suitable for IoT sen-
sors. For that reason, there is no implementation of this encryption method for
high modulation such as 64-QAM, etc., available yet.

In another approach [43], the authors presented an asymmetrical PLE scheme
based on elliptic curve cryptography for wireless communications. However, the

drawback of asymmetric cryptosystems is a high computational overhead [44].

10



The mathematical models, design frameworks, and cryptographic primitives of
PLE were established in [40]. However, the constellation modulation lays on the
surface of the sphere, which is different from the conventional modulation.

To deal with these drawbacks, we propose low complexity physical layer en-
cryption methods for IoT sensor transceivers. We aim to reduce the complexity
and evaluate the performance of the encryption so that it can apply in the system

that requires low complexity and low power, such as IoT sensors.

11



3 Sign Bit versus 8-MSB Bit Encryption Method

3.1 Introduction

In this chapter, we show our research results on physical layer encryption after the
mapper at the PHY layer of the IEEE 802.11ah communication system, which
is suitable for IoT sensor transceivers. We propose two encryption methods,
which are the sign bit encryption and the eight most significant bit (8-MSB)
encryption. We show that the sign bit encryption method satisfies the BER/PER
requirement. It completely does not degrade the BER/PER performance while
the conventional work does. With the purpose of low complexity, we use the
popular stream cipher RC4 for generating the ciphering key for encryption, and
XOR-operation for encryption.

This chapter is organized as follows. Chapter 3.1 presents the background
of stream cipher RC4. Then, chapter 3.2 describes the proposed sign bit and
8-MSB bits. The simulation evaluation is provided to verify the performance of

the proposed methods in chapter 3.3. Finally, chapter 3.4 gives the conclusion.

3.2 Stream Cipher RC4

In this section, we briefly explain stream cipher RC4, which is chosen to generate
the ciphering key.

RC4 stream cipher was created by Ron Rivest from RSA Data Security in
1987. RC4 generates a pseudorandom bitstream, which is called as ciphering
key. The ciphering key will then be used to encrypt plaintext data. To generate
the ciphering key, RC4 uses a secret internal state that has two parts: 256-byte
array memory S-box and three 8-bit index pointers i, 7, and k. To generate a
pseudorandom ciphering key, S-box values are permuted through two stages: Key
Scheduling Algorithm (KSA) and Pseudorandom Generator Algorithm (PRGA).
Fig. 5 illustrates the procedure of generating ciphering keystream from a provided
master key. The KSA stage performs an initial permutation on S-box based on a
secret master key, which is typically between 5 and 32 bytes. The PRGA uses the
results of KSA, which has become a pseudorandom S-box to generate a pseudo

ciphering key. Detail of RC4 processing can be found at [45].

12
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Figure 6. Method 1: 8-MSB encryption at the transmitter

3.3 The Proposed Sign Bit and 8-MSB Bits Encryption
Methods

In 802.11ah, the variety of modulation types are used, including BPSK, QPSK,
16-QAM, 64-QAM, 256-QAM. To normalize the signal power to one, and to
assure the peak to average power ratio (PAPR) of the transmitted signal, the
modulated data is multiplied with the normalization factors, as be shown in
Table. 2. Therefore, after the gain multiplication, the absolute value of IP and
QP parts of modulated data in all cases of modulation (BPSK to 256-QAM) is
always less than two. For the sake of hardware implementation, we can represent
the sign, the integer, and the fraction of IP/QP of modulated data by 1 bit, 1

13
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Figure 7. Method 2: Sign-bit encryption at the transmitter

Table 2. Amplitude of modulated symbols

Modulation type Amplitude

BPSK O0<a<l1

QPSK ;—% <a<
-3

16—QAM 710 <a<

64-QAM \;—412 <a<

—15 15
256—QAM 7170 <a< 7170

gl

bit, and N bits, respectively. Finally, we need a bit width (BW) BW = N + 2
bits to represent the value of each data IP and QP. According to our research
experience, choosing N > 16 can result in an acceptable error between hardware
and software results.

To generate the ciphering key for encryption, we chose the low complexity
stream cipher RCA4.

For the encryption, we propose a method that simply XOR the ciphering key
with the IP/QP values of modulated data. However, one ciphering key generated
by RC4 has eight bits, whereas each data of IP/QP has BW = N + 2 bits or

14



BW > 18 bits. The question is how to XOR 8 bits of the RC4 ciphering key with
BW > 18 bits of IP/QP data. In our research, we focus on two cases. The first
case is to encrypt only eight most significant bit (MSB) of each data IP/QP with
8-bits of ciphering key. The second one is to encrypt only the sign bit of IP/QP
data with the MSB bit of ciphering key.

3.3.1 Method 1: 8-MSB Encryption

In this method, the encryption at the transmitter is operated, as shown in Fig. 6.
In this method, we use two engines of RC4 to generate the ciphering key. We
need two secret master keys for these two RC4 engines. One RC4 generates a
ciphering key for encrypting IP data; the other generates the ciphering key for
encrypting QP data. Only eight MSB of IP and QP data will be XOR with the
ciphering key. The remaining bits are still kept as they are. After the encryption,
the unencrypted bits are combined with encrypted bits before being sent to the
IFFT processor.

At the receiver side, the decryption is performed oppositely. To decrypt suc-
cessfully, two master keys of the receiver must be the same as those of the trans-

mitter.

3.3.2 Method 2: Sign-bit Encryption

In this method, we only encrypt the sign bit of IP and QP data. We also use one
RC4 engine to encrypt both IP and QP data. The MSB bit of ciphering key is
used to encrypt the sign bit of IP, and the second significant bit of ciphering key
is used to encrypt the sign bit of QP. The remaining bits of IP and QP data are
kept as they are.

After the encryption, the unencrypted bits are combined with encrypted bits
before being sent to the IFFT processor.

3.4 Evaluation Results

To check how the implementation of the proposed methods affect the BER and
PER performance of the system, we have run the simulation in Matlab. Our
simulation model follows the IEEE 802.11ah standard. Figure. 8 shows the block
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Figure 8. Simulation model based on IEEE 802.11ah standard

diagram of our simulator. Table. 3 presents the parameters using during the
simulation. We suppose that the channel is corrupted either by the additive
white Gaussian noise (AWGN) or fading channel. The transfer data is random,

with 100 bytes per packet.

3.4.1 Simulation Model

The simulation model is described as follows. At the transmitter side, the source
of sending random bitstreams is generated by ‘PSDU Generator’. These bit-
streams are scrambled by the ‘Scrambler’ block to keep away from a long sequence
of zero or one bits. They are encoded by binary convolutional code (BCC) at
‘BCC Encoder’. Then the ‘Interleave’ block permutes the encoded bits. Next,
they are mapped into a constellation at the ‘Mapper’ block. In this simula-
tion model, two types of modulation 16-QAM and 256-QAM are created. The
modulated symbols are encrypted at ‘Encryption’ block. The output data of ‘En-
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Table 3. Simulation parameters

Simulation parameters Value
Simulator [EEE 802.11ah
Number of iterations 5000
Number of spacial streams in TXxRX 1x1
Channel type AWGN, Fading
Channel estimation Ideal
Modulation types 16-QAM, 256-QAM
Code rate 3/4
Transfer data type Random

cryption’, which passes ‘IFFT’ block is orthogonal as a result of the invert fast
Fourier transform. This block also changes the frequency-domain of data into
time-domain. The orthogonal frequency division multiplexing (OFDM) symbol
is inserted by a guard interval at the ‘GI Inserter’ block for avoiding the interfer-
ence with data of adjacent symbols. Finally, these bitstreams are transmitted to
the receiver via the additive white Gaussian noise (AWGN) channel.

At the receiver side, many functional blocks are built for performing the re-
verse operations. At first, the guard intervals are discarded from receiving bit-
streams at the ‘GI Remover’ block. The next operation is converting data from
the time domain to the frequency domain by performing fast Fourier transfer at
the ‘FFT’ block. Before the data subcarriers are delivered to the ‘Demapper’
block, they are decrypted at the ‘Decryption’ block. In the case of hard decision,
‘Demapper’ evaluates the input values of ‘Mapper’. In the case of soft decision,
‘Demapper’ calculates the LLR values of input data of ‘Mapper’. ‘De-Interleave’
converts the bit order into the original position. ‘Interleave’ and ‘De-Interleave’
are implemented to reduce the effect of the burst error. The received data is de-
coded at “Viterbi Decoder’. Finally, the data is descrambled at the ‘Descrambler’
block to recover the transmitting information. This data is used to compare with
the data at the input of ‘Scrambler’ to evaluate the BER and PER performance

of the simulation model. The readers refer to [46] and [47] for more detail about
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processing inside each block.

3.4.2 Simulation Results

We evaluate the BER and PER of the system in five cases: with sign-bit encryp-
tion; with 8-MSB encryption; without encryption; with using Ref. [22], and with
an unexpected user who does not obtain the correct key in the receiver side.
Figure 9 and 10 show the BER performance of the system for 16-QAM and
256-QAM modulation in AWGN channel and fading channel. Figure 11 and 12
indicate the PER performance of the system for 16-QAM and 256-QAM modu-
lation in AWGN channel and fading channel. From these figures, we obtain the

following results:
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Figure 9. BER performance of 802.11ah for 16-QAM with the sign bit encryption,
AWGN and fading channel
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Figure 10. BER performance of 802.11ah for 256-QAM with the sign bit encryp-
tion, AWGN and fading channel
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Figure 11. PER performance of 802.11ah for 16-QAM with the sign bit encryp-
tion, AWGN and fading channel
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Figure 12. PER performances of 802.11ah for 256-QAM with the sign bit encryp-
tion, AWGN and fading channel

Firstly, in both case of 16-QAM and 256-QAM, the implementation of our
proposed encryption method 2, i.e., Sign-bit encryption, does not degrade the
BER and PER performance of the system in both kinds of channel. Whereas,
the conventional work Ref. [22] degrades both BER and PER performance by
about 3 dB in case of deploying AWGN channel, and about 2 dB in case of fading
channel .

Secondly, in both cases of 16-QAM and 256-QAM, if an unexpected user
does not have the correct key that the transmitter has used to encrypt the data,
he/she is entirely not able to recover the transmitted data. The decryption is
unsuccessful.

Thirdly, the implementation of our proposed encryption method 1, i.e., 8-MSB
encryption, degrades the BER and PER performance significantly. The reason
is that we encrypt not only the sign but also the significant bits that represent
the integer and fraction parts of data. These encrypted data then be affected by
noise and interference of the channel. The effect of the noisy channel makes the
receiver is unable to recover the transmitted data even though it has the correct

master key.
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From the first and the second results, we conclude that our proposed encryp-
tion method 2 (Sign-bit encryption) is suitable for 802.11ah standard and that it
is applicable for IoT sensors. In summary, it is low complexity (only use XOR
operation), high performance (not degrade BER/PER performance). From the
third result, we conclude that if using XOR operation for phase encryption, we
should only encrypt the sign bit. Encrypting the bits that represent integer and
fraction value of data will make the encrypted data becomes sensitive to the noisy

channel. As a result, the receiver is not able to decrypt the data successfully.

3.5 Conclusion

In this chapter, we have presented two encryption methods for the physical layer
of IEEE 802.11ah. We have built the simulation model and evaluated the BER
and PER performance of these methods for 16-QAM and 256-QAM modulation
in AWGN noisy channel and in fading channel. These simulation results have
shown that our proposed encryption method 2 (Sign-bit encryption) is suitable
for 802.11ah standard and that it is applicable for [oT sensors because of its low
complexity, high performance. Implementing this method does not degrade the
BER and PER performance of the system while the conventional work degrades
the performances. We also show that if using XOR operation for phase encryp-
tion, we should only encrypt the sign bit. Encrypting the other bits of data will

make data become sensitive to noise and is not able to decrypt successfully.

Despite the low complexity of the proposed sign bit encryption method, the
remaining bits of modulated data are not encrypted. Therefore, in the next chap-
ter, we will present another encryption method that is not only low complexity

but also encrypts the entire modulated data.
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4 Joint Encryption-Modulation (JEM) Method

This chapter presents a low complexity physical layer encryption method for IoT
sensor transceivers, which is called joint encryption-modulation (JEM) method.
This chapter is organized as follows. Chapter 4.1 provides an introduction. Then
Chapter 4.2 describes the algorithm of the proposed JEM method. The simulation
evaluation is provided in Chapter 4.3. Finally, the conclusion is given in Chapter
4.4.

4.1 Introduction

Most encryption methods nowadays perform XOR operation to data and cipher-
ing key because of its low complexity. Unfortunately, if merely performing XOR
operation into the modulated data, the results will no longer locate in the con-
stellation map. For example, in the case of 16-QAM, as shown in Fig. 13, the
modulated data is mapped into the IP part and QP part in which the values are
—3,—1,1,3. If we apply XOR operation into these values, the results may jump
out of the range —3, —1, 1, 3. It means that the shape of the constellation will be
changed. Once the transmitted data is not located in the constellation point, the
receiver will be more difficult to recover the transmitted data. Consequently, the
error rate increases, and the performance of communication reduces.

For the sake of simplicity, we prefer to use XOR operation for encrypting
data. At the same time, the encryption should not degrade the performance of
the system. A new idea should be proposed to guarantee that the result of XOR-
operation between the modulated data and the ciphering key still remains in the
constellation shape. Our initial idea is to convert the values of constellation points
into continuous positive integers such as 0, 1,2,3 (16 QAM). These data will be
encrypted by XOR with the ciphering key. The encrypted data will certainly still
in the range 0,1,2,3 (16 QAM). Finally, the encrypted data is converted back to
values of constellation points, i.e., —3,—1,1,3 (16-QAM).

In this proposed method, we aim to reduce the hardware complexity and
evaluate the performance of the proposed JEM. On this basis, our proposed JEM
method can be applied to the systems that require low complexity and low power,

such as [oT sensor transceivers. To evaluate the performances of the proposed
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Figure 13. Constelation for 16-QAM modulation

method, we simulate in Matlab following IEEE 802.11ah standard system model.

In summary, the main contributions of this chapter are:
e We propose a new low-complexity JEM method for IoT sensor transceivers.

e We provide a performance analysis of the proposed JEM method. The
simulation results show that unlike the conventional method, which reduces
the bit error rate (BER) and packet error rate (PER) performances of the
physical transceivers up to 3 dB, our proposed method does preserve these

performances.

4.2 Algorithm of the JEM Method

Base on the mentioned-above basic idea, we propose the join-encryption-modulation
(JEM) method, as shown in Fig. 14. The JEM merges the operation of mapper
and encryption into one component. The encryption is divided into two stages,
named as PRE-MAP, and POST-MAP. The XOR operation is placed in between

23



two stages to encrypt data. The detailed principle of the proposed JEM method
is described as follows.

Secret Key b Secret Key
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Figure 14. Conventional PLE (a) versus the proposed JEM (b)
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Figure 15. The detailed operation of the proposed JEM method

The input binary data, B = bgb;...b,—1, are divided into the IP part, B;, =
bob1...bpm—1, and the QP part, By, = bybii1...bp—1, where n = 2m is the number
of bits per modulated symbol. According to the modulation type m is the number
of bits per IP or QP part, defined as in Equation 1. In this study, we design and
evaluate the proposed JEM for the most used modulation types up to 256-QAM
of the wireless communication.

1 if BPSK, QPSK
2 if  16-QAM

m = . (1)
3 if  64QAM
4 if 256 QAM
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Since the IP and QP part are similar to each other, we only describle the encryp-
tion process of the IP part. Note that, for BPSK, the input data only consists
of IP part. The operation of the proposed JEM for the various modulation types
in wireless communication is executed in the following three steps, illustrated in
Fig. 15.

e Step 1, PRE-MAP: The input data of IP part, B;, = boby...by,—1, is first
mapped into the continuous pre-map values Y;, = yoy1...ym—1 by the fol-
lowing mapping rule.

Bip — Yip (2)
Where the continuous pre-map values yoy;...ym_1 are calculated based on
the input values bgb;...b,,_1 and are formulated by the following equation.

(

Yo = bo

y1 = by @ by
(3)

\ym—l == bO @ bl EB @ bm—l

e Step 2, ENCRYPTION: The pre-map data Yj, is hence encrypted by a
XOR-operation with the cipher keys K, = koki...k,,—1 to obtain encrypted
data Ej;, = epei...epm_1.

Eip =Yip ® Ky (4)

e Step 3, POST-MAP: The encrypted data E;, are then mapped to the post-
map values Z;, of the conventional modulation by the mapping rule in
Equation 5. Since the IP part consists of m bits, there are 2™ possible
combinations of them. We number these combinations according to an

ascending value of combination as 0,1, ...,2™ — 1.

(
Eipo = Zipo

Eipi — Zip

| Eipam—1) = Zipzm-1)
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Where Zip,...,Zipem—1) are calculated as follows.

le(]:—(Qm—l)—f—QXO
lelz—(Qm—]_)—f—QXl

\Zip(mel) - —(2m — 1) + 2 X l
Where [ =0,1,...,2™ — 1.

Table 4. The proposed JEM for 16-QAM modulation
Pre-Map In Pre-Map Out Cipher Key Encryption Out Post Map Out

bob1/52b3 yoy1/?/2?JS k/‘okl/k2k3 Eip/Eqp Zip/qu

00 00 00 00 -3
01 01 00 01 -1
11 10 00 10

10 11 00 11 3
00 00 01 01 -1
01 01 01 00 -3
11 10 01 11 3
10 11 01 10

00 00 10 10

01 01 10 11 3
11 10 10 00 -3
10 11 10 01 -1
00 00 11 11 3
01 01 11 00

11 10 11 01 -1
10 11 11 00 -3

For a clear explanation of the proposed JEM, we describe in detail the operation
for 16-QAM modulation in the following.
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16-QAM Modulation For 16-QAM, we have the number of bits per IQ data
m = 2. Table 4 illustrates the detailed operation of the proposed JEM. First the
input data IP B;, = byb; are mapped into Yj,= yoy; using a pre-map. Then the
pre-map outputs are encrypted by a XOR-operation with the cipher key. The
cipher keys K, = koky are selected from {00, 01, 10, 11}, so the encrypted data
E;y, is permuted. In the post-map, the encrypted data E;, are again mapped into
conventional mapper values Z;, = (—=3) V (—1) vV (1) V (3). However, these post-
map values express different input information data. Consequently, illegitimate
receivers without the correct key cannot decrypt the correct data.

At the receiver, the decryption performs as the reversed operation of the pro-
posed JEM. It is assumed that the legitimate receiver obtains the same secret key
as the transmitter, so the same ciphering keys are generated. In this decryption
method, we apply the hard-decision decoding method. The input values of IP and
QP parts first compare with the threshold values of the conventional modulation
to determine the decoded output as 1 or 0. Then, by using cipher keys, they are
decrypted.

4.3 Performance Evaluation

Our simulation model follows the IEEE 802.11ah wireless communication net-
work, which is suitable for IoT applications. Table 5 shows some important
parameters used in the simulation. We simulated the system for high order mod-
ulations such as 16-QAM, 64-QAM, and 256-QAM. It is assumed that the chan-
nel was corrupted either by the additive white Gaussian noise (AWGN) or by the
fading channel. The transfer data is random, with 100 bytes per packet. The
simulation was run 10,000 times.

Figure 16, 17, 18 and Figure 19, 20, 21 show the BER and PER performance of
the system corrupted by AWGN channel and fading channel for four cases: with
the proposed encryption; with no encryption; with using conventional encryption
method; and with an unexpected user who does not obtain the correct key in the
receiver side (an eavesdropper). From these figures, we can make the following
observations.

Firstly, the proposed JEM has nearly the same BER and PER performances
as the unencrypted system for all modulation types (16-QAM, 64-QAM, and 256-
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Table 5. Simulation parameters based on IEEE 802.11ah

Simulation parameters Value
Simulator [EEE 802.11ah
Number of iterations 104
Number of spacial streams in TXxRX 1x1
Channel type AWGN, Fading
Channel estimation Ideal
Modulation types 16,64,256-QAM
Code rate 3/4
Transfer data type Random

QAM) in both types of channels AWGN channel and fading channel. This means
that the proposed JEM does not degrade the BER or PER performance. The
reason is that the proposed JEM does not change the constellation of modulated
symbols. Consequently, it does not affect the error correction performance of the
system.

Secondly, these figures also show that the conventional method in [22] degrades
the BER and PER performances about 3 dB in the AWGN channel and 2 dB in
the fading channel as compared with the proposed JEM at the observation point of
BER = 1073 and PER = 10~3. The main reason for BER and PER performance
degradation of [22] is that the encrypted data of [22] (which is transmitted to the
receiver) do not locate on the constellation points anymore. The transmitted
data is thus more sensitive to noise and interference during transmission. In
addition, the receiver has more difficulty in recovering the transmitted data, which
originally does not locate on the constellation. Error detection rate increases, and
BER/PER performance degrades.

Finally, the figures show that an unexpected user, who does not have the
correct key has approximately 50% BER, and 100% PER. Note that a bit has
value either 0 or 1; the 50% of BER is a random bit error rate detection in
case the receiver has no information about the transmitter. It does not mean

that the receiver of unexpected users can detect the transmitted data. PER
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Figure 16. BER performance of 802.11ah for 16-QAM with the JEM method,
AWGN and fading channel
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Figure 17. BER performance of 802.11ah for 64-QAM with the JEM method,
AWGN and fading channel
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Figure 18. BER performance of 802.11ah for 256-QAM with the JEM method,
AWGN and fading channel
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Figure 21. PER performance of 802.11ah for 256-QAM with the JEM method,
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= 100% shows that the unexpected user completely not be able to recover the
transmitted data. It means the proposed JEM method successfully protects data

from an unexpected user who does not own the correct private key.

4.4 Conclusion

In this chapter, we have presented a new low complexity physical layer encryption
method for ToT sensor transceivers able to support up to 256-QAM. We built a
simulation model to evaluate the BER and PER performances of the proposed
JEM method to compare with existing methods. The simulation results show that
our proposed JEM method does not degrade the BER and PER performances
of the system compared with unencrypted transmissions, while the conventional
method degrades the performance by 3dB in the AWGN channel and 2 dB in the

fading channel.
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5 Hardware Design

5.1 Introduction

In this chapter, we show the hardware design of the proposed JEM method. Then,
we implement the hardware of the conventional encryption method based on the
Coordinate Rotation Digital Computer (CORDIC) to compare with our method.

This chapter is organized as follows. Chapter 5.1 presents the hardware design
of the JEM method. Then, chapter 5.2 provides the hardware implementation of
the CORDIC based conventional decryption method. Next, the implementation

results are provided in chapter 5.3. The conclusion is given in chapter 5.4.
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Input data 4 Encryption 18
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Figure 22. Overview of the hardware architecture

5.2 JEM’s Hardware Design

5.2.1 Overview of the Architecture

After completing simulation and evaluating BER and PER performances of the
proposed JEM, we designed the hardware to analyze the hardware complexity and
to prove that our proposed JEM can be practically implemented. The hardware
of the proposed JEM supports a variety of modulation types, BPSK, QPSK, 16-
QAM, 64-QAM, and 256-QAM. Besides, we also designed the hardware of the
decryption to prove that it is feasible to decrypt the data using our proposed

encryption method.

33



Figure 22 presents the overview of the hardware architecture. It consists of
three blocks, encryption, decryption, and stream cipher Grain 128a blocks. The
input data is encrypted in the encryption block using cipher keys generated by the
Grain 128a block. Similarly, the decryption block decrypts the encrypted data
produced by the encryption block. Besides this, we also designed the hardware
of the conventional encryption and decryption method in [22], and conventional
mapper and de-mapper to compare with our encryption and decryption. Based
on the results of [48] and our experience in hardware implementation, we chose
18 bits as the fixed point for data representation, which does not affect the per-
formance of the system and benefits the hardware implementation.

To achieve low complexity, in addition to utilizing the proposed JEM, the

lightweight keystream generator also plays an important role.

5.2.2 Lightweight Keystream Generator

To perform encryption and decryption, a cipher is required to generate keystreams.
There are two types of ciphers called block cipher and stream cipher. In this de-

sign, we chose a stream cipher rather than a block cipher due to following reasons.

e Block ciphers require a large chip and high power consumption due to their
complex architecture[28]. These disadvantages make block ciphers unsuit-

able for IoT sensor transceivers.

e In block ciphers, an error in one symbol can cause the corruption of an
entire block. On the other hand, in stream ciphers, an error in encrypting

one symbol does not affect subsequent symbols.

There are many types of stream ciphers, such as RC4, Grain 128a, A5, Mickey,
Trivium. Although RC4 is one of the most widely used stream cipher, compared
with other stream ciphers, it consumes a large hardware resource[29]. Therefore,
we chose stream cipher Grain 128a because it is lightweight, making it suitable
for IoT sensors. We developed the hardware for both RC4 and Grain 128a stream
cipher, but since Grain 128a had lower power and hardware resource consumption,
it is more fitting for our proposed JEM. The details of Grain 128a can be found in
[49]. Further, we designed the Grain 128a hardware to generate 8-bit keystreams
per clock cycle to encrypt and decrypt the IP and QP parts.
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As clearly shown in Table 6, the slices look-up tables (LUTS) of Grain 128a is
less than half of RC4’s slice LUTs. In addition, the static power and area of Grain
128a is also about half of the designed RC4 version. When compared with the
RC4 in [28], the power consumption of our Grain 128a hardware implementation
is less than 1%.

Table 6. Comparison of Grain 128a with RC4 at the same clock frequency of 16
MHz

Implemented  Clocks Slice Slice Static Area
design registers LUTs Power(mW) (um?)
GRAIN 128a 256 2195 2715 1.53 188175
Designed RC4 256 2213 7954 3.25 344461
RC4[28] 256 2478 7064 163.43 -

5.2.3 JEM'’s Encryption and Decryption

As indicated in Fig. 23, the hardware of JEM consists of a pre-map block, post-
map block, and XOR-encryption. The pre-map block converts input data into
the proposed output pre-map values. Then, in the post-map block, the output
pre-map values are mapped to the conventional mapper values. We design the
hardware of the pre-map, and post-map blocks that support multiple modulation
types.

It is clearly shown in Fig. 24 that the pre-map and post-map only consist
of multiplexers. Therefore, they consume significantly low hardware resources.
Moreover, the hardware design of the proposed JEM employs only the XOR-
operation to encrypt the IP and QP parts with the cipher keys; it is thus low
complexity.

As illustrated in Fig. 25, the hardware for decryption consists of a Gain block,
joint de-mapper-decryption, and a mux block. In this regard, the gain block is
responsible for recovering any decrease in the amplitude of the input data by
multiplying with a corresponding gain constant of each modulation type, as illus-
trated in Fig. 26. The joint de-mapper-decryption supports different modulation

types. In this block, we use several binary fix-point comparators to compare
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Figure 24. The pre-map and post-map architecture

the input data with the threshold values to determine the output values. Then,
depending on the value of the cipher key, the decrypted output data is decided.
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5.3 CORDIC Based Conventional Phase Decryption Cir-
cuit

In this section, we present the hardware implementation of the PHY layer phase

decryption for high complex modulation types of 802.11ah. We use the decryption
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algorithm, which is presented in [22]. This method requires to calculate the am-
plitudes, phases, and trigonometric functions of the modulated data. Therefore,
we apply the Coordinate Rotation Digital Computer (CORDIC) algorithm, which
can result in reducing the complexity of the hardware. This work is published in
24].

5.3.1 Phase Decryption Algorithm

In this section, we briefly explain phase encryption and decryption that exploit
ciphering keys to encrypt and decrypt data at the PHY layer.

The phase encryption is a type of encryption at the PHY layer, in which the
modulated symbol data is adjusted by changing phases and amplitudes. The
phase decryption is the reverse process in the receiver. The detailed explaining
of these operations could be found in [50].

The encryption and decryption block inside the PHY transmitter and receiver
of 802.11ah are arranged as shown in Fig. 27. The applied decryption method
in [22] could be explained as follows. At the receiver side of the 802.11ah, the
decryption block receives output data of FFT block, which consists of in-phase
parts (IP) and quadrature parts (QP). From these data, the amplitudes and
phases are calculated as in Eq. 7 and Eq. 8:

Amplitude = /I P? + QP? (7)

QP
Phase = arctan — 8
ase = arctan —— (8)
Whereas the adjustment of amplitude (A_amp) and the adjustment of phase
(A_phase) are computed according to the value of cipher key. The calculation is

shown in Eq. 9 and Eq. 10.

K, x M,

A amp — o X Ma
amp 2 1) 9)

K, x M
A _phase = —2——F 10
phase = 1273 (10

Where K, is the value of cipher key for amplitude, M, is the maximum value of
amplitude, n is the number of bits of cipher key, M, is the maximum value of

phase, K, is the value of cipher key for phase.
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Then the decrypted amplitude (Decrypted_Amp) and decrypted phase
(Decrypted_Phase) will be calculated as in Eq. 11 and Eq. 12:

Decrypted_Amp = Amplitude — A_amp (11)

Decrypted_Phase = Phase — A _phase (12)

Next these decrypted amplitude and phase have to convert again to decrypted
in-phase (Decrypted_IP) and decrypted quadrature (Decrypted_QQP) as shown
in Eq. 13 and Eq. 14:

Decrypted I P = Decrypted_Amp x cos (Decrypted_Phase) (13)

Decrypted_QQP = Decrypted_Amp x sin (Decrypte_Phase) (14)

At the end of the decryption operation, the decrypted IP and decrypted QP then
pass to the Demapper.

5.3.2 CORDIC Based Calculation Flow

As explained above, the calculation of phases, amplitudes requires multiplication,
division, and square root operations. It leads to the high complexity of the
hardware circuit of precise calculation. In our work, we exploit the CORDIC
algorithm to compute these values approximately.

The CORDIC, also known as Volder’s algorithm, is a computing technique to

calculate a variety of functions, include trigonometric functions [51].

CORDIC Based Amplitude and Phase Calculation The input data of
the decryption have complex values, and we assume that they are presented as
D; = X + 7 xY. According to the CORDIC algorithm, the amplitude of the
input data can be computed if it is rotated to have a phase of zero; then Y value
would be zero, so the amplitude would be given entirely by the new X value.
However, in the rotation process, D; has been multiplied by a CORDIC gain
K=1.6467. As a result, the actual value of amplitude has to divide by constant
K [52]. The desired phase is the sum of phases after the addition or subtraction
angle from the angle lookup table. The details of the algorithm are illustrated in
Algorithm 1. The angle lookup table values are indicated in Table. 7.
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Algorithm 1 CORDIC Based Amplitude and Phase Calculation
Input: In-phase parts (X), Quadrature parts (Y), Angle Zy=0, Angle Look-up
Table, K=1.6467
Output: Amplitude and Phase
1: Xo = abs(X)
2: if sign(X) # sign(Y’) then
Yo = —abs(Y)
else
Yy = abs(Y)
end if
: for i <~ 0 to N do
if Y; >=0 then

a=1

@

10: else
11: a=-—1
12:  end if
132 X=X +ax(Y;>>1)
Yiii =Y, —ax (X; >>1)
Ziv1 = Z;i +a x Angle]i]
14: end for
15: Results
Phase = 7
Amplitude = X/K
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Figure 27. Encryption and decryption inside the PHY transmitter and receiver
of 802.11 ah

CORDIC Based Sine and Cosine Calculation of an Angle The main
calculation of sine and cosine of an angle based on CORDIC is described in
Algorithm 2. The starting values of the rotation are X=1/K and Y=0 at angle
zero. If the current angle is less than the desired angle, then it is added to
the CORDIC angle from the angle lookup table; otherwise, the current angle is
subtracted from the CORDIC angle. This process is continuing until the desired
angle is found. The cosine and sine values are the value of X and Y, respectively,

at the desired angle.

5.3.3 Hardware Architecture

Overview of Hardware Architecture The overview of the hardware archi-
tecture of the decryption is presented in Fig. 28. From IP and QP input data,
amplitudes and phases are computed based on the CORDIC algorithm at the
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Algorithm 2 CORDIC Based Sine and Cosine Calculation of an Angle
Input: Angle(Z), Angle Look-up Table, K=1.6467, X =1/K, Y=0;
Output: Cosine and Sine
for i < 0 to N do
2: if Z > 0 then

a=1
4: else

a=-—1
6: end if

X=X—-ax (Y >>1i)
Y=Y+ax (X >>i)
7 =7 — a x Angleli]
8: end for
Results
Cosine = X
Sine =Y

block “AMP PHASE CAL”.“RC4” block generates the cipher keys from the in-
put secret master key by using an RC4 stream cipher. The “DELTA AMP PHASE
CAL” block calculates the adjustment of phases and amplitudes by multiplying
the cipher keys with corresponding constants according to the modulation types.
The constants are chosen on the base of the Eq. 9 and Eq. 10. As a result of cal-
culating the maximum amplitude and the maximum value of cipher key according
to each modulation type, the constants for phase and amplitude adjustment are
in Table. 8. In the block “DECRYPTED AMP PHASE CAL”, the decrypted
amplitudes and phases are computed. From these phases, the cosine and sine
values are calculated by using the CORDIC algorithm at the block “ COSINE
SINE CAL”. At block “DECRYPTED IP AND QP”, the decrypted in-phase and
quadrature parts are calculated according to the Eq. 13 and Eq. 14 respectively.

Hardware Description of CORDIC Based Amplitude and Phase Cal-
culation The CORDIC hardware uses the same iterative operations with only
shifters, adders, and subtracters. The hardware of the CORDIC based amplitude
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Table 7. Angle lookup table

—e

Angle in Degree Angle in Radian

0 45° 0.7854

1 26.565° 0.4636

2 14.036° 0.2450

3 7.125° 0.1244

4 3.576° 0.0624

5) 1.7876° 0.0312

6 0.8938° 0.0156

7 0.4469° 0.0078

8 0.2234° 0.0039

9 0.1117° 0.0019

10 0.0558° 0.0009

11 0.0279° 0.0004
In-phase parts (IP) Amp. Dec. Amp Decrypted IP

— DECRYPTED > "
%l;;h atureparts AMPCEASE Phase AMPC::IASE Dec. Phase DI];:’CI!S\?{];’EE)D Decrypted QP
1 1 | Out Sine Cosine
Master Delta Amp
key DELTA
COSINE SINE

—* RC4 AMPCI/)\I—I{ASE Delta Phase CAL

Figure 28. Overview of the decryption hardware architecture
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and phase calculation is shown in Fig. 29. It requires a lookup table to store
values of the angle table in Tab. 7. For each iteration, the hardware deploys
three registers for in-phase part (X), quadrature part (Y), angle (Z), and two
shifters for shifting X and Y to the adder/subtractor units. For this calculation,
the vectoring mode of the CORDIC is used, and therefore the di-factor (-1, 1) in
Algorithm 1 depends on the sign of input Y [52].
In CORDIC, only angles in the range from —90° to +90° can be rotated

[52]. Therefore, before starting the iteration, we have to convert the sign of X



Table 8. Constants for phase and amplitude adjustment calculation

Modulation type For Amplitude For Phase

V32432 _ V18 2% __ 2%

16‘QAM 221 — 3 221~ 3
V72472 /98 24w __ 24m

64’QAM 28-1 ~ 7 281~ 7
_ V1524152 _ /450 2% 2%
256 QAM 24-1 T 15 241~ 15

to positive, and the sign of input Y must be normalized. If the sign of X and Y
differs from each other, the sign of Y needs to convert to negative. Otherwise,
the sign of Y is positive.

Based on simulation on Matlab, we choose the number of rotations is twelve.
It is enough to guarantee the maximum error rates of calculated amplitudes and
phases based on CORDIC compared with using Matlab functions are 0.0037 %
and 0.1607 %, respectively.

Hardware Description of CORDIC Based Cosine and Sine Calculation
The hardware of this calculation also performs twelve iterations for approximat-
ing the values of cosine and sine. In this calculation, it differs from phase and
amplitude calculation; the rotation mode of the CORDIC algorithm is applied
and, therefore, the di-factor (-1 and 1) in Algorithm 2 depends on the sign of
angle input Z [52]. The angle lookup table is also necessary.
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Figure 29. Hardware architecture of CORDIC based phase and amplitude calcu-

lation

712



5.4 FEvaluation Results

The hardware was designed by Verilog hardware description language and was
verified by using the ModelSim simulation tool. FPGA synthesis was performed
with Intel Quartus I using a Cyclone IVE EP4CE115F29C7 device. The ASIC
synthesis was executed at 16 Mhz frequency by Synopsys’ Design Compiler using
VDEC’s Rohm 180 nm technology library.

In our encryption and decryption, we merged the encryption with the mapper
and the decryption with de-mapper. Therefore, we compare our encryption and
decryption with the combined conventional method with mapper and de-mapper,
which are called conventional encryption and conventional decryption. Accord-
ing to the FPGA and ASIC syntheses, our encryption and decryption have the

following advantages.

Table 9. Hardware resources comparison of the JEM with the conventional

method at the same frequency of 16 Mhz

Implemented Encryption Conventional  Conventional

design (Proposed) Mapper Encryption [22]
(+Mapper) (Only) (+Mapper)
Slice registers 51 34 1326
Slice LUTs 229 139 3516

Table 10. Hardware resources comparison of the JEM decryption with the con-

ventional method at the same frequency of 16 Mhz

Implemented Decryption Conventional  Conventional

design (Proposed) Demapper  Decryption[22]
(+Demapper) (Only) (+Demapper)
Slice registers 90 54 1352
Slice LUTs 713 629 4016

Low FPGA Resource From the FPGA syntheses result given in Table 9, we

can give the following observations. First, the slices LUTs of the encryption are
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Table 11. ASIC results comparison of the JEM and the conventional method at
the same frequency of 16 Mhz

Implemented Encryption Conventional  Conventional
design (Proposed) Mapper Encryption[22]
(+Mapper) (Only) (+Mapper)
Area(um?) 9,902 6,899 436,942
Static Power(mW) 0.09 0.08 3.62

Table 12. ASIC results comparison of the JEM decryption and the conventional
method at the same frequency of 16 Mhz

Implemented Decryption Conventional Conventional
design (Proposed)  Only Demapper Deccryption|22]
(+Demapper) (Only) (+Demapper)
Area(,umz) 124,372 116,628 548,767
Static Power(mW) 1.63 1.55 5.23

just about 6.5% (229 versus 3516) of that of the conventional work. The slice
registers of the encryption increase about 50% compared with the conventional
mapper (51 versus 34), but about 26 times less than the conventional encryption
(51 versus 1326).

As shown in Table 10, the slices LUTs of the decryption are about 17.8%
(713 versus 4016) of conventional work and approximately equal to those of the
conventional de-mapper (713 versus 629). The slice registers of the decryption

are only 6.5% (90 versus 1352) of the conventional decryption.

Small Area As shown in the Table 11, the ASIC area of the proposed encryp-
tion is 44 times smaller than the area of the conventional method (9902 versus
436942), although it is about 40 % larger than the area of the conventional map-
per (9902 versus 6899). Similarly, as indicated in Table 12, the ASIC area of
the decryption is approximately equal to the area of the conventional de-mapper
(124372 versus 116628) and about 22 % (124372 versus 548767) of the area of the
conventional decryption.

47



Low Power Consumption According to Table 11, the encryption consumes
40 times less static power than the conventional method (0.09 versus 3.62). In
addition, the encryption also does not consume more power than conventional
mapper. At the same time, as indicated in Table 12, the static power consumption
of the decryption almost does not increase compared to the conventional de-

mapper and is about 30% (1.63 versus 5.32) of the conventional decryption.

5.5 Conclusion

In summary, we can conclude that the proposed encryption, when compared with
the conventional mapper, does not significantly increase the FPGA resource us-
age, ASIC area, or static power. Moreover, as compared with the conventional
method, the proposed encryption method has much lower hardware resources,
ASIC area, and static power usage. Similarly, compared with the conventional
method, the decryption method also greatly reduces hardware resource consump-

tion, ASIC area usage, and static power usage.
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6 Conclusion

Physical layer encryption is a promising solution to enhance the security of IoT
sensor transceivers. However, it is challenging to realize in practice due to the
limitation on the power and computational resources of IoT sensor transceivers.
In this dissertation, we have provided two lightweight physical layer encryption
methods for IoT sensor transceivers. To evaluate the BER and PER performances
of these methods, we have simulated in Matlab using IEEE 802.11 ah standard
system model. Furthermore, to analyze the hardware complexity of the proposed
methods, we have designed the hardware of the proposed JEM method. We also
have implemented the hardware of the conventional method based on CORDIC
architecture to compare with our proposed JEM method. These contributions
are presented in chapters 3, 4, and 5.

The first lightweight encryption method is presented in chapter 3. In this
method, we encrypt only the sign bit of the modulated data. The simulation
results have shown that the sign bit encryption method does not degrade the BER
and PER performance of the system. We also have evaluated the performances
of the 8 MSB encryption method. Since the performances of this method are
significantly low, we can not apply this method for IoT sensor transceivers.

The second lightweight encryption method is described in chapter 4. This
method is named the joint encryption modulation method. Unlike the sign bit
encryption method encrypts only the signed bit, the JEM method encrypts all
data. The simulation results showed that our proposed encryption method does
not degrade the BER and PER performances of the system compared with unen-
crypted transmissions, while the conventional method degrades the performance
by 3dB.

Based on the hardware implementation in chapter 5, we have verified the prac-
ticality and analyzed the complexity of the proposed JEM method. According
to the FPGA syntheses results, our proposed JEM method does not significantly
increase the FPGA resources compared with the conventional mapper and much
lower than the conventional encryption method. The ASIC results showed that
the required area for our proposed JEM is about the same as needed for the

conventional mapper and about 44 times less than needed for the conventional
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encryption method. Similarly, the static power usage of the proposed PLE is
about 40 times less than needed the conventional method. For the decryption,
the ASIC area, and the static power usage are less than the conventional method
by about four times, and three times, respectively. For generating cipher keys,
we chose and designed the hardware of the stream cipher Grain 128a, which is
lightweight, making it suitable for IoT sensor transceivers.

In summary, we can conclude that our proposed JEM substantially reduced
the power consumption and hardware complexity compared with the conventional
method.

Future work Since it is still challenging to realize in practice the physical
layer security in general and particularly physical layer encryption in IoT sensors
transceivers. Our future work will focus on the implementation of the physical
layer encryption solutions to the real system. We will attempt to design a full
wireless digital transceiver for IoT sensors using our proposed encryption and
decryption method. Then we will implement in the FPGA to verify the functional

operation of the system.
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