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Information and Physical Security

for Sensor Network Services$

Jun Noda

Abstract

Sensor network services are required to solve privacy protection issues when a lot of
personal information including raw data of user’s motion and environments is obtained
by a sensor and sent to other nodes. Therefore, new technologies for information se-
curity is needed which can be adapted to sensor networks. Physical security is another
issue for protecting sensors deployed in real space against physical attacks or thefts. In
this thesis, two techniques are proposed for information security from the perspective
of key management. Also, a trust management which takes advantage of sensor data
is discussed for physical security.

In chapter 2, a group key management scheme is proposed. In the proposed scheme,
group keys of different groups help each other’s key management so that keys can be
updated without exposing important internal information at once. It is shown by a
realistic scenario that our proposed scheme can eliminate costs for managing multiple
group keys compared to other known schemes.

In chapter 3, a dynamic key generation scheme is proposed for generating a common
key between terminals including sensors or users’ devices based on the similarity of the
users’ motions measured by the acceleration sensors. Performance evaluation shows
that common key equivalent to the PIN code can be generated even from a pair of

human motions with moderate similarity.

*Doctoral Dissertation, Department of Information Processing, Graduate School of Information
Science, Nara Institute of Science and Technology, NAIST-IS-DD0961016, February 1, 2011.



In chapter 4, a new architecture for trust management is proposed that deals with
role-based access control(RBAC) policy, digital signatures, and user presence ob-
tained by sensors in a uniform framework. The proposed architecture includes infer-
ences about user presence from incomplete sensor signals based on the hidden Markov
model. Experimental results show that the proposed architecture is effective in provid-

ing both useful and secure services.

Keywords:

sensor network, information security, physical security, key management, trust man-

agement
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permit(N,U,wlanl,passwd) :- cert(N,U,full-time),

parameter(U,connection,vpn).
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permit(N,U,high-wlan,normal) :-
cert(N,U,full-time),
position(U,L,P), room_for_ft(L),
90 < P, schedule(U,L).

permit(N,U,high-wlan,passwd) :-
cert(N,U,full-time),
out_of _company(U),

parameter(U,connection,vpn).

permit(N,U,high-wlan,normal) :-
cert(N,U,R), part_or_trn(R),
position(U,L,P), room_for_pot(L), 90 < P,
position(U1,L,P1), room_for ft(L),90 < P1,
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room_for_ft(office).
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room_for_ft(laboratory).
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