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A Framework for Systematic Software

Protection for Secret Hiding*

Hiroki Yamauchi

Abstract

The protection of software has become vital to today’s computer systems from
the perspective of hiding secrets involved in software. To hide secrets included in
software, various types of techniques have been proposed. However, there is no
clear guideline for proper use of these techniques.

This paper firstly gives a survey of end-user attacks and protection techniqes,
and proposes a guideline on applying proper protection techniques step by step
in each software development phase.

Next, this paper focuses on software obfuscation tehniques, which are intended
to directly hide secrets in software. For a systematic use of obfuscations, this
paper proposes a goal oriented approach to obfuscation. Specifically, we identify
the cracker’s goal, conduct a goal-oriented analysis, select obfuscations to disrupt
all subgoals, and apply selected obfuscations to software. As a case study, we
defined a security goal for a cryptomeria ciper (C2) program, typically used in
Digital Rights Management (DRM) systems, and demonstrated how the goal
oriented analysis was conducted and obfuscation techniques were applied to places
where they are needed in hiding decryption keys.

Then we extend our framework to make it easy to conduct the goal oriented

analysis, by providing a notation to describe the relationship between clues to

* Doctoral Dissertation, Department of Information Systems, Graduate School of Information
Science, Nara Institute of Science and Technology, NAIST-IS-DD0561035, February 4, 2010.
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achieve subgoals. In the extended framework, relationships between secrets and
their clues are described in three abstraction levels (algorithm, source code and
binary code) so that obfuscation techniques can be comprehensively applied in

each abstraction level.

Keywords:

software obfuscation, program analysis, information hiding, goal-oriented analy-

sis, goal decomposition
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gboogdgbboobboobbuoobbuoogboboooooooboogooboo
gbobbuoooobbbooooobobobooogoobooo
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Keys in F-Function” 0 “Find Keys in Key Scheduler” O 20000000
0000000000 0000000 FOODOODODO2000000
Oo0oooo

(3) (2) 0000000000000 000O00O ANDOOOOORDODODODODO
OO0000H300000000 “Find Keys in F-Function” I “Find Keys
in Key scheduler” OO 0000000 OROODOOOOOO
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obooobboobooobbobbuooobboobboobboo
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OO00obOooOooooboboobooXxorRooooobooooooo
OO0O0OOoODESOOD0OD0OOO0OODOD XoROOOOooooDoOoOO

(2) (H)OODODDODODODODODOODO0OO0OO0DDODO0O0OO0DOODOOODOoOooo
ooobobobooboobof/FOO0O0 0bO0obO0obOo0oooboboon
OO0O0FO000O0O0 XOROODOOOODOOODOOOOODO “Locate
F-Function” 0000000 0OD0OO0OO00O0OODOOOOOOOOOOOO
000 (O 5.3) 000 “Finding Operator XOR” 000000000000
obooboo

26 JOOO0oooon

25000000000000000O000O0DDOO0ODODOODODOODLDDO
obooboboboooobbs4b0bOobOobOoobobobobobboOobon
OO0O0D00OD000 “Find Operator “XOR”” 0000000 O0ODOODOOODOO
OO000D00D0OD0O0O0O0D0ODb0O0O00 “Find value of 32bit Integer” O 0O 0O O
obooboobooobobobobooo32b0boboo40b0bonbon
OO000D0O000000 “Find aloop with 16 times” OO0 OO0 O0O0O0OODO
oboooboobon

27 Joooooobod

2600000000000 DOODOOOODODOODOODOOODOODOOD
oboobobobobooboboobobuoboobobboobobbobbo
OO000O00OO0000b0ob0obDoooobuobooobon “Find Round Keys”
oboobooboobooboon
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D00 JavaO0OD0OOOOOOOODODOODODO 8000 DO0ODOODLOODOO
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OO0O00C2000 Feistel DODODOOOOOOODOOOODESODOOOODO
00000 Feistel Function OO0 F 0000000560 C2000 FOOOO
ODoOooOoc2000 bDESOODOOOOOOODC2O0O0000000000RO
O0O000O0oO0o c200000b000b00booooboobooboooDo
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3.2 JO0O0Oooobobooooo
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Input: Cipher text

Lio

R1o

Feistel
Function

Round key k;

10 rounds (iterations)
N

~ !Lg:Rlo

i

\Ro = L1o — F(Ruo, Ki0)
¢ (5 subtraction

L. =R

Ri1 = Li — F(Ri, ki)

Output: Clear text

055 C2O00000O

Oob0obob0oboboobob0 Koooooooooboo pO0OODOO
obooobobooboobbooobbooboobbooboobbo

ooooogd

wooooboobobobboooooobong k..., k000000

gboboboooobobo32boboooogn

oboooboooboe40bOoobooobooboobo 32000 LO

0032000 RODOOODOO

Ooo00oo0O0ob FODOODOODOLO ROOODOODOOOODOOOODOO

o0 FO0O00D00O00OO
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e L0 FOOUDOOODUODODODODOODUODODODODODOO
OO0 rROODODOODOODOO FOOODOODOO

FoOoooOooooobobobobbOobbobbooboobobooobo

e LO RUDDUDDOUODLOUODLUOUODLUOUODLUOPOO addydO 20
g 3200000000bb0bo000aoboobod

O0000 XO00OO0O0O 3200000400800000000 2q,...,24
O0000b0o0bboo0bboobbo0obbooobuooobod ey
= (X >>> 24) & 0xff, o = (X >>> 16) & Oxff, 23 = (X >>> 8) & 0xff, 24
= X & Oxft”

0000000008000 D0000 »,00S-boxOOOOOOOOOOO
S-box OO O2600 SO0000O0O0OOOOO OOOO26000000
0000 pPOUO0O0O0OOUOO0OOOOODx, 0000000 OO0OO0O0O
0 0 “S-box_array [24]”

OO003000000 2y,...,x23 0 ODOODO 0xc90 0x2b0 0x65 O XOR O
OO00D00O0OXOROOOOOODOOxc9O0x2b0O0x6b DO OO POOO
obooobboobuoobooobos3sbbobboobbooo20000
subbblggb bboobobboobbon

4000000000000 32000 00000000000090000
22000 00000000000000000000000000 9, 22
000000000000000400000000000000¢%%; <<24
| 29 << 16 | 23 << 8 | 2,” 000000000000 C0OO

oooogo

O000000ooooooooobobobbbbobbobDbDDOSun Microsystems
DoOoooobonb JawvaOOOODOOOO0ODOODOjavap-c JOO0OOO Meyer
000000 jasmin 00 45000000 D-Javald6) DO0DOODOOODOOO
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| |ﬁﬁ| D XOR
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D

056 C2000000 FODOOOOODOO

0000000000000 000Ojasmin 00000 [47 O Soot[58) 00O
000dooooooooooooooooooon JawvaO0OO0ODOoDOoOOoOoQoag
oo ooooooooooooooooooooooon
0000000000000 00D00000DOO0JavaO000O0D0OO0ODODOSun
Microsystem O O jdb, Hex-Rays O O IDA Pro[30] OO O O OBil Lewis OO
Ominiscient Debugger[37] 000000
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gooooodg

C20000000(@Dbs8)0000000000D0ODO0O0O0ODO “find round
keys 00D0O0000DO0O0ODOO0O0ODOOODOOOODOOODODOOODOODOO
0000000000000 00000O0ooOoO (0s,NHOOODDODODDODOOO
000000000000 O0o0oogoon

000000 “Find Round Keys” OO0 000000 20000100000
O000D00 “Find Key Candidates in constants” 000000 1000000
0000 “Find Key Candidates in variables” OO0 00000 2000000 5.7
0000000000000 0obOO0b0obOooon

00000 “Find Key Candidates in constants” OO0 OO O0O0O0O0O00OOO
OO0000 pPODODOOOODOODOODOODOODODOOOOOOOOOOOD
0000000000000 bO0oooooooooooooooooooos.2
O0O00o0o0ob0ooboobobooobobo320000b0oooobOoOoobO
OO00000O0b000o0o0b0ob0oboOob skl Ooooooooboos3200
OO0D000D0000D0000000 int sk[] = 0x789acbee, 0x79bc3398, ... OO
000 320000000000000O0O000O0O00O0ODO0OOO0DOOOOOD
0000000000000 bOOoDObOOD 32000000000D000000
O00D0000D “Find 32bit Integers” O O “Find Key Candidates in constants”
000000000000 0bOoO0oO0bOO0bO0O0bO0ooooobDOoDboOoon
OO000000D0DOO0Doooo

00000 “Find Key Candidates in variables” 00O O O00O0O00OOOOO
0000000000000 00000000000000 200000)FO0O
00000 (2 FOOODODODODODDOOOOODODODOOOOOO (0580000
OO00b0oobooboono sk 0boooboFOO0DOO0OO0ODOO0OOOOOF OO
0000000000000 00O00OO0bO0o0obO0obO0oooO0ooObDOoDboOoon
00000 (320)000000000000000000200000 “Inspect
inputs of F-Function” O “Inspect key manipulation in F-Function” 0 “Find Key
Candidates in variables” 000000000000

200000 “Inspect inputs of F-Function” 0 “Inspect key manipulation in
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F-Function” 000000000 FODOOOOODOOOODODOOOODOO “Find
Feistel Function” 0000000000 (O 5.7) 0000 “Find Feistel function”
O000000000000002000000000000000(1)FODOOO
0000000000000 (2 FO0O0ODOOO0OOOOOOOOOOODOOOO
FOOOOODODODDOOOODODOOODOO “Identify 10 times loop” O
“Identify SUB operator” OO0 0 OO UODOOOOOOFOODO C2O000000
goo0o1oooobooobdoo FOOO0ODDLOOOODbOOOODbDOOObO RO
goobooooobobbouo0 FO00b0DbDbb0oooobobObooooooo
(1)0D00D000(2)000(3)Sbox0(4)3200000000000()8000
00000000 o0000e000O0OO
dodooooobobobbbobb il oobobobooooo
go0ooooob FOO0O0O0ODOOOUO0O0O0OODO0ODLODDOOOUODOOOOO
gbooboboobboobbuooobuooobuoooborbbOoobbooo
gbooboboboboooooobobobooboboboboobobo
ogbooboobooboobooobobbobbobbobbobbobn
goobobooooobobobuoogosryrogobbboooooboboOoo
goboobobobobooobtbboddddodooooobbbbooooooooo
gooooobobobbobobbobobbobobbbudddoooooooooon
ooobobobobobobooobooboboboobobooobobobo
gbooboobooboobo2rgobooboobooboobol200
000000100000000000 (O 5.70

oboobooog
O0000000000040000000 (0570 A)B,C,D)O00ODOO
obooboon

OO0000D0000 DOODO0OODDOOD0O0O “Identify Distinctive values 0x65,
0x2b, 0xc9” (O 5700 A) D 0000000000000 0OO0OODOOOOOO
0000000 “Find Feistel Function” D0 000000000000 00000O0
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00 0x65,0x2b,0xc9 00 OO0 O00C2000000000 FOO (O5.6)000
OO0000000Ooos80000Db000O0 300000 F(int data, int key)
obooboobooboobo oxes 00000000 DbOO0

u = (byte) (v[0] ~ 0x65);

U0 Ox6o 000000 0O0x650 2000 0x21 0 0x44 0000 0O 0O 0x65 =
0x21 XOR 0x44 DO OO OODOODOOO20000000DL000DOO0ODOO
goboboogooboood

(byte) (v[0] = 0x21);
(byte) (u = 0x44);

o
I

o
Il

Oo0obo0obD20000 0x2b 0 Oxe9 OODOODOOODOOOO20000
O0O000 “Ox2b = 0x28 XOR 0x03” O “Oxc9 = 0x41 XOR 0x88” 0 O OO OO
0000000000000 0DODOOOooOs90A00OO0O0OODO

10000000000 00000000 “Identify 10 times loop” 00000
0000000000000000000000 “Find Feistel Function” 00 O
00000000000 F OO0 100 C200000000000000 (O
550000000000000000000000100000000000 (0
590 B)O

00000000 0O00000O00O0O0D0O00ODO (Obs700C)DOODODDO4
008000000 3200000000000000O00000O00O¢ = v[3] << 24
| v[2] << 16 | v[1] << 8 | v[0] OvOOOO400 sO0O0D0OOCOODO
gbootobgoobooboobuoobobbobbobbooboobon
O0000000000000000000024,16, 80000000000 (<)O
O00O0OOROO (HOODOOODOOODOS800000000000ODODOOOO
oboooboon

t = (int)v[3] << 24 | (int)v[2] << 16 | (int)v[1] << 8 | (int)v[0];
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00000000 () 0000000000000 0000000o0ooooo
On,00000002"0000000000000v([3] << 2400v[3] * 16777216
Dooboooobobboobbooboiobbno 24000000016777216 =
224 000000000RO0O (1)ODODODODDODODODODOO NOT (%) O
AND (¢) O0OD0O0O0OD0ODODOO0OO0O0O0DOOOODODOOOOOOOO

t = “((("((int)v[3] * 16777216) & ~((int)v[2] * 65536)
& ~((int)v[1] * 256)) & ~((int)v[0]1));

20000000000 DOO32000000000000000D000DO0
00000032000000000000000 (0570 D)0D0O0OOOO
gbooboobooboobooooboboboobobobbobboboon
000 32000000000000000000@B)JDOOoOooOooooOoOO
obooboboboboboboobobobos9eb DOoooboooooo
00000 B70 skl 0000000000 00000O00000000 10
O0000000000000000 f(r)=42+430000000000000
000 0x789ac6ee 0 0x3ffb81617L UL U UL UODLOUOO0O0DOOO0ODOOO
OoOorFO0b000b0o0booboobo

t = data + key;

00000000000000000¢t = data + keyOOOO t = data *
4+%xy000000D0000000000 t000000000000000
000000000 t000000000000000000 f~(z)=(z—3)/4
000000000000t0000000000000

00000000000000000000000 0x78%c6ee 0 000000
000000000000000000000000000000000000
0 O O bit exploded encoding [18], 000000000 [6][56], 00000 [19] O
0000000 [42)0000000000000000000000000000

00000000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000
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[* C2 decryption in ECB (Electronic CodeBook)
mode: */
public static void c2_d(int inout[]) {
int L, R, t, round, i;
int ktmpa, ktmpb, ktmpc, ktmpd;

/* RoundKeys*/
int sk[] ={
0x789ac6ee, 0x79bc3398,
0x48d15d62,0xb3c4da86,
Oxabcded83, 0xc248048f,
0xfda00b6f, 0xfd600e69,
0xfel40e66, 0xffee0585

b D

/* Input Conversion */
L =inout[0]; R = inout[1];

[ for(round=MaxRound-1;round>=0;round--)f B
/* Feistel network */
L -= F(R, sk[round]);
t=L; L=R; R=t;// swap

}
t=L; L =R;R =t; // swap cancel

/* Output*/
inout[0] =L; inout[1] = R;
return;

}

/* F is the Feistel round function: */
public static int F(int data,int key) {
int t;
bytev[] = new byte[4];
byteu;

[* Key Insersion */
t = data+key;

[* Secret Constant */

v[3] = (byte)((t >>> 24) & Oxff);
v[2] = (byte)((t >>> 16) & Oxff);
V[1] = (byte)((t >>> 8) & Oxff);
v[0] = SecretConstant[t& Oxff];

[u = (byte)((v[0]&Oxff) * 0x65); |
V[1] = Irot8((U& OXTT), 1): S~

[u = (byte)((v[0]& Oxff) » Ox2b), | «—— A
v[2] = Irot8((u& 0xff), 5);

[ = (byte)((v[0]&Oxff) ~ 0xc9); | —
v[3] "= Irot8((u& 0xff), 2);

/* Concatenate& Rotate*/

t=(int)v[3] << 24| (int)v[2] << 16|
(int)v[1] << 8] (int)v[O]; C

t A= Irot32(t,9) "~ Irot32(t,22);

return t;

}

/* Logical left rotate*/
public staticbyte Irot8(int x, int n) {

return (byte)( (x << n) | (x >>> (8-n) ) );
}

public staticint Irot32(int x, int n) {
return ((x << n) | (x >>> (32-n)));
}
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[* C2 decryptionin ECB (Electronic Code
Book) mode: */
public static void c2_d(int inout[]) {
intL,R,t;

/* Round Keys*/

int tt;
byte v[] = new byte[4];
byte u;

/* Key Insersion */

long enc_key[] ={
0x3ffb81617L,0x3f850399bL,
0x3f58039a7L, 0x3f6802dbf L,
0x30920123fL,0x2af37920fL,
0x2cf136albL,0x12345758bL,
0x1e6f0ceb3L,0x1e26blbbblL

1

/* Input Conversion*/
L =inout[0]; R = inout[1];

L -= foo(R, enc_key[0]);
t=L;L=R;R=t;// swap
-= foo(R, enc_key[1]);
t=L;L=R;R=t;// swap

L -= foo(R, enc_key[2]);
t=L;L=R;R=t;// swap

L -= foo(R, enc_key[3]);
t=L;L=R;R=t;// swap

L -= foo(R, enc_key[4]);
t=L;L=R;R=t;// swap

L -= foo(R, enc_key[5]);
t=L;L=R;R=t;// swap

L -= foo(R, enc_key[6]);
t=L;L=R;R=t;// swap

L -= foo(R, enc_key[7]);
t=L;L=R;R=t;// swap

L -= foo(R, enc_key[8]);
t=L;L=R;R=t;// swap

L -= foo(R, enc_key[9]); B

[* Output*/
inout[0] = L; inout[1] =R;
return;

}

/* foois theFeistel round function: */
public static int foo(int data, long enc_key){
longt, t2,13;

| t=data*4+enc key; |\
D
<

t3 =1/ 256; t3/=256; t3/=256;
t2 =t/ 256; t2 /= 256;
v[3] = (byte)(t3& Oxff);
v[2] = (byte)(t2& Oxff);
v[1] = (byte)((t/256)& Oxff);
v[0] = SecretConstant[(int)t& 0xff];

™

<——A

v

/* Secret Constant */
[ t=(t-3)/4;

u = (byte)(v[0] » 0x21);

u = (byte)(u ~ 0x44);
v[1] *= Irot8(u,1);

u = (byte)(v[0] » 0x28);

u = (byte)(u ~ 0x03);
v[2] "= Irot8(u,5);

u = (byte)(v[0] » 0x41);

u = (byte)(u ~ 0x88);
v[3] A= Irot8(u,2);

/* Concatenation & Rotation*/

tt = ~((~((nt)v[3] * 16777216)& ~((int)v[2]
* 65536)) & (~((int)v[1] * 256) & ~((nt)v[0]); C

tt A= Irot32(tt,9)  Irot32(tt,22);
return tt;

}

/* Logical left rotate*/
public static byte Irot8(int x, int n) {

return (byte)( (x << n) | (x >>> (8-n) ) );
}

public staticint Irot32(int x, int n) {
return ((X << n) | (x >>> (32-n) ) );
}
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HEN

A. SandMark 00 0OOOO0OO0OO0O0O0OO0OO

SandMark OO OO0OO0OD0O3900000000O00DO0O0O0OO0O0OOOO

1. Array Folding
0000000000000 0D0OD00000O00DODD00o0oO0O

2. Array Splitter
O0000020000000000

3. BLOAT
BLOAT OODOOOOOOODDOOOOOO

4. Block Marker
O000000O0O0O00O0oO00ooOooooobooo 10000o

5. Bludgeon Signatures
OO000D000D0 Object DODOODOOODODOOOODOODO Object OO
goooo

6. Boolean Splitter
boolean OO0 0000000 OODO2000000000000O

7. Branch Inverter

if-else 00000 0ODODOOOOODOODODOO

8. Buggy Code
oo ouoooooououooouo
goouooood

9. Class Encrypter
0odoooboooooodooooooododoonoooogood
O000o0o0oooooo

80



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Class Splitter
gdddodododoo20ououooouoon

Constant Pool Reorder
dodoodooogoogooooooogo

Duplicate Registers
O00000D0000000000000000D0D000ooO

Dynamic Inliner

gobobobooooobbobbooooobbboooan

False Refactor
0000000000000 0b000O00oOb0U0oLoUUoOoOoooooo
godoood

Field Assignment
O000000Doooooog

Inliner

oboobooboobooboobog

Insert Opaque Predicate
O0O00000D000D00O Opaque Predicate 00O 00O O

Integer Array Splitter
OO00000000000000020000000000000000
OO0000000000000000DoDooo0ooooooooooog
ooo

Interleave Methods

Java DOOD0O0ODO (eg toString()) 00D OD0O0OO0OOO (e.g. main()
y0ooO0oDoDoOo0o0ooOooUoOooooUooooooooooooooo
gooduobobbbbooooooouoooobbo
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20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

Irreducibility
00000 Opaque predicate 000000000 O0O0OOOOOOOOOO
OOooOoogo

Merge Local Integers
200 imt 00000100 longOOQOQOOoOO

Method Merger
oo ilgooooooouoooooano

Objectify
0ooooooooooooooooooooooooooood

Opaque Branch Insertion

Opaque Predicate O 0 000000000000 OOOOOO0ODOODOO

Overload Names

obooboboobobbobboboobobobobbobbobbo

Parameter Alias

000000000000 00O0bO0o0o0bOoOo0oo0obOOo300b00D0oO
O0000000Object OO0 OODOOODOOODODOOODOOODOOOOO
00O Thread Local Storage DO OO 0000

Promote Primitive Registers

O00 int 00000000000 javalangInteger 00 OO0 O0OO

Promote Primitive Types
0000000000 00000O00DO0DO0DO0DO0DOO0Do0oDOo0DOon
OO000D0D0DOooo

Publicize Fields
000000 oO0oooooooooooooon
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30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

Random Dead Code
do0doodoooooooooogooooooooogooonoood

Rename Registers

gboobooogbbboooobobobobooodad

Reorder Instructions

gboboboooobobbbouoooobbbooogooo

Reorderer Parameter

gobobooooobbooooogbon

Simple Opaque Predicates
000 Opaque Predicate 0 OO0 00O

Split Classes
OO00Oo000o0220000000

Static Method Bodies
0000000000000 00o00ooooLoboooooooo

String Encoder
Oo00000o0oo0000oooooooooooooooooooooog

Transparent Branch Insertion
O0O000O00Db0o0obOo0oboonDon

Variable Reassigner
0ooooooooooooooooood
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