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Abstract

This dissertation presents a novel security mechanism for an inter-device com-

munication paradigm. Future ubiquitous networks will be connected to a large

number of non-PC Internet-ready devices. This dissertation first introduces the

new paradigm for inter-device communication and its characteristics. The inter-

device communication paradigm has the following features: (1) mixed network

architecture of both peer-to-peer and client-server, (2) single user multiple de-

vice paradigm, (3) distributed resources, (4) user-centric administration, and

(5) autonomously controlled devices. To discuss security requirements for the

inter-device communication paradigm, the dissertation shows some potential in-

dustrial applications like ITS, building automation and home networks. The

security mechanism for the inter-device communication paradigm has to meet

the following requirements: (1) authentication and authorization in a distributed

environment, (2) separation between a device’s ID and other attributes, (3) asso-

ciation between a device’s ID and the attributes, (4) ID protection on distributed

devices, and (5) independence from applications and implementations. Although

many security mechanisms have been developed for the conventional client-server

paradigm, it is difficult to directly apply such security mechanisms to a novel

inter-device communication paradigm. An attempt at a new inter-device com-

munication paradigm causes some security problems that need to be solved. This
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dissertation first presents an extension method of the standard network layer’s

security mechanism, in particular the IPsec protocol and the IKE protocol, for

user-level applications. This attempt shows the feasibility study of the network

layer’s security mechanism on the inter-device communication paradigm. Next,

this dissertation presents a novel inter-device authentication and authorization

mechanism guaranteeing explicit ownership. The multiple ownerships model is

the main concept of the proposal. The proposed model emphasizes the impor-

tance of the distinguishing and binding of the device’s identity and ownership ex-

plicitly. The proposed mechanism employs PKI to guarantee the relation between

the device’s identity and the ownership by the cryptographic techniques of the

PKI. Each device’s identity and ownership can be expressed and verified based

on the public key certificates and the attribute certificates. This dissertation

presents novel security software running on smart cards to perform inter-device

authentication and ownership-based authorization in a secure manner. The novel

smart card software can manage the device’s identity, ownerships and ACL se-

curely. The proposed inter-device communication middleware is constructed on

the standard network layer’s security mechanisms, the IPsec protocol and the

IKE protocol. To deploy the proposal in an actual environment, this dissertation

also shows an initialization tool for manufacturers and a personalization tool for

users. These tools can install and delete the device’s identity, ownership and

ACL on smart cards. This dissertation presents demonstration experiments for

a TV device and a security camera to show the usability of the proposed inter-

device authentication and authorization mechanism. The demonstration system

consists of the proposed smart card and a micro server with the proposed middle-

ware. The entire system works as a security proxy for the target appliance. This

dissertation shows some discussions about life cycle management for devices, the

hardware-dependence problem, group management methods for devices, prospec-

tive future applications and bridging architecture among heterogeneous systems.

Finally, the dissertation summarizes the main contributions and future work.

Keywords:

Inter-device communication, Identity (ID) management, Ownership, Authentica-

tion and authorization, Access control, Public key infrastructure (PKI)
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1. Introduction

In 1991, Mark Weiser first proposed the concept of “ubiquitous computing.” [1]

He indicated that future sophisticated user interfaces will disappear from sight

and be blended with a user’s surroundings. Ishi et al. showed the concept of

“tangible bits” in 1997. [2] They showed a novel user interface using graspable

media and ambient media. From the perspective of the user interface, their work

essentially indicates that future networks will be connected to a large number of

non-PC networked devices naturally. Future networks will consist of both such

novel distributed devices and conventional client-server systems. Moreover, future

networked devices will interact with each other and they will create novel net-

work architecture based on inter-device communication. Federation of networked

devices will allow federated services to be provided.

Until now, many security mechanisms have been developed for conventional

client-server systems. A new paradigm of inter-device communication will cause

some security problems that need to be solved. This dissertation demonstrates

those problems and presents a novel security mechanism for inter-device commu-

nication systems.

1.1 New Paradigm for Inter-device Communication

This section first introduces a new paradigm for inter-device communication. Fig-

ure 1 shows the conventional client-server paradigm. A user utilizes the client

computer to connect to the server computer. In the client-server paradigm, the

administration point and the security mechanism are located on the server com-

puter. From that viewpoint, the client-server paradigm makes a centralized ad-

ministrative network. MIT’s Compatible Time-Sharing System [3] is an histori-

cally important client-server system from the 1960s. Many users used centralized

computing resources using this time-sharing system. Even now, most information

systems are constructed based on the client-server paradigm.

Figure 2 shows a new paradigm for inter-device communication. A user has

many networked devices. Thus, this new paradigm reverses the number of com-

puters and the number of users in conventional client-server paradigm. This

dissertation assumes that each networked device is connected to the others and
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User

Client computer

Server computer

Administration point

and security mechanism

Network communication

Physical (Direct) operation

Figure 1. Client-server paradigm

the federated devices provide some useful services. Although the security mech-

anism on the client-server paradigm is centralized, the security mechanisms for

inter-device communication have to be distributed. Each user has to manage the

administration point for her or his devices. Each networked device has its own

resources to be protected.

1.2 What is Inter-device Communication?

This section briefly defines the basic architecture of the inter-device communica-

tion system. Conventional network architecture is known as client-server. Most

applications on the Internet employ the client-server architecture. For example,

WWW (World Wide Web) and e-mail are typical applications employing the

client-server architecture. This dissertation assumes that future networked de-

vices will interact with each other and that the networked devices can be federated

for a variety of purposes. Therefore, the networked device has both the client and

the server functions. From the perspective of network architecture, inter-device

communication is represented as the peer-to-peer model. Figure 4 shows the basic
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Network communication

Administration point 
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Figure 2. New paradigm for inter-device communication

architecture of the inter-device communication system. For example, this kind

of networked device includes future vehicles, building automation systems, home

appliances, office equipment and plant machinery.

Future networks will consist of both the inter-device communication paradigm

and the conventional client-server communication paradigm. Figure 3 shows a

mixed network with both paradigms. Figure 3 includes inter-device communica-

tion between different administrative domains and communication between the

networked device and the conventional server computer.

The term “device” in this dissertation means an abstract object with a gate-

way interface to the Internet. A typical device includes multiple closed networks

or hard wiring systems that cannot connect to the Internet. The user sometimes

operates the device directly. However, the device sometimes operates automati-

cally based on some condition. In such a case, the device behaves as an agent of

the user.
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Figure 3. Mixed network with client-server and inter-device communication

1.3 Features and Security Consideration

This section considers security problems of the inter-device communication paradigm.

The inter-device communication paradigm has the following features.

Mixed network architecture of both peer-to-peer and client-server As de-

scribed section 1.2, future network architecture will be mixed networks with

the conventional client-server paradigm and the inter-device communication

paradigm. This dissertation considers a novel security mechanism that can

be applied to both network architectures.

Single User Multiple Devices (SUMD) These days, a single user can have
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Figure 4. Basic architecture of the inter-device communication system

many electronic devices, such as a mobile phone, PDA, and portable audio

player. Such kinds of networked devices continue to proliferate. A user

first has to acquire ownership of the device and the device connects to the

Internet on behalf of the user. Therefore, we have to handle ownership of

devices explicitly. We need a novel ownership management mechanism for

such networked devices. We also need a novel collective operation mecha-

nism for such devices such as grouping and domain management. On the

other hand, some devices may be used by multiple users. Therefore, it will

be more important to distinguish ownership and a device’s ID explicitly.

Distributed resources The client-server paradigm has a central administrative

server to store each user’s data. All confidential data can be stored on a

protected central server. However, in an inter-device communication sys-

tem, an end-point networked device has to protect its own private data

and hardware resources. In the client-server paradigm, the administrator
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has only to protect the central server. In the inter-device communication

paradigm, each distributed device has its own private data and hardware

resources. The resources on the distributed networked devices have to be

protected on each end-point. Therefore, future distributed networked de-

vices have to have a security mechanism on each device. We need a novel

device-oriented security mechanism that can be operated on each end-point

device. Thus, the inter-device communication paradigm needs a distributed

security mechanism.

User-centric administration In the client-server paradigm, administrators in

the organization can control software and hardware resources on a server

computer. Other users basically do not have to administrate central server

resources and they only have to manage each client computer. In the inter-

device communication paradigm, each user owns many networked devices

other than PCs. Therefore, each end-user has to manage her or his multiple

networked devices securely. Each networked device has private data to be

managed and access-controlled not by the organization but by each owner.

Although the client-server paradigm needs a central administration point

on the server computer, the inter-device communication paradigm needs a

user-centric administration point for many distributed devices.

Autonomously controlled devices Currently there are many primitive au-

tonomously controlled devices based on simple if-then rules. For example,

in a typical inter-vehicle communication system, each vehicle sends its sen-

sor data such as speed and braking data to nearby vehicles. If the vehicle

detects unusual dangerous behavior from nearby vehicles, the vehicle will ac-

tivate its own safety mechanism immediately. Future networks will include

many more sophisticated autonomously controlled devices. Autonomously

controlled devices are not operated by the owner directly. Therefore, they

have to be operated as an agent of the owner. Thus, we need a novel

privilege delegation mechanism for such autonomously controlled devices.

For the above features, which differ from the client-server paradigm, conven-

tional security mechanisms cannot be applied to the novel inter-device commu-

nication paradigm directly. Therefore, this dissertation proposes a novel security
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Figure 5. Inter-vehicle and road-to-vehicle communication system

mechanism for the inter-device communication paradigm.

1.4 Industrial Applications based on Inter-device Commu-

nication

This section shows some potential industrial applications based on the inter-

device communication paradigm and its security considerations. This section

intends to show not strict technical details on each industrial application but

abstract architecture and practical usage to consider its security mechanism.

1.4.1 Intelligent Transport Systems

A vehicle consists of many electronic parts like sensors and actuators. A vehi-

cle also includes many local area networks between these sensors, actuators and

ECUs (Electronic Control Unit). Controller Area Network (CAN) protocol [4]

has been widely used in power train control, chassis control and body electronics

applications. Almost all ECU suppliers provide a CAN interface. A Local Inter-

connect Network (LIN) [5] is a less expensive solution. MOST (Multimedia and

Control Networking Technology) [6] and IDB-1394 [7] are used as a high-speed
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network protocol to transfer multimedia data in a vehicle. As described above,

current vehicles have many electronic devices and they are interconnected. Be-

cause such devices in a vehicle need extremely high reliability and safety, they

usually form closed networks.

Currently many inter-vehicle communication systems and road-to-vehicle com-

munication systems are being studied. Figure 5 shows typical inter-vehicle com-

munication and road-to-vehicle communication systems. The vehicles include

many networks based on the CAN, LIN and MOST standards. No electronic

part is connected to the external network directly. Only a gateway device can

be connected to the external network. In a typical system, the vehicle’s gateway

device automatically exchanges some sensor information with nearby vehicles to

prevent traffic accident. The vehicle’s gateway device can also communicate to

a wireless access point set up on the road. The vehicle also periodically sends

useful sensor information from, for example, the velocity sensor, brake sensor and

wiper sensor to the wireless access point. These sensor data are organized on a

central control center. The reconstructed useful traffic information can be sent

to each vehicle from a wireless access point. In 2001, the InternetITS (Internet

Intelligent Transport Systems) project [8] showed demonstration experiments us-

ing about 1600 networked vehicles in Japan. The DSRC (Dedicated Short Range

Communication) [9] [10] protocol has been used since 2001 for the first practical

road-to-vehicle system in Japan, the ETC (Electronic Toll Collection System).

Many standardization activities for ITS are currently in progress worldwide.

Figure 5 shows how an attacker can cause an accident by sending fake sensor

information to nearby vehicles. This kind of attack demonstrates the need for

inter-vehicle authentication. Future sophisticated ITS can organize much sensor

data from distributed vehicles. For example, a large amount of fake sensor infor-

mation generated by attackers may cause traffic confusion. To prevent this kind

of attack, we need a verification mechanism for legitimacy of each vehicle. The

vehicle may also need an access control mechanism for its own sensor data and

other privacy information. We also have to consider a novel anonymous authenti-

cation method to protect each vehicle’s privacy. On the other hand, we also need

to check the legitimacy of broadcasted traffic information sent by the wireless

access point.
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Vehicle Wireless Access Point

Figure 6. Logical architecture of ITS

A vehicle in a typical ITS has the following features. (1) Inter-vehicle com-

munication forms a peer-to-peer network architecture. Vehicle-to-road commu-

nication forms a client-server network. (2) A typical user may have one or two

vehicles. However, some organization like a taxi company can have more vehicles.

(3) Each vehicle has its own hardware resources and private data to be protected.

(4) Each vehicle has to be managed and access-controlled by the owner. (5) A

typical vehicle in ITS has some primitive autonomously controlled functions (e.g.

an accident prevention system).

Figure 6 shows the logical architecture of ITS described above. This is a

mixed network with a client-server paradigm and an inter-device communication

paradigm. The communication between vehicles is represented as an inter-device

communication paradigm. The communication between each vehicle and the road

(wireless access point) is represented as a conventional client-server paradigm. We

need an inter-vehicle authentication mechanism and an access control mechanism

for in-vehicle information, which can be controlled by a vehicle’s owner. These

security mechanisms have to be operated on each distributed vehicle.

There is strong competition in the ITS industry worldwide. This dissertation

just shows a feasibility study of a novel security mechanism to embed a manu-

facturer’s production ID and a user’s ownership into the device in a safe manner.

The proposal will be able to show one solution for the authentication and au-
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Figure 7. Building automation system

thorization mechanism on the inter-vehicle and vehicle-to-road communication

systems.

1.4.2 Building Automation

Figure 7 shows a typical building automation (BA) system. A building has many

sensors and electronic equipment. BA systems are typical device-embedded envi-

ronments and they have the potential to provide future ubiquitous user interface

to human beings. Therefore, a security mechanism for future BA systems is im-

portant. For example, a typical BA system can control air-conditioners, lighting

controllers, heating controllers, physical security systems and disaster-prevention
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systems, etc. Most controllers in automated buildings employ BACnet (A Data

Communication Protocol for Building Automation and Control Networks) [11],

BACnet/IP and LonWorks [12] systems. Current typical BA systems consist of

two kinds of networks, one for management and another for control. Each net-

work is basically separated and cannot connect to external networks. The central

control system collects individual distributed sensor information and can operate

each controller appropriately. The building shown in Figure 7 has a gateway to

an external network. This gateway may be connected to an external control cen-

ter or another BA system. The current typical BA system usually forms a closed

local area network, and only the central control system can access each controller

directly. Current typical BA systems basically form a client-server architecture.

Okabe et al. [13] show a specialized security mechanism for a BA system using

IPsec with a Kerberos-based authentication system. They propose the applica-

tion for IPv6 on BA systems. They employ a centralized authentication server

approach because they think that public key operation is still expensive on cur-

rent embedded hardware in BA systems. This dissertation shows one solution for

expensive public key operation by using a smart card device.

For example, a local seismograph or a fire alarm device can operate nearby

disaster-prevention controllers like fire division walls or sprinklers automatically.

If the central control system is down or the network path is broken, this kind of

self-defensive architecture is effective. If an automated security camera detects

a problem, the camera can operate a nearby security-door device automatically.

The above scenarios are based on the inter-device communication paradigm. On

the other hand, the following scenarios are based on the conventional client-server

paradigm. Emergency earthquake information distributed by the government

can be used to execute disaster-prevention systems automatically. An electric

power company may optimize power consumption on each automated building

by agreement.

If an attacker can send fake information to each controller and the central

control system, the attacker can confuse the physical BA system. To prevent such

an attack, the central control system and each controller have to authenticate each

other. Each controller also has to authorize the access based on the connecting

device’s identity.
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A typical controller or sensor in a BA system has the following features. (1)

The building owner or the security company manages multiple controllers and

sensors. (2) Each controller or sensor has its own hardware resources and private

data. (3) Each controller or sensor has to be managed and access-controlled by the

building owner or the security company, (4) A typical controller or sensor makes

a closed physical protected network in the building. (5) A typical controller or

sensor has some primitive autonomously controlled functions (e.g. a fire sensor,

a disaster prevention system).

Figure 8 shows the logical architecture of a typical BA system. Figure 8

includes three independent closed networks with each floor’s main controller.

Each network connects to the central control system. In each closed network,

devices will interact with each other. Thus, a typical BA system includes both

a client-server paradigm and an inter-device communication paradigm. Future

sophisticated BA systems will be more distributed and autonomously federated.

12



CHAPTER 1 INTRODUCTION

Home gateway

TV

HDD recorder

Security camera

Air conditioner

Refrigerator

User s mobile phone

Security company

Power company

Home network

TCP/IP

Local wiring

Figure 9. Logical architecture of typical home networking system

1.4.3 Home Networking

The architecture of home networks is similar to a BA system. Figure 9 shows

the logical architecture of a home networking system. In this example, some

appliances are connected to each other by a local wiring system. Appliances in the

home network connect to the home gateway, which can connect to the Internet.

The home gateway behaves as a proxy for the appliances. The inhabitant can

control the appliances via mobile phone or other networked device from outside

the home. The security camera can be accessed by a hired security company. The

power company can control power consumption of some appliances in the home

by agreement. As described above, some home appliances can be controlled

by the inhabitant or other authorized organizations. The home gateway is a

key component of home networking technology. However, the home gateway

has the limitation to control each resource on each home appliance. If some

appliances employ wireless communication then an attacker can attack such end-

point devices. Therefore, each home appliance has to be equipped with its own

security mechanism. Currently there are many specifications for home networking
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like ECHONET [14], UPnP [15] and DLNA [16]. In most home networking

systems, wired or wireless Ethernet, PLC (Power Line Communication) are used

for physical communication media.

1.5 Requirement Analysis for Security Mechanism on Inter-

device Communication Paradigm

This section discusses the security mechanism on the inter-device communication

paradigm. Figure 10 shows the relation between user ID and security mechanism

in a conventional client-server paradigm. Each user has its own user ID, which is

managed by the user. Typical user authentication is processed by a pair of user

ID and password, a key-pair based on a public key algorithm, biometrics and their

combination. Users are authenticated on a central server computer using her or

his user ID and secret information such as a password. Therefore, the server

computer has only to equip the authentication and authorization mechanism.
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nication paradigm

In typical client-server systems, the purpose is just to provide network services

to end-users. Therefore, the service is not dependent on the hardware. Most

client-sever systems like the WWW and e-mail essentially can work on any hard-

ware. Next, Figure 11 shows the relation between IDs and security mechanism

in the inter-device communication paradigm. In the inter-device communication

paradigm, a single user can have multiple networked devices.

This section shows some requirement analysis for a security mechanism for

the inter-device communication paradigm as follows.

Authentication and authorization in distributed environment Although

the client-server paradigm needs a centralized authentication and autho-

rization mechanism, the inter-device communication paradigm essentially

needs distributed authentication and authorization mechanisms. Typical

networked device sometimes makes an ad-hoc network without using a cen-

tral administrative server. A pair of user ID and password is the most-used
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local authentication mechanism. In the typical pre-shared key mechanism,

as the number of devices connected to each other increases, the number

of passwords causes combinatorial explosion. Therefore, the user would

not administrate her or his many devices. If all devices have the same

password then the administration is easier for owners. However, it only

provides limited security and it is essentially insecure. Sometimes this pre-

shared secret mechanism employs an external central authentication server.

If the user employs this kind of external authentication server, someone has

to maintain the server machine and the use of the device is restricted by

its location. If the device moves to another location where it cannot con-

nect to the authentication server, the device will not communicate at all.

Kerberos [17][18] is typical single sign-on system on the Internet. The Ker-

beros system consists of a central authentication server and ticket-granting

server. Kerberos is a partially centralized security mechanism. The user

needs authentication from the server before login to the domain. After the

user is authenticated, the user does not need the central authentication

server. Administrators have to manage these Kerberos servers and user

accounts. Kerberos has the same problems like the central authentication

server described before. Although the location problem may be resolved

by mobility-supported protocols, the administration cost is still a problem.

PKI (Public Key Infrastructure) [19][20] can provide a distributed authenti-

cation mechanism without an online central server. PKI has some problems

such as time-lag of certificate revocation and complexity of administration.

However, PKI has the potential to provide a distributed authentication

mechanism on the Internet.

Separation between device’s ID and other attributes The client-server sys-

tem provides only software services and it is not dependent on the hardware

itself. However, in the inter-device communication paradigm, many manu-

facturers have released a wide variety of devices. Each device has to identify

each device’s vender ID, model number, production number and other in-

formation about interoperability correctly. Therefore, each device has to

validate whether the target device provides a trusted environment or not.

The need for the validation mechanism indicates the separation of a device’s
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ID and other attributes like ownerships and privileges. The user has mul-

tiple devices and these devices have to be managed by the user. Therefore,

the ownership of the device will be the most important attribute on the

device. The other attributes like special privileges purchased from some

service provider are also important for practical use. Such kinds of special

privileges can be used for a service that needs an accounting mechanism.

The dissertation stresses the importance of separation between a device’s ID

and other attributes on the device. This separation means that the manu-

facturer manages the device’s ID and the end-user manages other attributes

like ownership. The device’s ID is usually persistent data. Other attributes

like ownership of the device are not persistent and can be changed by the

owner.

Association between device’s ID and attributes As described above, the

dissertation proposes separation between a device’s ID and other attributes.

However if a device’s ID and other attributes are completely separated, the

system cannot work well. Their attributes have to be valid only on specified

device and not on another device. If other attributes can be valid on another

device then it causes a risk of misuse. Therefore, we have to guarantee the

relation between the device’s ID and its attributes like ownership.

ID protection on the distributed device The devices are distributed and some-

times become physically insecure. For example, the home network is usu-

ally located in a physically protected house. However, mobile devices that

can be moved outside become insecure and can be accessed by an attacker

physically. A vehicle is protected by its own physical security mechanism.

Controllers and sensors in a BA system can be accessed by an attacker

physically if the building lacks physical security. As described above, the

distributed devices always face a risk of physical attack. If the device is

stolen then the ID and attributes on the device will be abused. Therefore,

we need a novel ID protection mechanism for distributed devices. The de-

vice’s ID and other valuable attributes must be protected from physical

attack. A tamper-resistant device like a smart card is well-suited for such

a security mechanism. Moreover, each tamper-resistant device has to be
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paradigm

protected by each owner’s secret information (e.g. PIN code, biometrics).

Independence from applications and implementations The security mech-

anism for inter-device communication has to be interoperable. There are

many protocols and specifications on each industrial arena like ITS, BA

and home networks. Therefore, it is extremely difficult to propose a versa-

tile security mechanism for these fields in the real sense. The dissertation

proposes a novel security mechanism for inter-device authentication and

authorization. The security mechanism must not be dependent on each

application and implementation.

As described above, the inter-device communication paradigm has different

characteristics from the client-server paradigm. Therefore, we need a novel ID

management mechanism for these distributed networked devices. This disserta-

tion proposes that a device has two kinds of rights. The first right is a device’s

ID that is used to verify the legitimacy of the device. The device’s ID is issued

by manufacturers. The second right is additional attributes for the device like

ownership. These additional rights are mainly used to control the access to the

device. Figure 12 shows a security model for the ID management the disserta-
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tion proposes. We need a novel security mechanism to embed a device’s ID and

additional attributes like ownership to the device in a safe manner. To deploy

in a practical environment, we also need an inter-device authentication proto-

col and encrypted communication protocol between two devices. On the other

hand, the inter-device communication paradigm needs a novel user-oriented ad-

ministration mechanism. We need a user-friendly tool to manage the device’s

ID and attributes. The inter-device communication paradigm will also allow au-

tonomously controlled devices. For such devices, we need some sort of privilege

delegation mechanism for user-managed devices.

1.6 Federation of Networked Devices and Resources

As described in section 1.4, actual industrial applications employ each specific

protocol and framework. However, the dissertation assumes these inter-device

communication systems have common characteristics. This section shows some

technical building blocks that have the potential to federate devices in the inter-

device communication paradigm. The dissertation discusses these actually used

frameworks and considers their common characteristics for federating future net-

worked devices.

1.6.1 Web Service Based Federation

The concept of federating services is a topic of interest in the Web engineer-

ing community [21] [22]. W3C (World Wide Web Consortium) defines the Web

service as follows [23]:

A Web service is a software system designed to support interoperable machine-

to-machine interaction over a network. It has an interface described in a

machine-processable format (specifically WSDL). Other systems interact

with Web service in a manner prescribed by its description using SOAP

messages, typically conveyed using HTTP with an XML serialization in

conjunction with other Web-related standards.

Figure 13 shows the general process of Web service. The developer first imple-

ments the service on the provider agent. The service description is expressed by
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the WSDL (Web Service Description Language). The service description is man-

aged by the service registry. The requester agent finds the service and interacts

with the provider agent.

Gaedke et al. propose the FDX (Federated Device Assembly) architecture [24].

Although most Web service provides federating service, they introduce the con-

cept of federated devices based on conventional Web service architecture. Igaki et

al. also show the federation mechanism for home appliances based on Web service

[25]. Figure 14 shows basic architecture of Web service. Web service technology

is based on conventional communication protocols like HTTP [26] and TCP/IP.

SOAP (Simple Object Access Protocol) [27] is used for XML-based messaging

service.

1.6.2 UPnP-based Federation

A UPnP (Universal Plug and Play) [15] system basically consists of device, service,

and control point. Figure 15 shows basic components on UPnP system. The

device is a container of services and nested devices. The device has an XML-

based device description document. The service also has an XML-based service

description document. The service has state variables, the control server and the

event server. The control point is a controller of the devices. The control point

discovers devices, retrieves device descriptions and service description, invokes
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the actions and subscribes to the service’s events.

UPnP framework mainly provides the following functions: (1) addressing, (2)

discovery, (3) description, (4) control, (5) eventing and (6) presentation. UPnP

framework employs DHCP (Dynamic Host Configuration Protocol) [28] or Auto

IP mechanism [29] for the addressing of the device. The device attached to UPnP

network can advertise its services to the control points. The control point first

searches for the devices in UPnP network. The control point knows about the

device after the discovery. The control point retrieves the device description doc-

ument from the URL providing the discovery message. The device description

document written in XML includes the serial number, the model name, the man-

ufacturer’s information and the URL for the service description document. The

control point also retrieves the service description document written in XML. The

control point executes the device’s function to send the XML-based control mes-

sage to the appropriate URL. The service has some state variables. When the

value of the variable is changed, the control point can receive the event message.

If the device has the presentation function, the user can browse the device’s web

pages to control it.

UPnP framework is constructed on a conventional TCP/IP stack and exist-

ing application protocols. Figure 16 shows layer model of UPnP framework. The
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addressing is performed by DHCP or Auto IP as described above. The advertise-

ment and search for the device are performed by SSDP (Simple Service Discovery

Protocol) and GENA (Generic Event Notification Architecture) over HTTPMU

(Hypertext Transfer Protocol Multicast over UDP)/HTTPU (Hypertext Transfer

Protocol Unicast over UDP). SSDP, GENA, HTTPMU and HTTPU are expired

Internet Drafts in the IETF. The description is simply performed by HTTP’s

GET method [26]. The control is performed by SOAP over HTTP. The eventing

is performed by GENA and HTTP.

In summary, UPnP framework has fundamental functions to handle networked

devices, such as addressing, discovery, description, control and event. UPnP

framework clearly defines device, service and control point entity. UPnP frame-

work is constructed on the standardized protocols.

1.6.3 Jini-based Federation

The Jini architecture [30] also provides a fundamental framework for networked

devices. The Jini architecture is constructed on the Java virtual machine envi-

ronment. Figure 17 shows the basic components on the Jini network. The Jini

consists of the following entities: the client, the lookup service and the service
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provider. The client is the device used by the user or another device. The ser-

vice provider is the device that provides actual services. In the first step, the

service provider registers its services to the lookup service. The registered objects

include the service object that can work on the Java VM. The client downloads

the service object from the lookup service. The client runs the service object to

execute the remote device’s actual service. The service object and the control

object communicate using Java RMI (Remote Method Invocation). The service

object is a mobile code, it moves from one machine to another machine.

The Jini architecture consists of the following functions: (1) discovery, (2) join,

(3) lookup, (4) Java RMI, (5) leasing, (6) transaction, (7) event and (8) security.

At first, the service provider searches the lookup service in the Jini network using

the discovery function, and registers its services using the join function. The

client searches for the appropriate service from the lookup service and executes

using the lookup function. The actual code is executed by Java RMI. The Java

RMI is similar to the RPC (Remote Procedure Call) mechanism. The remote

code (Service Object) can execute another machine’s code (Control Object) as a

local code. The leasing defines the time to lease each service. The service provider

can notify the client of the event. The Jini also employs two-phase commitment
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for its transaction mechanism.

1.6.4 Other Frameworks

There are some other industrial proposals to manage networked devices. For ex-

ample, DLNA (Digital Living Network Alliance) [16] is a practical application

of the UPnP framework. HAVi (Home Audio/Video interoperability) [31] was

the standard for the IEEE1394 networked devices. ECHONET [14], proposed by

Japanese companies, also provides a framework for home appliances. CORBA

(Common Object Request Broker Architecture) [32] is the fundamental frame-

work for distributed object technology. Microsoft also provides .NET remoting

framework [33] to execute remote procedure calls on Microsoft Windows. BAC-

net [11] and BACnet/IP and LonWorks [12] are open networking technology for

building automation. They are used for lighting, air conditioner, alarm, security

system, etc. They usually have a closed network in the building. DSRC [9] [10]

is the Japanese proposed standard for wireless communication in ITS.
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1.6.5 Abstract Federation Model

As mentioned above, there are many existing frameworks and specifications that

have the potential to federate devices. Each framework basically provides com-

mon characteristics such as discovery, service description, control and eventing.

The UPnP framework employs a service discovery mechanism as network broad-

cast. Web service and Jini employ centralized registry and look-up service. Fig-

ure 18 shows the abstract federation model the dissertation assumes. UPnP and

Web service provide service description and control mechanisms based on XML

messages. XML is a well-suited method to provide interoperable communication

between heterogeneous frameworks and specifications. UPnP and Web service

are basically constructed on conventional network systems like TCP/IP. Jini just

provides an RPC mechanism on both Java virtual machines. Each framework con-
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siders the interoperability problem by each method. On the other hand, BACnet,

LonWorks and DSRC basically provide closed network architecture only. These

specific protocols can only used with homogeneous systems.

1.7 Existing Security Mechanisms

Web Service Security [34] proposed by OASIS (Organization for the Advancement

of Structured Information Standards) is based on XML-Signature and XML-

encryption. The Web Service Security can employ Kerberos [17] and PKI (Pub-

lic Key Infrastructure) [35][19] to authenticate user. SAML (Security Assertion

Markup Language) [36], which supports Single Sign On, is also used in Web Ser-

vice Security. The security mechanism of the Web service also employs XACML

(Extensible Access Control Markup Language) [37]. Most security mechanisms

of the Web service are based on XML. Thus, Web Service Security is basically

constructed on the application-level.

UPnP Security [38] is an extension of the conventional UPnP framework.

UPnP Security handles a device’s identity as SecurityID (the hash of the public

key). UPnP Security can handle the raw public key, not the public key certifi-

cate. The template of the access control rules for each UPnP-aware device is

provided by the manufacturer. The user can define her or his access control

rules on the devices. UPnP messages are protected by the encrypted SOAP mes-

sages. UPnP Security is completely an application layer’s security mechanism.

Therefore, UPnP Security can only apply the UPnP framework. It cannot apply

another framework for networked devices.

The security mechanism of the Jini is based on Java technology. Therefore,

the mobile service object is protected by the code signing, the code verifier and

the access control mechanism. The Jini architecture is an extension of the Java

technology. The Jini architecture itself does not provide the authentication, au-

thorization and traffic confidentiality mechanisms between the hosts. BACnet is

usually used in the physical protected network in the building. BACnet has a

limited security mechanism and basically assumes all devices are trusted. DSRC

also defines its own security mechanism such as an authentication mechanism and

a key exchange mechanism. The standardization processes for ITS are currently

in progress worldwide.
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As mentioned above, there are many security mechanisms for each framework

and specification. However, these security mechanisms cannot meet the require-

ments shown in section 1.5.

1.8 Target Framework for Security Extension

Section 1.6 shows some potential frameworks and the abstract federation model.

Section 1.7 shows some existing security mechanisms for each framework. This

dissertation aims to propose a security model that is not dependent on each

framework and specification. This dissertation assumes that the target framework

has the following technical features.

• The framework provides basic functions to federate devices, such as discov-

ery, service description, control and eventing. These functions are provided

in an application layer’s protocol.

• Each device has both client and server functions. Thus, devices can make

both peer-to-peer and client-server architecture.

• The communication function is provided by conventional TCP/IP protocol

stack.

• The framework’s security mechanism is provided as an extension of the

application layer’s protocol. The framework’s own security mechanism can

be disabled by its configuration as needed.

Section 1.5 shows requirement analysis of a security mechanism for the inter-

device communication paradigm. The dissertation proposes a novel security

mechanism that meets the requirements and can apply to the above abstract

framework.

1.9 Security Basis and Scope of the Dissertation

From the perspective of the network security mechanism, the OSI reference model

describes the following five classes of security services [39] [40]: (1) Authentica-

tion, (2) Data confidentiality, (3) Data integrity, (4) Access control, and (5)
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Figure 19. Basic security services described by OSI reference model

Non-repudiation. The protocols used on the inter-device communication must

satisfy the above requirements. Figure 19 shows the basic security services. The

OSI security architecture also shows a couple of the security mechanisms that

can be used on the above requirements. These security mechanisms are: (1)

Encipherment, (2) Digital signature mechanism, (3) Access control mechanism,

(4) Data integrity mechanism, (5) Authentication exchange mechanism, (6) Traf-

fic padding mechanism, (7) Routing control mechanism, and (8) Notarization

mechanism. Complementary to these security mechanisms, the OSI security ar-

chitecture also shows the following pervasive security mechanisms: (1) Trusted

functionality, (2) Security labels, (3) Event detection, (4) Security audit and trail,

and (5) Security recovery.

On the other hand, from the perspective of the host security mechanism, the

NCSC (National Computer Security Center) of the U.S. National Security Agency

(NSA) developed the Trusted Computer Security Evaluation Criteria (TCSEC),
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also known as the “Orange Book” in the late 1980s [41]. The Orange Book

defines the following security requirements for a trusted computer system: (1)

Security policy, (2) Marking (Access control labels associated with objects), (3)

Identification, (4) Accountability (Audit logs), (5) Assurance, and (6) Continuous

protection. The Orange Book defines the seven sets of evaluation criteria called

classes (D, C1, C2, B1, B2, B3 and A1) based on the above requirements. The

ITSEC (Information Technology Security Evaluation Criteria) [42] proposed in

Europe also defines its own sets of evaluation criteria. The ISO/IEC 15408 is the

current common criteria [43] for international standards on this research area.

This dissertation focuses on the security mechanisms for inter-device commu-

nication. Therefore, the host security mechanisms are outside the scope of this

dissertation. For securing inter-device communication systems, the dissertation

especially focuses on the following security requirements: authentication, access

control, data confidentiality and integrity for inter-device communication.

1.10 The Dissertation’s Contribution

For securing an inter-device communication system, this dissertation presents

the concept of a novel security mechanism for inter-device authentication and

authorization. The dissertation defines the device’s identity and the ownership

information (or other additional attributes) separately. In the proposed inter-

device authentication and authorization framework, The manufacturer can install

the device’s identity on the device in the production phase. After purchasing the

product, the user can transfer her or his ownership and access control list to the

devices. The device’s identity and the ownership are strongly bound by the PKI

technique. In the operational phase, the device first executes the inter-device

authentication using each device’s identity. Next, the devices can enforce the

access control rule based on the device’s identity and the peer ownership.

This dissertation also proposes a method to store the device’s identity and

ownerships on the device securely. Therefore, the dissertation proposes novel

smart card software for the device’s security. The dissertation integrates the pro-

posed framework into the proven network-layer’s security mechanism, especially

IPsec protocol and IKEv1/IKEv2 protocol. As a result, this dissertation shows

a feasibility study of the proposed device-oriented ID management model by the
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prototype implementation. In brief, the overall security mechanism in the pro-

totype implementation provides inter-device authentication and authorization, a

protection method for the device’s identity, traffic confidentiality and integrity.

1.11 Organization

The rest of the dissertation is organized as follows. Chapter 2 describes related

work on inter-device communication. Chapter 3 briefly introduces the disser-

tation’s main challenges. Chapter 4 shows how to apply a host-based security

mechanism to user-level applications. Chapter 5 presents the inter-device au-

thentication and authorization framework guaranteeing explicit ownership. This

chapter presents the main concept of the proposal, the design and the prototype

implementation. Chapter 6 presents the demonstration experiments to show the

usability of the proposed inter-device authentication and authorization frame-

work. Chapter 7 provides some discussions about life cycle management for

devices, the hardware dependency problem, group management methods for de-

vices, prospective future applications, bridging architecture among heterogeneous

systems and future work. Chapter 8 concludes with a summary.
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2. Related Work

This chapter shows related work on the inter-device communication paradigm

and makes clear the dissertation’s scope in the research area.

2.1 Trust Model

Josang et al. show trust requirements in ID management [44]. They first define

entities, identities and identifiers for a general ID management system. They

clearly define the name space for a specific domain and an identifier provider

and users in the domain. The identifier provider has to provide: (1) a method

for protecting client privacy, and (2) user registration procedures and an authen-

tication mechanism. They also show a federated ID management model across

different domains. The federated ID management model is used for SSO (Single

Sign On). They also show another model, a centralized ID management model

like PKI. Pathare et al. show a security mechanism for an ad-hoc network [45].

They state a Single User Multiple Device (SUMD) paradigm. A user holds more

than one mobile device. They state that it is difficult to handle the multiple

device identities. Therefore, they employ a combined identity for a user and a

device. Their proposal is based on the ECC (Elliptic Curve Cryptography) algo-

rithm. Burnside et al. describe a resource discovery and communication system

[46]. They take a proxy-based approach. They show two important types of

protocols: a protocol for secure device-to-proxy communication and a protocol

for secure proxy-to-proxy communication. They employ a lightweight protocol

for device-to-proxy communication. They also employ SPKI/SDSI (Simple Public

Key Infrastructure/Simple Distributed Security Infrastructure) [47][48] for proxy-

to-proxy communication. Erber et al. define a pattern system for AAIs (Authen-

tication and Authorization Infrastructures) [49]. They state the importance of

pattern systems using open standard languages like SAML [36] and XACML [37].

2.2 Device’s Domain and Group Management

Sailer et al. propose a pervasive authentication domain for automatic device

authorization [50]. They state the importance of a grouping mechanism for per-
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vasive mobile devices and propose a central personal authorization gateway. Each

authenticated device behaves as an authenticated user in the gateway. Zou et al.

show an authentication and authorization mechanism for group communication

in grid computing [51]. They employ a Virtual Organization level for grouping,

Role-Based Access Control (RBAC) [52] and an attribute-based approach. Cap-

kun et al. propose the “integrity regions” [53]. Example applications of integrity

regions are: (1) key establishment for Diffie-Hellman public keys between two

users, and (2) device authentication between a user and a device. They employ

distance information (small physical space) in the integrity regions.

2.3 Device and Service Discovery

Haque et al. propose an authentication-based lightweight device discovery model

for inter-device communication [54]. They employ an LPN (Learning Party with

Noise)-based H-C (Human-Computer) authentication protocol. Shacham et al.

show architecture for device discovery, device configuration and the transfer of the

active sessions between devices. They also show a user-control method of location-

based behavior and handling of security and privacy concerns [55]. They assume

the SIP (Session Initiation Protocol) as a standardized, widely used signaling

protocol for IP-based multimedia services.

2.4 Control Architecture

Weippl et al. propose a personal trusted device for web services [56]. They

introduce the concept of multi-level security (MLS) [57] to protect PDA when

using web services. Dellutri et al. propose a local authentication system using

a Bluetooth-enabled device as a personal trusted device (PTD) [58]. Salvador

employs a special device called a Personal Command Module (PCM) [59]. The

PCM is a control device for each user. The concept of the PCM is similar to

the control point in the UPnP framework. He defines ownership of a device and

delegation of a user’s capability. His framework can make groups of devices based

on the ownership.
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2.5 Network and Mobility

In 1989, Bellovin gaves a brief summary of security problems in the TCP/IP

protocols [60]. Ferguson et al. showed the cryptographic analysis of IPsec RFCs

in 1999 [61]. More recently, there are many works on mobile ad-hoc networks.

The IETF discusses MANET (Mobile Ad-hoc Networks) [62], Mobile IP [63][64]

and NEMO (Network Mobility) [65]. Ahmed et al. show the binding update

authentication scheme for the mobile IPv6 route optimization mechanism [66].

Weimerskirch et al. handle security problems on mobile ad-hoc networks [67].

They state the importance of a security mechanism without any pre-established

secret or common security infrastructure like PKI. They propose an efficient zero

common-knowledge authentication (ZCK) protocol.

2.6 Trusted Computing

Garfinkel et al. present a virtual machine-based platform for trusted comput-

ing [68]. They employ virtual machine monitor technology to protect platform

resources. They insert a thin layer between hardware and operating systems to

control and encrypt data. A virtual machine monitor requires a powerful pro-

cessor, however, it is a useful concept for most security mechanisms. Dietrich

shows a concept for enhancing mobile and embedded devices with trusted com-

puting technologies [69]. Dietrich employs a “Mobile Trusted Module” in Sun’s

J2ME platform as a trusted computing base. TCG (Trusted Computing Group)

publishes TPM (Trusted Platform Module) specification [70]. TPM is a tamper-

resistant device that can be embedded in the computer.

2.7 Secure Storage and Enterprise Data Security

Blaze shows a key management method in an encrypting file system [71]. He

states the importance of an effective key escrow mechanism and proposes a

smartcard-based key escrow mechanism in a cryptographic file system. Miller et

al. [72] show a novel secure network-attached storage system with little penalty

to performance. They focus on end-to-end data security and integrity. Kher et al.

show a detailed analysis of security on distributed storage systems [73] for gov-

ernmental or enterprise environments as well as comparisons of each distributed
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file system.

2.8 Hardware Dependent Problems

Harbitter et al. show performance measurement of public key-enabled Kerberos

authentication in a mobile computing environment [74]. They handle PKINIT,

which is an extension of the Kerberos protocol [17]. They show the measurement

result of the PKINIT implementation on mobile devices. Fox et al. propose a

lightweight Kerberos client proxy called Charon for a device with a less powerful

processor like a PDA or mobile phone [75]. Standard Kerberized client devices

have to interact with KDC (Key Distribution Center), TGS (Ticket Granting

Server) and Kerberized service. Therefore, they propose the Kerberized client

proxy. A small device like a PDA or mobile phone only needs to interact with

the proxy and most processes of Kerberos are done by the proxy.

2.9 Device Management Service

Mei et al. show a remote device management framework [76]. They focus on

a management framework like SNMP (Simple Network Management Protocol)

[77]. They distinguish entities as manufacturing companies, service providers and

customers. The system can access a device’s operational status and maintenance

function, etc. They employ SyncML (Synchronization Markup Language) [78].

SyncML is a lightweight XML-based data synchronization standard.

2.10 Grid Computing

Forester et al. show a security architecture for computational grids [79] called

the Grid Security Infrastructure (GSI). They present an implementation of the

architecture within the Globus Metacomputing Toolkit provided by the Globus

Alliance. They discuss authentication and access control mechanisms on a grid

environment. In grid computing, the entities consist of user, process and resource.

Zhao et al. discuss problems with a PKI-based authentication mechanism and

proxy certificate approach in grid systems [80].
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2.11 Digital Rights Management

Popescu et al. show a security architecture allowing DRM (Digital Rights Man-

agement) in home networks [81]. They propose “Authorized Domains.” In the

authorized domains, the device can transfer the copyrighted data to another de-

vice. They propose a hybrid compliance checking and group establishment pro-

tocol based on pre-distributed symmetric keys. They also describe the efficient

and flexible key updating and revocation method. Abbadi et al. propose a DRM

scheme using a mobile device [82]. They define the following entities: a mobile

device, the domain, and the domain owner to control domain membership. In

this model, the representative mobile device only accesses a centralized server and

other devices send a join request to the mobile device. This model also employs

physical proximity information. The devices in the same domain can transfer

copyrighted data to each other.

2.12 Context-based Approach

Nicholson et al. present transient authentication for mobile device security. They

employ a wearable token to verify a user’s presence [83]. Jea et al. describe the

context-aware access method for public shared devices [84]. A public shared

device is shared by the public with many different individuals. In particular,

they focus on BSNs (Body Sensor Networks). They show an LED authentication

to authenticate between a user and a device. Ficco et al. show a new security

device that enables a mobile user to access wireless services using a context-aware

approach [85]. They show a prototype implementation using a Bluetooth personal

radio identification badge (BRI).

2.13 Others

Tang et al. propose to store a part of a mobile phone’s PIN in a remote machine

in the network [86]. They state the importance of protecting the PIN because

current mobile devices can be used for more important dealings like e-commerce.

They show a probabilistic model and the security analysis. Mlakar et al. show a

personalized iTV system [87]. They propose a TV device that executes face au-

thentication and automatically collects information on the TV program the user
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is watching. Suh et al. show the PUFs (Physical Unclonable Functions) for device

authentication and secret key generation. The PUFs are circuit primitives that

extract secrets from physical characteristics of integrated circuits (ICs). They

show the low cost authentication and key-generation method using the PUFs.

2.14 Summary

This dissertation proposes a novel trust model for the inter-device communication

paradigm in chapter 5. Chapter 7 discusses the group and domain management

method for devices. A federation mechanism such as a discovery and control

mechanism is outside the scope of this dissertation, as are network mechanisms

like Mobile IP, NEMO and MANET. The dissertation only assumes that each

end-point device employs conventional TCP/IP mechanism and does not consider

which network mobility mechanism the target system employs. On the other

hand, the dissertation assumes that hardware, BIOS, boot loader and OS software

on the end-point device are protected and an attacker cannot break into these

parts. For example, we can utilize a trusted computing base to protect hardware

resources, BIOS, boot loader and OS software. In particular, the combination of

an attestation mechanism and TPM is effective to verify integrity for hardware

and software components. Because the target devices in this dissertation are

assumed to have limited hardware resources, the dissertation discusses problems

of hardware performance in chapter 7. Chapter 7 discusses some potential future

applications for the inter-device communication paradigm. For example, future

distributed networked devices can be used for a grid computing environment. On

the other hand, a context-based approach is effective to acquire ownership of the

device. Chapter 7 discusses some potential methods for acquiring ownership of

the device.

Figure 20 shows the entire security architecture on the inter-device commu-

nication and related work. This dissertation focuses on the authentication and

authorization mechanism for the inter-device communication paradigm. The pro-

posal also includes network confidentiality and integrity, and an ID protection

method on end-point devices based on a tamper-resistant smart card. The dis-

sertation shows demonstration experiments for some home appliances.
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3. Dissertation’s Challenges

This dissertation’s main challenge is establishing a novel security mechanism for

an inter-device communication paradigm that meets the requirements shown in

section 1.5. Figure 21 shows the dissertation’s challenges briefly. The challenges

consist of two parts. One is the main contribution for novel device-oriented

smart card architecture and its user-centric device ID management mechanism.

Another is a feasibility study of the overall security system based on the main

contribution. This dissertation proposes to employ a conventional network layer’s

security protocol such as IPsec on the inter-device communication system.

Why does this dissertation employ a network layer’s security mechanism such

as IPsec? There are many security mechanisms to protect communication chan-

nels on the Internet. Figure 22 shows the OSI reference model. A network

layer’s security mechanism like IPsec [88] can authenticate each host (device) en-

tity directly. Therefore, it has suitable characteristics on the granularity of the

authenticated entity. The communication between both devices is automatically

protected by IPsec-VPN. It stands to reason that the network layer’s security

is suitable for the inter-device communication. An IP-based security mechanism

like IPsec can support many existing networked devices because many networked

devices are constructed on a conventional TCP/IP system. On the other hand,

the upper layer’s security protocol like TLS (Transport Layer Security) [89] can

handle user entity and service (server program) entity directly. However, TLS

cannot handle host (device) entity directly. Moreover, TLS can only protect a

session-based communication channel.

Figure 23 shows a typical host-based security mechanism based on IPsec and

IKE. In Figure 23, the authenticated entity is host expressed by Host ID. All

communication channels between both hosts are automatically protected by a

host-based VPN service. In this mechanism, each user’s datagram is not identi-

fied by both hosts. For example, VPN gateway does not identify each datagram

on the VPN tunnel. This mechanism is typically used to construct a VPN between

geographically distant offices and a remote-access VPN service. This dissertation

proposes a novel security mechanism for the inter-device communication in two

stages. In the first stage, the dissertation shows an extension method for a con-

ventional network layer’s security mechanism. This proposal shows a feasibility
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Figure 21. The dissertation’s main contribution and feasibility study

study of a network layer’s security mechanism for the inter-device communica-

tion system. In the next stage, this dissertation shows a novel security mechanism

described in section 1.5. The following sections briefly introduce these challenges.

3.1 Applying Host-based Security Mechanism to User-level

Applications

The security mechanism for the inter-device communication basically needs to

handle the host (i.e. device) entity. Moreover, it needs to handle the service

entity and user entity separately. However, a conventional network layer’s security

mechanism cannot handle user and service (server program) entity directly as
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shown in Figure 23. Therefore, this dissertation proposes an extension method

for a network layer’s security mechanism. The proposal extends a network layer’s

security mechanism to handle user entity and service entity for authentication and

authorization. Details of the proposal and prototype implementation are shown

in chapter 4. Figure 24 shows the extension method for a network layer’s security

mechanism. In this proposal, each device is controlled by a user directly and each

user has a user ID on the device. User-to-service authentication and authorization

are extension parts of a conventional network layer’s security mechanism. An

extended security mechanism can handle device (host), user and service entity

directly. Of course, the proposed system can provide a host-based VPN service

between both devices. This feasibility study shown in chapter 4 indicates that

a network layer’s security mechanism has suitable characteristics for the inter-

device communication paradigm.

3.2 Novel Inter-device Authentication and Authorization

Framework Guaranteeing Explicit Ownership

Section 1.5 shows requirement analysis for the security mechanism on the inter-

device communication paradigm. Chapter 5 shows a novel security mechanism
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Figure 24. Applying host-based security mechanism to user-level applications

based on these requirements. In the user-controlled devices shown in Figure 24,

the user directly utilizes each user ID and the service authorizes the access based

on the user ID. On the other hand, an autonomous device without human inter-

action requires some kind of delegation mechanism. This dissertation defines a

novel ownership entity explicitly. The ownership guarantees the user’s right on

the device. In that sense the ownership is similar to the ticket of Kerberos [17][18]

or the capability [90]. In the proposal, the user can transfer the user’s ownership

to the device and it is associated with the device ID. The ownership is also asso-

ciated with the agent process requested by the user. Thus, the agent process with

the ownership will be able to act as the user. Figure 25 shows a novel security
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Figure 25. Novel security mechanism for the inter-device communication

paradigm

mechanism based on a network layer’s security mechanism. The core components

of this proposed mechanism aim to guarantee the following security requirements

shown in section 1.5: (1) Authentication and authorization in distributed envi-

ronment, (2) Separation between device’s ID and other attributes, (3) Association

between device’s ID and attributes, (4) ID protection on the distributed device,

and (5) Independence from applications and implementations.

Section 1.4 shows some examples of primitive autonomously controlled devices

in ITS, BA and home networks. A typical primitive autonomous device has some

simple “if-then” rules. If one rule meets the condition, the agent process begins

to operate its own task with the associated ownership. The remote service can

authorize the access based on the ownership of the peer agent process. The access

control is executed based on an owner-defined ACL (Access Control List) on the

device. The details of the proposal and the prototype implementation are shown

in chapter 5. The demonstration system of the proposal is also presented in

chapter 6.
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4. Applying a Host-based Security Mechanism

to User-level Applications

4.1 Introduction

IPsec (IP security) [88] and IKEv1 (Internet Key Exchange, version 1) [91] can be

used to construct a VPN (Virtual Private Network) [92] service. Although IPsec

has transport mode to protect upper layer protocols, it cannot apply a strong au-

thentication and encrypted communication mechanism to user-level applications

directly. One reason is that the SA (Security Association) in the IPsec speci-

fication targets a host entity only. Therefore, the developer has to implement

security mechanisms for each application individually despite the strong security

mechanism of IPsec.

This chapter proposes a novel mechanism called the UADB (User Authenti-

cation Database). The UADB mechanism extends IPsec and IKE to user-level

applications. The UADB mechanism can guarantee a relation between the au-

thenticated user ID and the socket-pair information. Thus, our proposal can pro-

vide an access control mechanism based on a user ID for user-level applications.

This chapter presents a prototype implementation of the UADB mechanism for

WWW client/server programs.

This chapter is organized as follows: Section 4.2 reviews a structure of the

IPsec implementation on 4.4 BSD UNIX. Section 4.3 shows the problems with

a use of IPsec and IKE for user-level applications. Section 4.4 introduces the

UADB mechanism to improve these problems. Section 4.5 shows the design of

the UADB mechanism. Section 4.6 presents the prototype implementation. Sec-

tion 4.7 shows the performance measurement of the prototype. Section 4.8 shows

comparison with TLS protocol. Section 4.9 presents an API to apply the UADB

mechanism to other existing server applications. Section 4.10 discusses the ver-

satility of the UADB mechanism. Section 4.11 reviews some known problems of

the proposal. Section 4.12 summarizes some related work. Section 4.13 concludes

the summary.
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Figure 26. Implementation model of IPsec in 4.4 BSD UNIX

4.2 IPsec Implementation on 4.4 BSD UNIX

IPsec provides a protection method for IP datagrams on an IP layer. IPsec

consists of two basic security protocols; AH (Authentication Header) [93] and ESP

(Encapsulating Security Payload) [94]. AH provides an integrity check service for

IP datagrams. ESP provides a traffic confidentiality mechanism for IP datagrams.

IKEv1 (Internet Key Exchange, version 1) protocol processes a mutual host-based

authentication and a negotiation of the security parameters such as session keys

for AH and ESP. IPv6 (Internet Protocol, version 6) [95] specification includes

IPsec as a standard function.

IPsec provides security mechanisms based on an option header mechanism

of an IP datagram. This section describes the overview of the KAME [96]

IPv6/IPsec implementation. The KAME software was implemented on 4.4 BSD

UNIX by WIDE [97] project. Figure 26 shows an implementation model of the

IPsec in 4.4 BSD UNIX. AH and ESP of the KAME software is implemented as an

advanced feature of the standard TCP/IP function in the 4.4. BSD UNIX kernel.
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The kernel with the KAME software has SAD (Security Association Database)

and SPD (Security Policy Database). The SAD is used to maintain the SA (Se-

curity Association). SA consists of some security parameters like session keys to

protect the communication channel between two hosts, encryption algorithm and

lifetime of the SA. The SPD is used to maintain security policies for IPsec. The

IKEv1 program loads the SPD to decide which packet has to be protected. The

IKEv1 program negotiates an appropriate SA with the peer host. The IKEv1

program reads/writes the SAD and the SPD in the kernel by using PF KEYv2

[98] socket interface. All processes of AH, ESP and IKEv1 are executed based on

the rules of the SAD and the SPD.

Here are the processes up until the establishment of the IPsec’s protected

connection. At first, the IKEv1 program loads the SPD and obtains the security

policy. If the packet is matched with the policy, the IKEv1 program begins to

negotiate with the peer IKEv1 program. Both IKEv1 programs complete the

negotiation and set up the SA onto the SAD in each kernel. Finally, the IPsec

software (KAME) begins to apply AH and ESP to the IP datagrams. From

the viewpoint of the user-level applications, the IPsec functions are completely

transparent. The IP datagrams are automatically encrypted on a network layer.

4.3 Problems

There are two limitations to applying IPsec and IKEv1 to user-level applications.

This section describes these fundamental problems.

4.3.1 Problem 1: Authentication for User-level Applications

IKEv1 protocol has 2 phases to establish an IPsec connection. Therefore, the

IKEv1 protocol has two kinds of SAs. The IKE-SA consists of security parameters

for the phase 1 exchange. The IKE-SA is used to protect the IKEv1 protocol itself.

IPsec-SA consists of security parameters for the phase 2 exchange. The IPsec-SA

is used to protect the IPsec communication channel.

Figure 27 shows a data-origin authentication mechanism and the host-based

authentication mechanism in the IKEv1 protocol. First, an IKEv1 program exe-

cutes a host-based authentication in phase 1 exchange and establishes the IKE-
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Figure 27. Data origin authentication in IPsec and host authenticated IPsec-SA

by IKEv1

SA. Next, the IKEv1 program establishes IPsec-SA using the encrypted com-

munication channel protected by the IKE-SA. Therefore, AH and ESP process

data-origin authentication based on the host-authenticated IPsec-SA. Because

the IKEv1 protocol employs only the host-authenticated IPsec-SA, user-level ap-

plications cannot employ the authentication mechanism of the IKEv1 protocol

directly. In short, user-level applications usually need a user-level authentication

function. However, the IKEv1 protocol only provides a host-based authentication

function.

4.3.2 Problem 2: Encrypted Communication for User-level Applica-

tions

If we apply IPsec to user-level applications directly, a server program cannot

identify multiple users from the same host at the same time. This section com-

pares this problem to the TLS (Transport Layer Security) protocol [89]. The

TLS protocol processes an encrypted communication channel as a session bound

to the authenticated user. Figure 28 shows the relation between the session and

the authentication mechanism in the TLS protocol. The authentication result

between a user and a server program is valid in the session of the TLS protocol.
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Figure 28. Relation between session and authenticated entities in TLS protocol

On the other hand, IPsec applies its security mechanisms to IP datagrams.

Therefore IPsec does not have a session mechanism. Figure 29 shows the relation

between an IP datagram and the authentication mechanism in the IPsec protocol.

The host-based authentication result of the IKEv1 protocol is valid in the IP

datagrams. Furthermore, IP header, AH header and ESP header do not have

any information for a user ID. Thus, IPsec does not have a mechanism to map a

relation between a user ID and an IP datagram. Although IPsec can guarantee

the relation between an IPsec-SA and a host, IPsec cannot map an IPsec-SA and

a user ID. For these reasons, a server program cannot identify multiple users from

the same host at the same time.

4.4 User Authentication Database (UADB): An Extension

Method of IPsec and IKEv1 for User-level Applica-

tions

Section 4.3 has described that the IPsec and the IKEv1 protocols are host-based

security mechanism, therefore, they cannot apply to user-level applications di-

rectly. This section presents a novel method to apply host-based security mecha-

nisms like IPsec and IKEv1 to user-level applications. This chapter proposes the
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Figure 29. Relation of IP datagram and authentication result in IPsec protocol

UADB (User Authentication Database) mechanism to overcome the constraint

described in section 4.3. This chapter especially focuses on the flexibility of the

ISAKMP framework [99]. The IKEv1 protocol is basically constructed on the

ISAKMP framework. The proposal defines some novel ISAKMP payloads in the

IKEv1 protocol to map a user ID and a socket-pair. As a result, we can extend

IPsec and IKEv1 to user-level applications without modifying the fundamental

framework of the IPsec and the IKEv1 specification.

4.4.1 UADB Database Format

The UADB mechanism treats the parameters shown in Table 1 as a UADB record.

The expiration date indicates the lifetime of the UADB record. If the UADB

record expires, it has to be deleted from the host’s UADB. The User ID in UNIX

or the DN (Distinguish Name) in X.509 certificate [19][20] express a user ID. The

Destination IP address expresses a server’s IP address that is connected to by a

client. The Destination port number expresses the port number that is connected

to by a client. The Source IP address expresses a client’s IP address. The number

of source port numbers expresses the number of source ports that is stored in

the UADB record. The Source port numbers expresses the source port numbers
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Table 1. Format of UADB record

Expiration date

UserID in UNIX or DN in X.509 certificate

Destination IP address

Destination port numbers

Source IP address

The number of source port number

Source port numbers

Digital signature

that are used by a proxy program shown in section 4.6.1. The proposal utilizes

the multiple source-port numbers in a UADB record. Therefore, the UADB

mechanism can be able to maintain multiple transport connections virtually, such

as TCP or UDP. The Digital signature is generated from the hash value of the

above information and the sender’s private key. The UADB mechanism has

two main objectives: (1) A user authentication mechanism based on a digital

signature. (2) A mapping mechanism between a user ID and a socket-pair. The

following section describes the details of these objectives.

4.4.2 Purpose 1: User Authentication Using Digital Signature

The first objective of the UADB mechanism is to provide a user authentication

mechanism based on a digital signature. This mechanism remedies the authenti-

cation problem shown in section 4.3.1. Figure 30 shows the user authentication

mechanism using a UADB record. The IKEv1 program can authenticate a user

in the phase 2 exchange. An IKEv1 program transfers a UADB record to the

peer IKEv1 program in the phase 2 exchange. The peer IKEv1 program veri-

fies the digital signature in received the UADB record using the sender’s public

key. As a result, this step can authenticate the user. If the verification of the

digital signature in the UADB record fails (i.e. user authentication fails) then

the IKEv1 program discards the UADB record, and they do not establish any

IPsec-SA. If the verification is successful then both hosts establish the IPsec-SA
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Figure 30. User authentication mechanism using UADB record in IKEv1’s phase

2 exchange

and the communication channel is protected by IPsec. In short, the proposal

extends the conventional phase 2 exchange in the IKEv1 protocol. The UADB

mechanism will be able to establish special IPsec-SA for the authenticated user.

In this step, the IKEv1 programs save the received UADB record onto each

host’s UADB. The stored UADB record is used for server programs in the next

section.

4.4.3 Purpose 2: Mapping Mechanism between User ID and Socket-

pair

The second objective of the UADB mechanism is mapping between a user ID and

a socket-pair. This mapping mechanism remedies the encrypted communication

problem described in section 4.3.2. Figure 31 shows the mapping mechanism

between a user ID and the socket-pairs. The socket-pair consists of source IP

address, source port, destination IP address, and destination port number. At

first, the IKEv1 program on the client host transfers a UADB record to the peer

IKEv1 program on a server host. The received UADB record is stored onto each

host’s UADB. The server program that is connected with the client program

searches the socket-pair information in the UADB. If the server program finds an

appropriate socket-pair then the server program will be able to map the socket-
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Figure 31. Mapping mechanism between user ID and socket-pair

pair and a user ID. In this step, because the verification of the digital signature in

the UADB record is successful, the server program can trust the user ID related

with the socket-pair.

4.4.4 Additional ISAKMP Payloads in IKEv1’s Phase 2 Exchange

In the proposal, an IKEv1 program transfers a UADB record in the phase 2

exchange in the IKEv1 protocol. Phase 2 is operated as a quick mode to nego-

tiate security parameters for an IPsec-SA. The prototype implements additional

2 ISAKMP [99][100] payloads in a first message of the phase 2 (quick mode).

The additional 2 ISAKMP payloads are used to transfer a user’s X.509 certifi-

cate and to execute user authentication using a digital signature. Figure 32

shows the modified IKEv1’s phase 2 exchange (quick mode). The additional 2

ISAKMP payloads are underlined “UADB” and “USER CERT”. The proposal

utilizes “UADB” to transfer a UADB record as binary data. The proposal also

utilizes “USER CERT” to transfer a user’s X.509 certificate. The IKEv1 protocol

negotiates security parameters based on the ISAKMP framework. Therefore, the

proposal has to add 2 payloads in IPsec DOI (Domain of Interpretation) [99] to

implement the UADB mechanism on the standard IPsec protocol suite.
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Figure 32. Modified IKEv1 phase 2 exchange (quick mode)

4.5 Design

This section presents the design of the UADB mechanism described in section

4.4. The proposal applies IPsec and IKEv1 for an encrypted communication

channel and a user authentication to user-level applications. The section applies

the UADB mechanism to WWW applications and ensures that the prototype

implementation can work on an IPv6 network.

4.5.1 Initial Configuration

A user has to prepare the user’s private key, the user’s X.509 certificate and the

configuration file in the user’s home directory. In the configuration file, a user

has to specify IP addresses that she or he would like to connect. The IP address

can be expressed in an IPv4 or an IPv6 format. The administrators of both

hosts have to set up security policies for the IPsec protocol using the IPsec policy

management program. A trust anchor CA (Certificate Authority) certificate also

has to be stored on a server host.

4.5.2 Process Flow on Client Host

Figure 33 shows the process of a client host. The client’s process is executed

according to the following procedure.

1. A web browser tries to connect to an HTTP daemon on the server via a
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proxy.

2. The proxy searches for the user ID, the destination IP address and the

destination port number as search keywords in the host’s UADB. If there

is no appropriate UADB record then it begins to generate a new UADB

record. At first, a proxy displays an authentication web page to request a

passphrase for the user. The proxy loads the user’s secret key and decrypts

by the passphrase. Next, the proxy generates reserved ports described in

section 4.6.1. At last, the proxy makes a UADB record and attaches a

digital signature to the last part of it. The proxy saves the created UADB

record onto the host’s UADB.

3. The proxy sends an “SADB DELETE” message using the PF KEYv2 socket

interface [98] to delete the existing IPsec-SA of the same socket-pairs. The

PF KEYv2 is a special socket interface to maintain an SAD and an SPD

in a kernel.

4. The proxy connects to the HTTP daemon using the reserved sockets. At

this time, the request is blocked because no IPsec-SA is established yet.

5. The kernel issues an “SADB AQUIRE” message to the IKEv1 program to

request a new IPsec-SA.

6. The IKEv1 program loads the appropriate UADB record from the host’s

UADB.

7. The IKEv1 program begins to negotiate a new IPsec-SA with the peer host.

First, the IKEv1 program executes mutual host authentication in the phase

1 exchange. Next, the IKEv1 program transfers the UADB record and the

user’s X.509 certificate using the additional 2 ISAKMP payloads.

8. The IKE program issues “SADB ADD” to the kernel and stores a new

IPsec-SA onto the kernel’s SAD.

9. The blocked connection between the web browser and the HTTP daemon

is established. This connection is encrypted and integrity-checked by IPsec.
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Figure 34. Process flow on server host

10. The client host deletes an expired UADB record periodically. The client

host also deletes a UADB record that depletes the reserved-sockets.

4.5.3 Process Flow on Server Host

Figure 34 shows the process flow on a server host. The server’s process is executed

according to the following procedure.

1. An IKEv1 program on a server host receives an initial message from a

connecting client host.

2. The IKEv1 program executes mutual host authentication and establishes

the IKE-SA in the phase 1 exchange. Next, the IKEv1 program receives

a UADB record and the user’s X.509 certificate in the phase 2 exchange.
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order deny,allow

deny from all

allow from {bob,alice}

Figure 35. Access control list based on UADB-extended user ID. (“.htaccess”

file)

The IKEv1 program verifies the user’s X.509 certificate using the trust an-

chor CA certificate. Then, the IKEv1 program verifies the digital signature

to authenticate the user using the user’s public key. If the user authen-

tication succeeds, then the IKEv1 program checks the expiration date of

the UADB record and the limitation number of reserved source ports. If

there is no problem, the UADB record is stored on the host’s UADB. If the

user authentication fails, then the IKEv1 program stops the negotiation

immediately.

3. The IKEv1 program establishes the IPsec-SA. The IKEv1 program issues

“SADB ADD” to the kernel and stores the IPsec-SA on the host’s SAD.

4. After establishing the IPsec-SA, the connection from the client program

to the server program is established. This connection is encrypted and

integrity-checked by IPsec.

5. The HTTP daemon checks the connection with the client and obtains the

socket-pair information. Then, the HTTP daemon searches the socket-pair

in the host’s UADB. As a result, the HTTP daemon will be able to identify

the user ID from the socket-pair information using the found UADB record.

6. The HTTP daemon loads the ACL (Access Control List). Then, the HTTP

daemon executes an access control based on the URL and the user ID.

Figure 4.5.3 presents an example usage of the ACL.

7. The server host deletes an expired UADB record periodically. The server

host also deletes a UADB record that depletes the reserved-sockets.
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Table 2. Software used for the prototype implementation

OS FreeBSD 4.3 Release

IPv6/IPsec stack KAME

IKEv1 program racoon-20011026a

Proxy program tinyproxy-1.3.3b

HTTP daemon (server program) apache 1.3.20 + IPv6 patch

Web browser Mozilla 0.8.1(Gecko/20010419)

Cryptographic library OpenSSL 0.9.6

4.6 Prototype Implementation

To show the usability of the UADB mechanism, this section implements the

UADB mechanism for a WWW service. The proposal mainly implements the

following three parts: (1) A proxy program that works as a wrapper for a client

program (i.e. a web browser). The proxy program requests the passphrase for

the user and generates the UADB record. (2) Some modifications of the IKEv1

program. The proposal adds the transfer function for newly-defined ISAKMP

payloads and the user authentication function on the IKEv1 program. (3) Some

extended parts of a server program (i.e. a HTTP daemon). The proposal includes

an access control module based on a URL and a user ID.

In summary, the proposal needs the proxy program, modified IKEv1 program

and a few modifications of the server program. However, our proposal does not

need any modification of the kernel software. Table 2 shows the software used for

the prototype implementation.

4.6.1 Source Port Problem and Proxy-based Solution

Section 4.4.1 has described that a UADB record has multiple source port numbers.

An IKEv1 program transfers a UADB record to a server host to identify a user ID

from the socket-pair information. This process has to be done before the client

program connects to the server program. Usually, the client program makes a

connect system call, then the operating system selects a source port number from
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the unused ports automatically. Therefore, it is difficult to transfer a UADB

record that includes the reserved source port numbers.

For this reason, this section proposes a novel proxy mechanism for the reserved

socket management. Figure 36 shows the process flow. First, the client program

connects the proxy. The proxy searches for the user ID, the destination IP address

and the destination port number as a search keyword in the host’s UADB. If

appropriate UADB record does not exist then the proxy begins to generate a

new UADB record. The proxy generates the specified number of sockets by

consecutive socket system calls, and the sockets are bound to randomly selected

source port numbers using bind system call. The proxy program stores the sockets

(socket descriptors) on the memory for future use. The proxy generates a new

UADB record based on the reserved socket information and stores it onto the

host’s UADB. Next, the IKEv1 program transfers the UADB record to the server

host, and the IPsec-SA is established. After the establishment of the IPsec-

SA, the client program connects to the server program via the proxy. The proxy

connects the server program using the reserved sockets per the HTTP connection.

As mentioned above, the server program obtains a socket-pair and it is bound to

the user ID. Thus the IKEv1 program will be able to transfer the UADB record

that includes the source port numbers before the client actually connects the

server program.

4.6.2 Implementation on Client Host

This section has implemented the following parts of the proxy program: the

request function for user passphrase, the UADB record generation function, the

UADB input/output function, the socket management function and the SAD

operation function. Figure 37 shows the authentication page. This section has

also implemented the following parts of the IKEv1 program: the loading function

of a UADB record from the host’s UADB and the UADB transfer function using

the extended ISAKMP payloads.

4.6.3 Implementation on Server Host

This section newly implemented the following parts in the IKEv1 program: the

transfer mechanism for the UADB record and the user’s X.509 certificate, the
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Figure 36. Proxy mechanism for the reserved socket management

Figure 37. Authentication page displayed by the proxy program
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Table 3. Hardware specification

Clinet host Server host

CPU Pentium II 333 MHz Pentium 233 MHz

Memory 256MB DRAM 96MB DRAM

Network 100BaseT 100BaseT

verification function for the user’s X.509 certificate and the digital signature in

the UADB record, the validation function of the expiration date in the UADB

record, the check functions for the limitation number of source port and the

input/output function for the UADB. This section also implemented the following

parts in the HTTP daemon: the search function for the user ID by the socket-pair

information, and the access control module based on the user ID.

4.7 Performance Measurement

This section presents the result of the performance measurement. Table 3 shows

the hardware specification used in the measurement. Two computers are deployed

on the same segment of the experimental IPv6 network. The prototype imple-

mentation employs a 1024 bit RSA public key algorithm for the digital signature.

4.7.1 The Result

Table 4 shows the processing times of a proxy program. The generating process

of a UADB record consists of the following processes: the loading process of

the user’s private key, the decrypting process of the protected private key, the

generating process of the digital signature and the storing process of the UADB

record. On the other hand, the searching process of the reserved socket consists

of the loading process of the UADB records, the searching process of the reserved

socket and the updating process of the host’s UADB.

Table 5 shows the processing times of the phase 2 exchange of the IKEv1

program. Here are additional functions on the client side: the loading process

of the UADB record and the user’s X.509 certificate, and the generating process
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Table 4. Processing time of customized proxy program

Process Time [ms]

Generating process of a UADB record 28

Searching process of the reserved socket 19

Table 5. Processing time of phase 2 exchange in IKEv1 protocol

Modification Time [ms]

Before 356

After 676

of newly-defined ISAKMP payloads. Here are additional functions on the server

side: the verification process of the received user’s X.509 ceritificate, the verifica-

tion process of the digital signature in the received UADB record and the storing

process of the UADB record.

Table 6 shows the processing time to search for the user ID from the socket-

pair information. This function consists of the following processes: the checking

process of the socket-pair information using getpeername and getsockname system

calls in the HTTP daemon, the loading process of the UADB record, the checking

process of expiration date in the UADB record, the searching process of the user

ID and the updating process of the host’s UADB.

4.7.2 Comparison with Conventional System

In a conventional system, the IKEv1 program executes mutual host-based au-

thentication in the phase 1 exchange and establishes the IPsec-SA in the phase 2

exchange. The modifications of the conventional system are: (1) The generating

process of the UADB record and the searching process of the reserved sockets

in the proxy program. (2) The transfer process of the UADB record and the

verification process of the digital signature in the IKEv1 program. (3) The map-
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Table 6. Processing time to search user ID from socket-pair

Process Time [ms]

Searching process of user ID 120

ping process between the user ID and the socket-pair information in the HTTP

daemon. This section shows the extra processing time that the proposal needs.

First, this section compares the processing time to establish IPsec-SA with a

conventional system. The proposed system needs an extra 367 ms. It consists

of the generating time of the UADB record in the IKEv1 program (28 ms), the

searching time of the reserved socket in the proxy program (19 ms) and the extra

time of the phase 2 exchange in the IKEv1 program (320 ms).

Next, this section compares the processing time after the establishment of the

IPsec-SA. The proposal added the mapping process of the user ID and the socket-

pair information in the HTTP daemon. The HTTP daemon needs an extra 120

ms for every request that makes an accept system call.

The total processing time from the establishment of the IPsec-SA to the first

HTTP connection establishment is 487 ms. Once the IPsac-SA is established,

the HTTP daemon needs only 120 ms for every accepted connection.

4.8 Comparison with TLS Protocol

To utilize the conventional IKEv1 program, the administrators in both hosts

have to set up the host’s X.509 certificate and the host’s private key. To utilize

the UADB mechanism, in addition, the user has to set up her or his X.509

certificate and the private key. On the other hand, to utilize the TLS protocol,

the administrator has to set up the host’s X.509 certificate and the host’s private

key in a server host. If the sever program needs a user authentication then the

user has to set up her or his X.509 certificate and the private key in a client host.

The UADB mechanism achieves user authorization by guaranteeing the map-

ping between the socket-pairs in the transport layer and the user ID. The IKE pro-

gram also executes mutual host-based authentication. The TLS protocol achieves
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the client-to-server authentication by the handshake protocol implemented in the

upper part of the transport layer.

A main difference between the proposal and the TLS protocol is the authen-

ticated entity. The proposal has a two-step authentication function. The phase

1 exchange executes the host-to-host authentication in the network layer. The

phase 2 exchange executes the user-to-host authentication by the UADB mecha-

nism. The TLS protocol has only one-step authentication, and it can execute the

client-to-host authentication directly. However, in most cases, the TLS protocol

only executes the unilateral server authentication.

4.9 API Proposal

This section has presented the prototype implementation of the UADB mecha-

nism for a WWW service. The proposal can integrate applications other than the

WWW service. However, to integrate the authentication function of the UADB

mechanism, we need to modify the server program. Therefore, this section pro-

poses the API for the server applications. The API makes it easier to integrate

the proposal. Figure 38 shows the UADB API. The developer has to implement

the following parts to integrate the proposal to the application: (1) The extension

of the proxy program. The proxy needs to process a target protocol other than

the WWW service. (2) The extension of the sever program. The server program

has to be integrated into the UADB functions using the proposed UADB API.

The server program with the UADB API will be able to identify the user ID from

the socket-pair information. The server program can utilize the user ID for access

control for its own service.

4.10 Versatility of the UADB mechanism

The proposed UADB is a simple mechanism that provides a mapping method

between a socket-pair and a user ID. Therefore, we can deploy the UADB mech-

anism to applications other than the WWW service. We just have to add the

UADB API shown in Table 38 after making the accept system call. The prototype

was implemented on the FreeBSD operating system. The prototype implemen-

tation employs the KAME software for IPv6/IPsec functions and racoon for the
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SYNOPSIS

char∗ get uadb user id(int sock,int idtype)

DESCRIPTION

This function searches for the host’s UADB from the sock parameter,

returns user ID, and deletes the used source port number from the UADB

and updates the host’s UADB. The id-type parameter decides which type

of the user ID (The Unix’s user ID or the X.509 certificate’s DN) is used.

RETURN

The user ID string. If the sock (the socket-pair) is not authenticated

then this function just returns -1.

Figure 38. UADB API for server programs

IKEv1 program. As described in section 4.6, we do not need any modifications for

the kernel and the IPv6/IPsec software. The proposal has modified the IKEv1

protocol based on the generic ISAKMP framework. Therefore, we can apply

the UADB mechanism to another IKEv1 implementation on another platform

effectively.

4.11 Discussion

Because the UADB mechanism maintains the critical information in the host’s

UADB, we have to consider the safer management method of the UADB. The

prototype implementation maintains the UADB as a file. Therefore, if an attacker

obtains the administrator privilege on the target host then he or she can access the

UADB directly. To prevent the attack, this section proposes the kernel-embedded

UADB. This section also proposes an access method for the kernel-embedded

UADB to extend the conventional PF KEYv2 interface. If the proposal imple-

ments the UADB in the kernel then it will be more difficult to attack. Because

other process working with administrator privilege cannot access the UADB di-

rectly, the attacker needs to issue the special PF KEYv2 system call. Moreover,

64



CHAPTER 4 APPLYING A HOST-BASED SECURITY MECHANISM TO
USER-LEVEL APPLICATIONS

a typical program without the IKEv1 program usually does not includes the

PF KEYv2 system call in the code. Therefore, it will be more difficult to attack

the UADB.

On the other hand, the UADB mechanism has a scalability problem in the

reserved socket management. This problem has its root in the limitation of the

number of sockets that the operating system can maintain at the same time. One

simple solution is to resolve the limitation of the number of sockets in the kernel.

In most non-proprietary operating systems like Linux or BSD, the developer can

rebuild the kernel and improve this problem directly.

4.12 Related Work

There are some mechanisms to authenticate a client entity by a server entity

using an independent security protocol from the application protocol. Kerberos

[17] is a major independent security mechanism for many applications. Microsoft

Windows 2000 and the later versions have the same kind of security mechanism.

The difference between these systems and the proposal is the mapping method

for the user ID. Although the proposal employs the socket-pair information in the

transport layer, Kerberos employs the application-level resource identifier. The

advantage of the proposal is versatility. The developer only needs to integrate the

UADB API in the target server programs. However, the proposal does not apply

the access control function for more abstracted resources rather than socket-pairs

such as a file.

4.13 Summary

This chapter has presented a novel framework to integrate the encrypted commu-

nication and the authentication function of the IPsec and the IKEv1 protocols to

user-level applications. To employ the UADB mechanism, application programs

do not have to implement its own security mechanism for encrypted communica-

tion and the user-based and host-based authentication mechanisms. This chapter

has also presented the prototype implementation of the UADB mechanism for

WWW service. Thus, we will be able to apply the strong security mechanism in

the network layer to many existing applications by using the UADB mechanism
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based on the IPsec and the IKEv1 protocols. This chapter has also proposed

the UADB API to integrate the proposal to server applications other than the

WWW service.
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5. Inter-device Authentication and Authorization

Framework Guaranteeing Explicit Ownership

5.1 Introduction

Future ubiquitous networks will be connected to a large number of non-PC

Internet-ready home appliances. A device accepting connections over a net-

work must verify the identity of a connecting device digitally in order to prevent

device-spoofing and other malicious actions. A digital identity for the device

can be utilized by many kinds of useful access control systems. For example,

a SIM (Subscriber Identity Module) is used in a mobile phone to maintain the

subscriber’s data.

From the point of view of model construction, it is necessary to distinguish a

device’s identity and an owner’s identity clearly because most devices have a single

ownership or multiple ownerships. Therefore, this dissertation should consider a

novel mechanism to guarantee the relationship between the device’s identity and

its ownerships. This guarantee is very important, because the actual access is

caused not by the device’s identity but by the owner’s identity. The access control

for the device should be processed based not on the device’s identity but on the

ownership information. This chapter presents a new concept for an inter-device

authentication and authorization framework.

Figure 39 shows the concept of the proposed inter-device authentication frame-

work. Our proposal employs a tamper-resistant device, especially the smart card

technology, to maintain securely the device’s identity, the ownership information

and the access control rule. Our novel smart card software can also execute

device-specific security functions in a secure manner. A typical home appliance

generally has only a minimum human interface, unlike a traditional PC with a

keyboard and a display, making it difficult to input complex authentication and

access control data. Our proposal for novel smart card software with special con-

figuration tools will enable manufacturers/users to set up the device’s security

configurations by separating the functions from the device itself.

This chapter presents a new attempt to bind the device’s identity and its own-

ership information efficiently. This chapter proposes a novel smart card software
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Figure 39. Concept of an inter-device authentication framework

to realize inter-device authentication based on the device’s identity, and autho-

rization based on its binding. This chapter also shows how to apply our smart

card to the existing standard security protocols.

The rest of this chapter is organized as follows: Section 5.2 shows some prac-

tical device authentication mechanisms and a brief idea of multiple ownerships

model for inter-device communication. Section 5.5 describes some hardware-

based security mechanisms with PKI support and explains why the proposal

employs a smart card. Section 5.6 reviews the recent related work on device

authentication. Section 5.7 introduces the inter-device authentication framework

and its applications. Section 5.9 shows the design of our framework. This chap-

ter presents the prototype implementation of the novel smart card software and

its configuration tools, and an authentication middleware system in section 5.10.

Section 5.11 shows the result of performance measurements. Section 5.12 dis-

cusses technical issues. Section 5.13 concludes with a summary.
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5.2 Practical Model for Existing Device Authentication

Mechanisms

This section first reviews device authentication mechanisms in some major exist-

ing home network specifications. This section then compares these specifications

with a practical model for device authentication.

UPnP Security [38] UPnP (Universal Plug and Play) Security specification

has a sophisticated mechanism to guarantee personal ownership of devices.

In the UPnP framework, the owner operates a special terminal device called

“SecurityConsole“ to set up security configurations on each device. The

security-aware UPnP device has a public key pair and a password generated

in the device itself. The device is identified by SecurityID (hash value of

the device’s public key). The owner can assert ownership by inputting the

password of the device from the SecurityConsole. The owner can also set

up the ACL based on the SecurityID in each device by the SecurityConsole

via a network. After their respective setups, both devices can authenticate

each other by a public key, and execute access control by the ACL and the

SecurityID.

ECHONET [14] ECHONET (Energy Conservation and Homecare Network) is

the standard specification for controlling home appliances proposed by ma-

jor consumer electronics manufacturers in Japan. One advantage of the

ECHONET is the range of the physical communication support such as the

power line, the low-powered radio, and so on. ECHONET supports the

ownership acquisition operation by inputting a serial key printed on the de-

vice. This serial key is generated and stored during the production phase.

In ECHONET, the owner can set up a pre-shared key for each ECHONET

device. Then, two devices can authenticate each other by that pre-shared

key. ECHONET defines the original challenge and the response authen-

tication protocol. ECHONET supports only a fixed 4-level authorization

(User, Maker, Service Provider and Anonymous) with configurable access

rules.

Bluetooth [101] Bluetooth is a short-range wireless communication system for
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electronic devices. Bluetooth has a secure simple pairing mechanism to take

ownership of the device. Bluetooth has four association models depending

on the I/O (display, keyboard and so on) capabilities of each device. To

take ownership of the devices, the owner has to check and input the shared

information (Bluetooth PIN, which is also called Passkey) displayed on a

device. After the ownership acquisition operation, two devices generate a

shared secret (called a link key) for future mutual authentication. However,

Bluetooth does not support a device-to-device or device-to-user access con-

trol mechanism.

5.3 Comparison Details

In many existing authentication systems for the client-server paradigm, a user is

simply authenticated by a server. However, this dissertation discusses a security

mechanism for an inter-device communication, for example, a communication be-

tween a home robot and a home server. This section shows the typical procedure

of an inter-device authentication and the access control in Figure 40. At first, an

owner takes ownership of the device (establishing a secure relationship between

the device and the person). Next, the device-to-device authentication is executed.

This step authenticates each device’s identity. In the subsequent process, the de-

vice enforces access control rules based on the ownership information related to

the peer device’s identity. Table 7 shows the comparison details of each mech-

anism. All the mechanisms described above support ownership acquisition and

device-to-device authentication. Bluetooth does not support a user-configurable

access control mechanism. UPnP and ECHONET support ACL-based access

control mechanisms. Both mechanisms guarantee the relationship between the

device and the owner in the ownership acquisition operation. Therefore, the

device-to-device access control on both mechanisms also indirectly guarantees

limited access control based on the ownership information. Both mechanisms

work fully under conditions of single ownership of a device. However, since a

device is often owned by multiple users, we should handle the device’s identity

and the ownership information separately.
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Figure 40. Typical device authentication and access control model

Table 7. Comparison of device authentication mechanisms

UPnP ECHONET Bluetooth

Ownership Password Serial key Passkey

acquisition (PIN)

Device-to-device Public key Pre-shared link key

authentication key

Device-to-device SecurityID Fixed level -

access control and ACL and ACL

Access control - - -

based on ownership

5.4 Multiple Ownerships Model for Inter-device Commu-

nication

Figure 41 shows an inter-device authentication/authorization model from the

perspective of the relationship between a device and the owner’s identities. A

device is mostly owned by someone. Therefore, the device’s behavior is logically

related, not with a device identity but with an owner identity (e.g. a human

being or an organization). Thus, an access control mechanism for an inter-device

communication has to have the ability to handle an owner identity. The rest of

this section compares the single ownership model with the multiple ownerships
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model shown in Figure 41.

At first, (A) in Figure 41 shows the single ownership model. Some existing au-

thentication/authorization mechanisms described in section 5.3 are a single own-

ership model. A device owner usually takes ownership on a device by inputting

the password, the PIN, etc. Although this operation guarantees the implicit own-

ership of a device, this model does not handle an explicit owner’s identity. In the

single ownership model, an accessed device can only enable access control based

on a peer device identity. Next, (B) in Figure 41 shows the multiple ownerships

model the dissertation propose. This model supports multiple ownerships on a

device, and it can distinguish each owner’s identity explicitly. This model also

supports a binding mechanism between a device’s identity and owner’s identities.

In the multiple ownerships model, an accessed device can authorize a request

based on a peer owner’s identity.

In the single ownership model, a device can be owned by a single owner only.

The device can only behave as a single device or a single owner in interaction

with a peer device. If the proposal adopts the multiple ownerships model, a

device can be owned by multiple owners. The device can behave as multiple

owners in interaction with a peer device. This means that an accessed device can

authorize a request based not on a device’s identity but on each owner’s identity.

For example, a TV set at home might be shared by a father, a mother and a

child. The TV set can operate under each’s ownership, and a peer device can

authorize the TV set’s request based on each’s ownership. This chapter shows

more practical example of our proposal in section 5.8. This chapter proposes a

novel framework that supports inter-device access control based on the explicit

ownership. Our framework especially supports multiple ownerships on a single

device, and it also guarantees the relationship between a device identity and its

multiple ownerships.

5.5 How to Store the Device and Owner Identities in a

Secure Manner

The device and owner identities need to be protected from identity theft. There-

fore, it is preferable to store highly confidential data such as private keys in a
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Figure 41. Inter-device authentication/authorization model

hardware-based secure storage. This kind of hardware-based system has tamper-

resistant characteristics, and normally has an independent processor and a mem-

ory to execute security-purpose software securely, such as a smart card, a TPM

(Trusted Platform Module), a HSM(Hardware Security Module), and so on. This

section summarizes the major hardware-based security mechanisms.

PKCS#11 compliant Smart Card [102] RSA Laboratories have published

the PKCS#11 cryptographic token interface standard. PKCS#11 specifies

a platform-independent API set called Cryptoki. PKCS#11 provides an

authentication mechanism not for a device but for a single user. PKCS#11

supports the RSA public key algorithm, the X.509 public key certificate,

symmetric encryption algorithms such as AES, hash algorithms, and so

on. CryptoAPI also provides the same kind of API as the one used in the

Microsoft Windows environment.

Java Card compliant Smart Card [103] Sun Microsystems’s Java Card plat-
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Table 8. Comparison of hardware-based security mechanisms

PKI Platform Programmable

authentication attestation

PKCS#11 YES NO NO

Smart Card

Java Card YES NO YES

Smart Card

TPM YES YES NO

form technology enables developers to write original code for a smart card

in Java programming language. The Java Card virtual machine in a Java

Card-compliant smart card can execute a Java Card applet. Java Card

supports fundamental cryptographic functions like the RSA public key al-

gorithm, symmetric encryption algorithms, hash algorithms, and so on.

Although the smart card has limited memory and a slow speed of proces-

sor, developers can make an original applet that can execute on the smart

card in a secure manner.

TPM [70] The TPM is defined as a microcontroller that stores keys, passwords

and digital certificates. The TPM can store the user’s or device’s iden-

tity like a private key. The TPM can also execute the user or the device

authentication by TPM’s digital signature functions. Moreover, a secure

platform attestation mechanism guarantees the platform integrity by using

Platform Configuration Registers (PCRs). In most cases, the TPM is on a

PC’s motherboard.

Table 8 shows a comparison of the hardware-based security mechanisms de-

scribed above. Java Card is a convenient choice to the write code and prototyping

for a secure protected execution environment. Thus the proposal employs the Java

Card platform technology to develop novel smart card software which realizes our

novel inter-device authentication framework, described in section 5.4. Although

the TPM’s platform attestation is an essential component in every modern de-

vice’s security, the platform attestation is outside the scope of the dissertation.
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5.6 Related Work

Related research on device authentication/authorization is available. Mayrhofer

[104] shows a device authentication system specialized in context-based authen-

tication using sensor data. His project provides an open source toolkit on Java

with J2ME (Java 2 Micro Edition) to develop context-based device authentication

software. Nguyen [105] proposes inter-device authentication using Identity-Based

Cryptography (IBC). A typical authentication system based on a pre-shared key

employs one common shared key for all the devices in the same domain. IBC-

based authentication provides a method to share different keys for every 2 de-

vices to improve security rather than one shared key for all devices. Fuji Xerox

[106] announced the PKI-based device certificate service for their product, the

multi-functional device ApeosPort in 2005. The device certificate profile pro-

posed by Fuji Xerox has a product name, a serial number, and so on. They use

their product as the starting point in the new challenge of device authentica-

tion/authorization services. Nicholson et al. [107] describe a transient authen-

tication for mobile devices. In transient authentication, a user has a wearable

wireless token. A device detects the token and keeps an authenticated state

while the user is close to the device. This mechanism guarantees the ownership

acquisition operation by the wireless wearable token.

These studies deal with all the interesting aspects of device authentication.

Our main contribution is the explicitly distinguishing and binding mechanism

between the device’s identity and the ownership information for an inter-device

authentication, based on PKI technology.

5.7 Overview of an Inter-Device Authentication Frame-

work Guaranteeing Explicit Ownership

This section is a brief summary of a proposed inter-device authentication frame-

work. In the proposal, a production-level device’s identity is guaranteed by a

X.509 Public Key Certificate [19] [20] generated by a manufacturer. The device’s

personal ownership is guaranteed by Attribute Certificates [108]. An Attribute

Certificate can isolate attribute data for access control from identity data in the

Public Key Certificate. The Attribute Certificate is associated with the Public
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Key Certificate using a subject Distinguished Name (subject DN) field. The pro-

posal employs Attribute Certificate as key technology to distinguish and bind the

device’s identity and the ownership information securely. Hereafter, the follow-

ing section abbreviates the X.509 Public Key Certificate as PKC, the Attribute

Certificate as AC.

Figure 42 shows the use case diagram for the proposal. During the production

phase of a device, our framework enables manufacturers to register a production-

level identity into a device’s PKC. The production-level identity consists of the

product’s serial number and the manufacturer’s information, which will never be

changed. The manufacturer installs the PKC onto the device’s secure protected

area. After purchasing the product, our framework enables an owner to regis-

ter the owner-level attribute (e.g. a distinguishable unique nickname assigned

by the product owner) into a device’s AC. An owner installs the AC and the

Access Control List (ACL) of the device onto the device’s protected area. The

AC and the ACL can be changed by the device owner at any time using the

personalization tool. Although a single device can register a single PKC (i.e. a

single device’s identity), it also can register multiple ACs (i.e. multiple owner-

ships). Consequently, an accessed device can authenticate peer devices by the

production-level identity. Furthermore, an accessed device can also restrict a re-

quest from other devices based on the connecting device’s owner-level attribute

(ownership information) and the ACL. Although the proposal should employ a

fixed tamper-resistant chip embedded in a target device instead of a removable

smart card, in our prototype implementation, all authentication and authoriza-

tion information are stored onto the smart card. Therefore, the prototype imple-

mentation guarantees the pairing between the smart card and the device by the

smart card’s PIN (owner’s PIN) code.

Figure 43 shows the sequence diagram for the proposed system. In the pro-

duction phase, the manufacturer generates the device’s RSA key pairs in a smart

card, registers a production-level identity in the PKC, installs the PKC and the

trust anchor CA’s PKC onto the smart card. These operations are processed by

our proposed initialization tool. The initialization tool also has a Certificate Au-

thority (CA) function to issue a PKC from a public key. The proposal assumes

that the product is shipped with this initialized smart card. After purchasing
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Figure 42. Use case diagram for the proposed system

the product, in the ownership acquisition phase, an owner registers her or his

owner-level attribute (unique nickname for ownership information) in an AC, ed-

its the ACL, and installs the AC, the ACL and the trust anchor AA’s PKC on

the smart card. These operations are processed by proposed personalization tool.

The personalization tool also has an Attribute Authority (AA) function to issue

the AC from the PKC and an owner-level attribute. Finally, in the operational

phase, the owner attaches the smart card to the purchased appliance. The pro-

posal employs a PIN (an owner’s PIN) code to ensure a coupling between the

appliance and the smart card at this time. As a result, all appliances can utilize

strong PKI authentication and authorization by means of both production-level

identities and personal ownerships in each peer-to-peer connection. The following

sections describe the details of the operational phase.

5.7.1 Production-level Identity Authentication using PKC

Figure 44 shows the inter-device authentication process. In an authentication

protocol, the connecting device sends its PKC from the smart card to a peer

accepting device. The received PKC is verified by the accepting device’s trust

anchor CA’s PKC. If the verification is successful, then the accepting device

sends a challenge to the peer connecting device. On the peer connecting device,

the smart card generates a digital signature from the challenge and the private
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Figure 43. Sequence diagram for the proposed system

key, and returns it to the peer. The accepting device tries to verify the digital

signature. If the verification is successful, then the authentication process is

finished. For mutual authentication, the same process is required in the reverse

direction. Section 5.9.3 shows the design of the device authentication middleware

system.

5.7.2 Owner-level Attribute Authorization using AC

Figure 45 shows an authorization process based on ownership information related

to the device. This process must be performed after the authentication process.

When the connecting device requests another device’s operation, an application

on the connecting device sends an AC from the smart card, which represents its

ownership. An application on the accepting device verifies the received AC by

the trust anchor AA’s PKC, and checks the relation between the peer device’s

AC and the PKC received at the previous authentication step. Finally, the access

control function in the smart card examines the authorization by the operation

type, the AC’s attribute and the ACL, and returns the authorization result to
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Figure 44. Production-level identity authentication using PKC

the application. For multiple ownerships on a single device, this dissertation

proposes that the AC (ownership) which is sent from the connecting device be

automatically selected by a program based on a pre-configured rule. The rule

maintains the mapping between each operation type and its ownership.

5.8 Example Usage of the Proposal

Figure 46 shows an example usage of the proposal. In this example, a security

company operates a network-based security camera for an apartment building.

The security camera is shared by the company and a resident of the apartment.

The security camera is the connecting device in Figure 45. The security company’s

video server and the resident’s TV set are the accepting devices in Figure 45. This

section considers the following two situations: First, the camera periodically sends

pictures to the security company’s video server for recording. Next, when the

camera detects any unusual circumstances, the camera automatically interrupts

the current TV program on the resident’s TV screen and shows real-time camera

pictures. Both actions are permitted by showing each ownership. Before they

operate the system, the company and the resident each have to take ownership

of the security camera by installing the AC. Each ownership (AC) is registered
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with the security camera, and it is bound to the camera’s device identity (PKC).

Figure 47 shows ACL examples in the proposal. The ACL#1 shows ACL

entries on the security company’s video server. When the camera sends pictures

to the company’s server to record pictures, the camera and the company’s server

authenticate each other using the other device’s identity (camera SN00001 and

videoServer SN00001), then the camera sends the AC for the companyX’s own-

ership related to the camera identity (camera SN00001). The company’s server

verifies the relationship between the PKC received at this authentication step and

the AC, and examines the authorization of the camera’s request based on the op-

eration type (record pictures), the AC’s attribute (companyX) and the ACL. The

ACL#2 also shows ACL entries on the resident’s TV set at home.

5.9 Design

Proposed framework described in the section 5.7 consists of novel smart card

software for the device’s security, some configuration tools and an authentication

middleware system for the smart card. This section shows the design of each

component.
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Figure 46. Example usage

5.9.1 Novel Smart Card Software for Devices’ Security

The proposal employs a smart card with tamper-resistant characteristics to ex-

ecute secure authentication and access control functions. Figure 48 shows the

design of our proposed novel smart card software. The smart card software con-

sists of three modules. The authentication module provides a production-level

device’s identity authentication API using the device’s private key and the PKC.

The authorization module provides a owner-level access control API using the

device’s AC (ownership information) and the ACL. The proposed smart card

software supports storage of multiple ACs because our framework supports mul-

tiple ownerships on a device. The security policy module is used to set up our

authentication middleware system properly. The three modules are executed

securely on the smart card. The device’s private key is never leaked from the

smart card because it is protected by a strong tamper-resistant storage. All API

requests to the smart card are processed based on the ISO/IEC 7816-4 [109]

standard interface via a smart card reader.

Table 9 shows the authentication module API defined in the proposed smart

card software. Table 10 shows the authorization module API, and Table 11
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Syntax:

Deny/Allow {Operation} from {AC’s attribute} on {PKC’s subject DN};
ACL#1

Deny from all;

Allow ”record pictures” from ”companyX” on ”camera SN00001”;

ACL#2

Deny from all;

Allow ”interrupt and show real-time pictures” from ”resident01”

on ”camera SN00001”;

Figure 47. Example usage of the ACL syntax

Table 9. Authentication module API provided by our smart card software

API Description

geneateKeyPair generate public key pair

retrievePublicKey retrieve public key

storeDeviceCert store device’s PKC

retrieveDeviceCert retrieve device’s PKC

storeTrustAnchorCACert store trust anchor CA’s PKC

retrieveTrustAnchorCACert retrieve trust anchor CA’s PKC

getSignature generate signature and retrieve it

shows the security policy module API. The proposal defines two PIN types in

our smart card software. The initialization tool executes generateKeyPair, re-

trievePublicKey, storeDeviceCert, storeTrustAnchorCACert in Table 9. These

special APIs need an administrator PIN for the smart card. Other APIs can

be executed with a smart card’s owner PIN. Only the manufacturer knows the

administrator PIN, and a device owner knows the owner PIN. The owner PIN

is initialized by a manufacturer, and then the manufacturer discloses it to the

purchaser. For example, to install an AC onto the smart card, the device owner

has to input the owner PIN into the personalization tool. The proposal assumes

that the owner PIN is shared by the device owners, therefore, the owner PIN

can restrict unauthorized access to the smart card.
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Figure 48. Design of novel smart card software for device security

5.9.2 Configuration Tools for the Smart Card

This section proposes two configuration tools for the smart card described in

section 5.7.

Initialization Tool An initialization tool is used by the product manufacturer

to register production-level identity in the device’s smart card. The Initial-

ization tool allows the storage of the device’s PKC and the trust anchor

CA’s PKC onto a smart card. The manufacturer inputs the product serial

number as a Common Name (CN), and the manufacturer information as

other attributes of the subject Distinguished Name (subject DN) in X.509

PKC. The DN consists of a CN, a country code(C), an organization (O), an

organization unit (OU), and so on. The initialization tool must also have a

CA functional capability to issue the X.509 PKC from the device’s public

key; communication functions based on ISO/IEC 7816-4 to read/write the

public key and the PKC.

Personalization Tool A personalization tool enables the device owner to set
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Table 10. Authorization module API provided by our smart card software

API Description

storeOwnershipCert store AC

retrieveOwnershipCert retrieve AC

storeTrustAnchorAACert store trust anchor AA’s PKC

retrieveTrustAnchorAACert retrieve trust anchor AA’s PKC

storeDeviceACL store device’s ACL

getAuthorizationResult get authorization result based on

operation, peer AC’s attribute,

peer device’s identity and ACL

Table 11. Security policy module API provided by our smart card software

API Description

storeSecurityPolicy store security policy

retrieveSecurityPolicy retrieve security policy

storeMWConfig store middleware configuration

retrieveMWConfig retrieve middleware configuration

up owner-level attributes (ownership information) onto the smart card. An

owner can restrict the access from other devices by setting up the device’s

AC and ACL. The personalization tool must have AA functional capability

to issue the AC. The owner inputs a unique nickname as an attribute string

in the AC to take her or his ownership of the device. A personalization

tool reads the device’s PKC from the smart card, and generates the AC

related to the PKC’s subject DN and his/her attribute. The owner also

inputs the ACL to restrict the access based on the AC’s attribute name.

The personalization tool exchanges messages with the smart card on the

ISO/IEC 7816 communication channel.

5.9.3 Inter-Device Authentication Middleware System

This section proposes an inter-device authentication middleware system using

original smart card software. Proposed authentication middleware system is exe-
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cuted on a Linux box (e.g. a micro server). The proposal assumes that the Linux

box is attached to an information appliance by, for example, RS-232, USB or Eth-

ernet, digital I/O. The Linux box with the smart card controls the information

appliances. The pairing between the Linux box and the smart card is guaranteed

by the smart card’s PIN (owner PIN) authentication.

The two devices which are trying to connect to each other make it possible

to execute a strong PKI authentication using the proposed middleware and the

smart card. The prototype implementation employs the proven IKEv1 (Inter-

net Key Exchange, version 1) [91] protocol to execute a mutual authentication

between the two devices. The IKEv1 is used as an automatic key exchange to

establish an the IPsec [88] secure connection. The proposal also employs IPsec

protocol to protect the communication channel between the two devices. Our

proposed middleware (Customized IKEv1 program) invokes the authentication

module API of the smart card. Consequently, the Linux box can authenticate

the peer device’s production-level identity described in section 5.7.1.

Figure 49 shows the design of the proposed inter-device authentication mid-

dleware system. During the Linux box start-up, the IPsec policy management

program calls the security policy module from the smart card. ((C) in Figure

48 and Figure 49) The smart card sends to the Linux box a security policy and

some configurations for IPsec and IKE. The IPsec policy management program

sets up the IP security policy onto the SPD (Security Policy Database) [98] in

the Linux kernel. The preparation of the IP security policy is required to run the

IPsec software and the IKE software.

When the device is trying to connect to another device, the IKEv1 program

automatically begins to negotiate a new Security Association (SA) with another

peer IKEv1 program. The SA consists of the required parameters such as a cryp-

tographic session key, an expiration period of the session key, and an encryption

algorithm to establish a secure communication channel. IKEv1 has two phases

to establish an IPsec connection. The purpose of phase 1 is the mutual authenti-

cation and the establishment of the SA for IKE itself. The SA of this first phase

is called the IKE-SA. In phase 2, the IKEv1 program negotiates with the SA for

IPsec. The SA of this second phase is called IPsec-SA. The proposal modifies

only the authentication process of phase 1.
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Figure 49. Design of the inter-device authentication middleware system

During the negotiation in phase 1, the IKEv1 program calls the authentication

module from the smart card ((A) in Figure 48 and Figure 49). The proposal em-

ploys “main mode“ as IKEv1’s phase 1 exchange [91]. Figure 50 shows the main

mode with signature authentication on the IKEv1 protocol. In the main mode,

the authentication module in the smart card generates a signature (SIG I for the

initiator, SIG R for the responder) from the device’s private key. Furthermore,

the authentication module sends the device’s PKC (CERT I for the initiator,

CERT R for the responder) from the smart card to the IKEv1 program. Thus,

the IKEv1 program can send them to the peer IKEv1 program. Consequently,

the devices can authenticate each other based on the production-level identity in

the smart card, and establish the IKE-SA. After establishing the IKE-SA, the

IKEv1 program establishes the IPsec-SA by executing the conventional exchange

in phase 2. The IKEv1 program stores the IPsec-SA parameters onto the SAD

(Security Association Database) [98] in the Linux kernel. Finally, the communi-
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Figure 50. Main mode with signature authentication on IKEv1 protocol

cation channel between the two devices will be protected by IPsec.

5.10 Implementation

This section shows the prototype implementation of the proposal.

5.10.1 Novel Smart Card Software for Device Security

This section shows the prototype implementation of the smart card software de-

scribed in section 5.9.1. It works on a Gemalto Cyberflex Access e-gate 32k

smart card and an Gemalto e-gate token connector as a smart card reader. The

proposed smart card software employs the Java Card API 2.1.1. The proposal

utilizes the smart card as a small USB device, as shown in Figure 51. The Java

applet running on the smart card includes the following functions: an authenti-

cation module based on the device’s identity, an authorization module based on

the ownership information related to the device, and a security policy module to

configure the middleware system.

5.10.2 Configuration Tools for the Smart Card

This section shows the prototype implementation of the initialization tool and

the personalization tool. They are Java programs running on a Linux operating

system. Figure 52 shows the initialization tool’s GUI. Firstly, the manufacturer

inserts a smart card with an initial state into a reader, and inputs an administrator
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Figure 51. Smart card as a USB device

PIN. The initialization program generates an RSA key pair in the smart card,

and reads the public key from the smart card. The manufacturer can input the

device serial number and the manufacturer’s information using the GUI. The

expiration date for the smart card can be enabled as the X.509 PKC’s expiration

date. Lastly, the manufacturer can store the device’s X.509 PKC and the trust

anchor CA’s PKC onto the smart card.

Figure 53 shows the personalization tool’s GUI. The personalization tool al-

lows the storage of the device’s AC, the ACL and a trust anchor AA’s PKC. A

user that purchases the product first inserts the smart card into a reader, and

executes the personalization tool with an owner PIN on the PC. The user can

then input her or his attribute (nickname for ownership information), and can

store the attribute as an AC. The user can also input ACL entries in text format

using a GUI. Finally, the AC, the ACL and the trust anchor AA’s PKC can be

stored onto the smart card. This step is the ownership acquisition operation for

the device.

5.10.3 Inter-Device Authentication Middleware System using IKEv1

and IPsec

Table 12 shows the software used with the middleware implementation described

in section 5.9.3. USAGI [110] is for the implementation of an IPv6 protocol stack

with an IPsec function on the Linux platform. The prototype implementation

employs the USAGI ’s IPsec to secure the communication between the devices.
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Figure 52. Initialization tool for the smart card

Racoon [111] is the proven and major implementation of the IKEv1 protocol.

The proposal currently employs the IKEv1 protocol. To employ the new IKEv2

protocol [112], the developer has to modify an IKEv2 program to call the authen-

tication module from the smart card. However, the modification of the IKEv2

program is simple, because it just requires replacing the digital signature func-

tions with the smart card functions. Our implementation employs the 1024-bit

RSA-SHA1 signature/verification algorithm supported by the smart card. The

prototype implementation utilizes setkey [111] program as an IPsec policy man-

agement program to add, update, dump, or flush the SAD and the SPD entries

in the Linux kernel. Our implementation extends the functions of the setkey pro-

gram to load the IP security policy from the smart card. This process is only

executed during the Linux box start-up. The prototype implementation employs

the PCSC-Lite library [113] to utilize the smart card reader on the PC platform.

5.11 Performance Measurement

This section shows the results of the performance measurement of the authenti-

cation middleware system shown in section 5.10.3. Table 13 shows the hardware
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Figure 53. Personalization tool for the smart card

specification of the Linux boxes. The measurement utilizes two Linux boxes with

a configured smart card and deployed the middleware. Table 14 shows the re-

spective processing times of the basic smart card functions used by the modified

IKEv1 program. First, loading the device’s X.509 PKC from the smart card

corresponds to loading the device’s PKC from the smart card by the connecting

device in Figure 44. Next, creating a signature for the payload in phase 1 of the

IKE in the smart card corresponds to generating the digital signature by the de-

vice’s private key in Figure 44. The measurement employs a 1024-bit RSA-SHA1

signature algorithm. Table 15 shows a comparison between the proposed system

and the conventional system in total time of mutual device authentication. This

result expresses the total process time to establish a connection in phase 1 of IKE

while using the main mode with signature authentication as shown in Figure 50.

The total processing time to establish the connection during phase 1 of the pro-

posed IKEv1 program is 12.132 sec. The processing time includes the creation of

a signature (SIG I, SIG R in Figure 50) on the smart card (5.977 sec) twice for a

mutual authentication. Our implementation supports the caching mechanism for

the device’s X.509 PKC (CERT I, CERT R in Figure 50) at the IKE program

initiation. Therefore, the result of the proposed IKEv1 program does not include
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Table 12. Software used with the middleware implementation

Platform Linux (kernel 2.6.11)

IPv6/IPsec protocol stack USAGI

IKEv1 program racoon (ipsec-tools 0.5.1)

IPsec policy management setkey (ipsec-tools 0.5.1)

program

PC/SC library PCSC-Lite 1.2.9 beta 7

CCID driver ifd-egate-0.05

Table 13. Hardware specification of the Linux boxes

CPU Pentium M Processor 1.6 GHz

RAM 512 MB

Network 100Base-TX

the loading time of the device’s PKC.

5.12 Discussion

This section discusses three points: how to speed up the performance of the

prototype implementation; the analysis and improvements on this study; and

some PKI operational issues.

5.12.1 Performance Improvement

The current implementation of the proposed middleware is not fast (12.132 sec),

because most smart cards have only a slow processor and a small memory to allow

for secure tamper-resistant characteristics. Especially, the creation of a signature

usually takes a long time. To improve the performance of current implementation,

this dissertation proposes that the life time of the IKE-SA (i.e. the life time of

the phase 1) extend as long as possible for periods not insecure, for example,

about three days or one week. Our framework modifies only the authentication

function in the phase 1 of the IKE negotiation; the subsequent phase 2 of the

IKE is not modified and is fast enough. The authentication process of the IKE

is only needed for an initial contact between the two devices. Moreover, typical
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Table 14. Process time of the basic smart card functions

time [sec]

Load the device’s X.509 PKC (942byte) 8.477

from the smart card

Create signature for IKE phase 1 payload 5.977

in the smart card

Table 15. Comparison of the process time of IKE phase 1 exchange

time [sec]

Conventional IKEv1 program 0.673

Proposed IKEv1 program 12.132

appliances on a home network such as a TV and a PVR keep the same network

topology for a long time. Therefore, extending the life time of the IKE-SA will

help our implementation to speed up the normal communication in each of the

devices. This solution will provide enough security and performance for practical

use. Furthermore, the processing speed of the smart card hardware may improve

in the near future, and thus the processing time of our newly developed software

will also decrease.

5.12.2 Analysis and Improvements

In many conventional authentication systems, the relationship between the de-

vice’s identity and the owner’s identity is not considered. Some authentication

mechanisms described in section 5.2 guarantee only the single ownership of a

device. The proposed framework can distinguish clearly between the device’s

identity and its ownership information by using the PKI technology. In the pro-

posal, the ownership information (AC) is strongly associated with device identity

(PKC). It is based on PKI cryptographic techniques using trusted authorities of

each certificate and their authorized digital signatures. Therefore, the authenti-

cation and authorization processes can be achieved efficiently. Thus, this chapter

has proposed a framework that enables the verification of the ownerships of a de-

vice. This chapter has also shown a prototype implementation for an inter-device
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authentication middleware system using devices’ identities and an access control

method based on the ownership information.

This chapter employs a smart card to achieve original device security functions

based on the PKI technology. To employ the PKI technology, the proposal is

somewhat complex, so this dissertation has developed some configuration tools

to reduce the user’s burden in managing the smart card. An owner poses to be

able to operate the technology in spite of the complexity in the PKI. Further

improvements are needed to enhance both the ease-of-use and the security.

From the perspective of the practical operation, the current initialization tool

has the problem that it requires substantial manual inputs from the manufac-

turer. The proposal needs to integrate automated registration procedures for

high-volume manufacturing. In addition, the current personalization tool can ex-

ecute on a local machine only. To make the proposal more convenient, the system

needs to support a remote update mechanism for a device’s ACL on a smart card.

5.12.3 PKI Operational Issues

Having proposed a PKI-based inter-device authentication framework, The pro-

posal will have to solve certain PKI operational issues like the following in our

future work.

Multiple Manufacturer’s CA The proposal guarantees the device’s production-

level identity by using a PKC that is issued by the manufacturer’s CA. If

multiple manufacturers deploy proposed framework, then it must consider

the following solutions: (1) Each manufacturer has a common root CA.

The device stores the root CA’s PKC in the smart card. (2) Each device

stores all compatible CA’s PKCs in the smart card. Solution (1) would

require neutral organizations to guarantee the reliability of each manufac-

turer’s CA. These are operational issues. For example, VeriSign already

provides a device certificate service that supports a mechanism such as a

chain of trust management [114]. The proposal also has to consider an effi-

cient mechanism (1) to update an expired PKC via a network without the

physical smart card’s recovery, and (2) to check the revocation status of the

PKC, i.e. a mechanism like the CRL (Certificate Revocation List).
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Figure 54. Multiple owner’s AA

Multiple Owner’s AA The proposal guarantees the device’s owner-level at-

tributes (ownership information) by using the AC issued by the device

owner’s AA. If one owner’s device tries to connect to another owner’s de-

vice, then, without exchanging the AA’s PKC, the device cannot verify the

second owner’s AC and its attributes. If an owner brought the device to

a different unknown domain of AA, this would cause a problem. Figure

54 shows this problem. Possible solutions could be: (1) Each owner who

will connect to another owner’s devices has a root AA’s PKC shared with

friends, colleagues or members in another domain. (2) Each owner who will

connect to another owner’s devices stores all compatible AA’s PKCs in the

smart card. These are also operational issues, which we will consider in

future work.

5.13 Summary

This chapter has analyzed the existing device authentication mechanisms. A sin-

gle device has its device identity and is normally bound to a single owner identity

or to multiple owners’ identities. This chapter has therefore emphasized the im-

portance of a distinguishing and binding mechanism between a device and its

ownership information to realize practical inter-device authentication and autho-

rization. In conventional systems, it is not possible to handle a device’s identity

and its ownership information separately, especially with multiple ownerships.
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This chapter has shown an authentication and authorization framework for

an inter-device communication which supports distinguishing between, and bind-

ing, a device’s identity and its ownership information. The proposal provides

production-level the device’s identity authentication using the PKC, and an ac-

cess control mechanism based on the ownership information using AC. The own-

ership information (AC) is strongly associated with the device’s identity (PKC).

It is based on PKI cryptographic techniques using trusted authorities of each

certificate and their authorized digital signatures. Thus, the proposed framework

enables the secure verification of the relationship between ownership information

and device identity.

To realize the proposal, for the prototype implementation this chapter has

developed novel smart card software to store securely highly confidential data

such as a device’s private key, and to execute a digital signature function and

other functions. This chapter has also presented the authentication middleware

system using the proven IKEv1 protocol together with the proposed smart card.

The configuration tools’ purpose is to reduce the user’s PKI operation. This is the

first step towards the utilization of the framework. It is a fundamental mechanism

for inter-device authentication and authorization which will contribute to the

development of secure Internet-ready appliances and their middleware systems.

Next chapter presents more practical demonstration systems.
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6. Demonstration Systems of the Inter-device Au-

thentication and Authorization Framework

6.1 Introduction

Chapter 5 has presented the Inter-device authentication and authorization frame-

work that supports distinguishing between, and binding, the device’s identity and

the ownership information. This chapter shows some applications for actual home

appliances and presents the results of the demonstration experiments. Chapter

5 has shown the prototype implementation using the IKEv1 program. At first,

this chapter extends the prototype to the latest version of the IKEv2 (Inter-

net Key Exchange, version 2) protocol [112] in section 6.2. Next, section 6.3

presents the design of the demonstration system. The dissertation targets two

kinds of appliances: conventional home appliances without network functions and

the Internet-ready appliances. Section 6.4 gives the details of the implementa-

tion for the demonstration experiments. Section 6.5 presents the results of the

demonstration experiments. Section 6.6 concludes the chapter.

6.2 Handling the IKEv2 Protocol

Chapter 5 has presented the prototype implementation of the Inter-device au-

thentication and authorization framework using the IKEv1 program. This sec-

tion shows the prototype implementation using the latest version of the IKEv2

protocol. Version 1 of the IKE protocol was defined in RFC 2407, RFC 2408

and RFC 2409 [99][100][91]. The conventional IKEv1 protocol has 2 phases and

consists of some sub-protocols, so it has complex architecture. Therefore, the

conventional IKEv1 protocol has the problem that it is difficult to validate the

security by mathematical method [115]. Processes of the IKEv2 protocol is more

simplified than conventional IKEv1 protocol. The IKEv2 protocol has only 1

phase to establish CHILD-SA (formerly known as the IPsec-SA in the IKEv1

protocol).

Figure 55 shows the detail of the IKEv2 protocol. The IKEv2 protocol ex-

ecutes mutual authentication and the establishment of the IKE-SA in the first

and second exchanges. The IKEv2 protocol executes the establishment of the
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Mutual authentication

Figure 55. The IKEv2 protocol

CHILD-SA in the third exchange.

This section extends the following parts of the IKEv2 protocol. We do not

modify any standard procedures in the IKEv2 protocol.

• At the start-up time of the IKEv2 program, it loads the device’s PKC and

the trust anchor CA’s PKC from the smart card.

• The IKEv2 program (the initiator and the responder) sends the device’s

PKC as a CERT payload in the message (3) or (4).

• The IKEv2 program (the initiator and the responder) calculates the digital

signature using the authentication module API in each smart card. This is

an AUTH payload in the message (3) or (4).

• The peer IKEv2 program (the initiator and the responder) receives the

message (3) or (4). The IKEv2 program saves the received peer device’s

PKC onto the local disk.
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IR remote control
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Figure 56. Basic components of the demonstration systems

• The IKEv2 program (the initiator and the responder) first verifies the re-

ceived CERT payload in the message (3) or (4) (i.e. the peer device’s PKC)

using the trust anchor CA’s PKC. If the verification is successful then the

IKEv2 program verifies the AUTH payload in the message (3) or (4) using

the peer device’s public key. If the verification is successful, then inter-

device authentication is completed.

6.3 Design of Demonstration Systems

This section shows the design of the demonstration systems for the inter-device

authentication and authorization framework.

6.3.1 Basic Architecture

Figure 56 shows the basic components of the demonstration systems. The demon-

stration system employs a micro server to apply the framework to conventional

appliances. The micro server is a small Linux box and it also has an IC chip

(smart card). The IC chip has the target device’s PKC, the trust anchor CA’s

PKC, the ACs (the ownership information) and the trust anchor AA’s PKC. The

middleware system shown in section 5.9.3 is installed onto the micro server. The

demonstration system this chapter shows employs the IKEv2 program. Thus,

the micro server can execute inter-device authentication using the IKEv2 pro-

tocol and the device’s PKC. The micro server can control the target appliances

by the IR remote control function or the direct IP-based control function. This

98



CHAPTER 6 DEMONSTRATION SYSTEMS OF THE INTER-DEVICE
AUTHENTICATION AND AUTHORIZATION FRAMEWORK

IKEv2

UDP

HTTPMU HTTP

IP

UPnP

Discovery

UPnP

Control, eventing, description and 

presentation

HTTP SOAP

TCP

IPsecIP

Protected by IKE-SA

Protected by IPsec

Figure 57. Inter-device authentication and authorization framework and UPnP

framework

chapter presents the design of both methods. The rest of this chapter especially

describes in particular the detail of the authorization mechanism.

6.3.2 Demonstration System for Non-networked Conventional Home

Appliances

This section first shows the design of the demonstration system for non-networked

conventional home appliances. The demonstration system employs the IR remote

control to control the target appliance. The demonstration system also employs

the UPnP framework to control the appliance. We can utilize any framework to

control actual appliances other than UPnP. However, to show the versatility of

the framework, this chapter employs the UPnP protocol as a typical standard

home network protocol.

Figure 57 shows the relation between the inter-device authentication and au-

thorization framework and the UPnP framework. At first, the IKEv2 program

executes the inter-device authentication and establishes the CHILD-SA on both

micro servers. The communication channel of the IKEv2 protocol is protected

by the IKEv2 itself. This step establishes the IPsec communication channel and

completes the device authentication. Next, the control point terminal searches

for UPnP-aware devices in the local area network. In the UPnP framework, a
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user can control UPnP-aware devices using a special terminal called the con-

trol point. The search process is executed by the UPnP’s discovery protocol.

The discovery protocol is called SSDP (Simple Service Discovery Protocol). The

SSDP utilizes HTTPMU (Hypertext Transfer Protocol Multicast over UDP) and

HTTPU (Hypertext Transfer Protocol over UDP). The SSDP does not need pro-

tection methd because these messages have to be broadcasted. If the control

point finds a UPnP-aware device then the control point requests the service list

on the target UPnP device. The following messages are protected by IPsec. To

distinguish between the SSDP messages and other UPnP messages (the control,

the subscribed event, the description and the presentation), the demonstration

system utilizes the IPsec policy mechanism. Each message is distinguished by

the transport protocol. If the transport protocol is TCP then IPsec protects the

communication channel. If the transport protocol is UDP then IPsec does not

protect the communication channel. Thus, except for the SSDP messages, the

UPnP messages can be protected by IPsec. Chapter 5 did not show the details

of the authorization procedure except for the concept. The rest of this section

presents the details of the authorization procedure.

Figure 58 shows the details of the authorization procedure in the example of

the UPnP framework. The demonstration system employs the IR remote control

unit to control conventional appliances. This section describes the process flow of

the authorization procedure. Before the following processes, the demonstration

system assumes that an IKEv2 program completes the inter-device authentication

and retrieves the peer device’s PKC onto the local disk. The peer device’s PKC

should be verified by the trust anchor CA’s PKC in the authentication step. The

peer device’s PKC is used to verify the relation between the device’s PKC and

the ACs in the following step.

1. A UPnP program on the micro server receives a request to control the target

appliance. The peer UPnP program also sends the ownership as the AC to

the UPnP program.

2. The UPnP program verifies the digital signature of the AC by the trust

anchor AA’s PKC.

3. The UPnP program also checks the relation between the AC and the peer
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Figure 58. Details of authorization procedure in the example on UPnP framework

device’s PKC based on the subject DN field in both certificates.

4. After verification of the AC, the UPnP program retrieves the ownership

information (the string in the attribute field) from the AC and passes it to

the PDP program.

5. The PDP program decides the authorization result based on the request,

the ownership information and the ACL.

6. The PDP program returns the authorization result to the UPnP program.

7. The UPnP program executes the IR remote control program to control the

actual appliance’s function. If the PDP program returns “Allow” then the

PEP function does not do anything. If the PDP program returns “Deny”

101



CHAPTER 6 DEMONSTRATION SYSTEMS OF THE INTER-DEVICE
AUTHENTICATION AND AUTHORIZATION FRAMEWORK

Peer device s 

PKC

Peer ownership 

AC

Trust anchor

AA PKC

Web application

IKEv2 program

IC chip

Verification and

acquisition of 

ownership

ACL

PDP

Device s PKC

Messages from 

UPnP control point

Messages from

peer IKEv2 program

(1)

(2)

(3)

(4)

(5)

(6)

Target appliances

(7)

PEP

Micro server system

NIC

An appliance is attached 

to micro server 

via cross cable directly
192.168.1.0/24

Figure 59. Details of the authorization procedure in the example of IP-based

appliances

then the PEP program stops the control procedure and just returns the

error code.

In Figure 58, the demonstration system needs to implement the following

programs: the PDP program; the verification and acquisition program for the

ownership and the IR remote control program. Section 6.4 shows the details of

the implementation.

6.3.3 Demonstration System for IP-based Appliances

This section shows the design of the demonstration system for the IP-based appli-

ances. The dissertation calls an appliance with IP-based communication function
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Table 16. Hardware specification on the demonstration systems

Micro server Plathome’s Open Micro Server

(AMD Alchemy au1550 400MHz)

IR remote control unit BUFFALO’s PC-OP-RS1

IC chip Gemalto Cyberflex Access e-gate 32k

IC chip reader Gemalto e-gate token connector

Figure 60. Micro server with proposed IC chip

“IP-based appliance.” Figure 59 shows the details of the authorization procedure

on the example of the IP-based appliances. The IP-based appliance is attached to

the micro server by using a cross cable directly. The micro server this dissertation

employs has three physical ports of the Ethernet; therefore, one connector can be

used to connect to the Internet, and another connector can be used to connect to

the target appliance directly. This example includes a web application. The web

application displays the user interface to control the IP-based appliance and it

also delegates the request to the IP-based appliances. Thus, the web application

works as an application-level proxy program. Most parts of the authorization

procedure are the same as in section 6.3.2 except for the web application and the

UPnP program.
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Table 17. Software specification on the demonstration systems

OS Debian GNU/Linux 2.6.18

IPv6/IPsec stack USAGI

IPsec policy management setkey (ipsec-tools 0.6.6)

UPnP SDK Intel’s portable SDK for UPnP Devices 1.6.0

IKEv2 daemon racoon2-20070720a

IR remote control usbserial.ko, ftdi sio.ko

PC/SC library PCSC-Lite 1.3.2

CCID driver ifd-egate-0.05

6.4 Implementation

This section shows the prototype implementation of the demonstration systems

shown in section 6.3. This section first presents the hardware specification on

the demonstration systems in Table 16. Table 17 shows the software used with

the demonstration systems. Figure 60 shows the micro server system with the

IC chip and the USB token connector. The dissertation implemented the ver-

ification and acquisition program of the ownership and the PDP program as a

Perl script. To retrieve the attribute field from the AC, the program has to parse

the ASN.1 binary data. The PDP program parses the ACL and decides the au-

thorization result based on the obtained ownership information and the request.

The prototype implementation added the above parts to the UPnP program and

the web application. The PEP process is also implemented as a function in each

program. The UPnP service program is implemented using Intel’s SDK shown

in Table 17. The IR remote control program utilizes the IR control remote unit

(PC-OP-RS1) using the /dev/ttyUSB device directly. The web application works

as an application-level proxy and is implemented by using the PHP script. The

web application has the user interface to control the appliance.

6.5 Results in the Demonstration Experiments

The demonstration system deploys the appliances with the micro server and the

IC chip in the experimental network. Figure 61 shows the network configuration.

This section presents the two kinds of examples. The first example controls the
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Figure 61. Network configuration for demonstration experiments

TV device, and the second example controls the IP-based security camera. The

demonstration experiment also utilizes a special demonstration terminal. The

demonstration terminal works as a control device. We assume that the terminal

is the a small mobile device such as a PDA or a cell phone. To demonstrate the

operation flow on the connecting device, the demonstration utilizes the PC as

the demonstration terminal. The demonstration terminal runs the same software

with the micro server system.

6.5.1 Preparations for the Demonstration

For the demonstration, we have to set up the IC chip. We can initialize the IC

chip using the initialization tool. In the demonstration, the initialization process

is done not by the manufacturer but by the demonstrator. Next, we have to set

up the ownership information using the personalization tool. When the set up

process is completed, we attach the IC chip to the micro server. At this point,

the IC chip must have a device’s identity (the device’s PKC), the ownership (the

ACs), the trust anchor CA’s PKC, the trust anchor AA’s PKC and the ACL. We

have to set up three IC chips for the IP-based security camera, the TV device

and the demonstration terminal at this time.
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6.5.2 Demonstration 1: The TV device

Figure 58 shows the demonstration system to control the conventional non-

networked home appliance. The micro server for the TV device and the demon-

stration terminal run the IKEv2 program for inter-device authentication. The

micro server for the TV device runs the UPnP service program. The demonstra-

tion terminal runs the UPnP control point program. The control point program

is simply modified to transfer the ownership information as the AC. Both UPnP

programs are extended as described in section 6.4. Figure 62 shows the micro

server system with the IR remote control unit.

Figure 63 shows the demonstration experiments of the TV device. Figure 64

shows the screenshot of the demonstration terminal. The demonstration terminal

has the ownership “HiranoPDA” as the AC. The TV device has the ACL shown in

Figure 65. The demonstration experiment utilizes the generalized UPnP control

point software written in Java.

In the demonstration, at first, both IKEv2 programs establish the IPsec con-

nection using each IC chip’s function. Next, the UPnP control point program

on the demonstration terminal connects to the TV device. The demonstration

terminal sends the appropriate AC to the TV device. The UPnP program on the

TV side receives the controlling request and executes the access control based on

the ACL and received ownership. If the request is not authorized then the UPnP
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Figure 63. Demonstration experiments of the TV device

service program just returns the error code to the control point. If the request

is authorized then the UPnP program invokes the IR control program and ac-

cesses the actual appliance’s functions. The demonstration system can execute

the following commands: PowerOn, PowerOff, IncreaseChannel, DecreaseChan-

nel, IncreaseVolume and DecreaseVolume.

6.5.3 Demonstration 2: The IP-based Security Camera

Figure 59 shows another demonstration system to control the IP-based appliance.

The demonstration system employs the Panasonic BB-HCM110 security camera.

Figure 66 shows the actual demonstration system for the IP-based security cam-

era. The micro server for the security camera and the demonstration terminal

run the IKEv2 program for the inter-device authentication. The micro server for

the security camera runs the web application. The demonstration terminal runs

a regular web browser application.

In the demonstration, at first, the demonstration terminal sends the own-

ership as the AC to the security camera. Figure 67 shows a screenshot of the

demonstration terminal. When the demonstration terminal connects the secu-

rity camera for the first time, the IKEv2 programs on both micro servers begin

to negotiate the CHILD-SA and establish the IPsec connection. Until the IPsec

connection is established, the request is blocked. Therefore, at the initial request,

the web browser shows the “Connection Interrupted” error. After the establish-
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Figure 64. Screenshot of the demonstration terminal

ment of the IPsec connection, the web browser can display the user interface of

the security camera.

Figure 68 shows the ACL in the security camera. The request from the

demonstration terminal with the ownership “HiranoPDA” can complete all re-

quests. However, the request from the demonstration terminal with the ownership

“TanakaPDA” can complete only “ViewPicture.” The “TanakaPDA” cannot ac-

cess other functions on the security camera. Figure 69 shows the screenshot of the

result of the access control mechanism. The demonstration system can control

the following operations: ViewPicture, TiltUp, TiltDown, PanRight, PanLeft,

DefaultBrightness, Darker and Brighter.

6.6 Summary

A traditional security mechanism like TLS is still useful for inter-device commu-

nication. However, the characteristics of the inter-device communication require

some novel security mechanisms. Therefore, this dissertation has introduced a

novel inter-device authentication and authorization framework. This chapter has

especially presented the actual security surveillance systems to illustrate the us-

ability of the proposed inter-device authentication and authorization framework.
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Deny from All;
Allow ”PowerOn” from ”HiranoPDA”;
Allow ”PowerOff” from ”HiranoPDA”;
Allow ”IncreaseChannel” from ”HiranoPDA”;
Allow ”DecreaseChannel” from ”HiranoPDA”;
Allow ”IncreaseVolume” from ”HiranoPDA”;
Allow ”DecreaseVolume” from ”HiranoPDA”;

Figure 65. ACL in the TV device

IP-based camera

Cross cable

Micro server

Figure 66. Demonstration system for the IP-based security camera
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Figure 67. Screenshot of the demonstration terminal

Deny from All;
Allow ”ViewPicture” from ”HiranoPDA”;
Allow ”ViewPicture” from ”TanakaPDA”;
Allow ”TiltUp” from ”HiranoPDA”;
Allow ”TiltDown” from ”HiranoPDA”;
Allow ”PanRight” from ”HiranoPDA”;
Allow ”PanLeft” from ”HiranoPDA”;
Allow ”DefaultBrightness” from ”HiranoPDA”;
Allow ”Darker” from ”HiranoPDA”;
Allow ”Brighter” from ”HiranoPDA”;

Figure 68. ACL in the IP-based security camera
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Figure 69. Result of access control on the IP-based security camera
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7. Discussion

7.1 The Improvements

Chapter 4 shows an extension method of a network layer’s security mechanism for

user applications. The proposed UADB mechanism extends the network layer’s

security mechanism to handle the user entity and the service entity for the au-

thentication and authorization. Figure 70 shows the improvements in the pro-

posed UADB mechanism. Conventional IKEv1 program has mutual host-based

authentication and host-based VPN functions. Proposed UADB mechanism has

extended the following functions: (1) a user authentication mechanism, (2) a vir-

tual session mechanism, and (3) a user ID-based authorization mechanism. The

UADB mechanism achieves the user authentication function to extend ISAKMP

payloads in IKEv1’s phase 1 exchange. Figure 71 shows the concept of proposed

virtual session mechanism. The virtual session mechanism enables a mapping

between user ID and socket-pairs.

XAUTH (Extended Authentication within IKE) is an expired Internet Draft

in IETF. XAUTH mechanism simply adds a user authentication function after

conventional IKEv1’s phase 1 exchange. XAUTH is typically used for user au-

thentication on the remote access VPN. Although XAUTH cannot distinguish

each user on the same host, the proposed UADB mechanism has virtual session

mechanism. Thus, although XAUTH cannot be used for user applications, pro-

posed UADB mechanism can be used for user applications. IKEv2 specification

[112] also describes extended user authentication method using EAP (Extensible

Authentication Protocol). EAP also does not distinguish each user on the same

host. Therefore, IKEv2 with EAP cannot be used for user applications directly.

In summary, IPsec system with the proposed UADB mechanism can support user

applications by using its virtual session mechanism.

Chapter 5 presents a novel security mechanism for the inter-device communi-

cation paradigm using proven network layer’s security protocols, IPsec protocol

and IKEv1 protocol. To show the usability of the proposal, the dissertation ap-

plies proposed inter-device authentication and authorization framework to UPnP

framework in chapter 6. Figure 72 shows the improvements in proposed inter-

device authentication and authorization framework. The proposal defines own-
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Figure 70. Improvements in proposed UADB mechanism

ership entity associated with device’s ID. The dissertation expresses the device’s

ID as a public key certificate and the ownership as an attribute certificate. The

inter-device authentication and authorization framework guarantees the relation

between device’s ID and ownership based on PKI. Although the inter-device au-

thentication and authorization framework does not support virtual session mech-

anism like UADB mechanism, the proposed framework can achieve authorization

based on the ownership.

The UADB mechanism adds the virtual session mechanism to conventional

IPsec system. Therefore, UADB-extended IPsec system can be used as another

transport security mechanism like TLS. On the other hand, the inter-device au-

thentication and authorization framework does not add the virtual session mech-

anism. The inter-device authentication and authorization framework leaves the

session management to each application’s care. However, both mechanisms can

achieve the access control based on the user’s identity or ownership. As de-

scribed above, this dissertation has shown two kinds of extension methods of a

network layer’s security mechanism. Both mechanisms improve granularity of

authentication and authorization. Although a conventional IPsec system can
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Figure 71. Proposed virtual session mechanism

only handle the host (i.e. device) entity, both proposals can additionally handle

user/service or ownership entity. The UADB mechanism binds a session and a

user/service. The inter-device authentication and authorization framework em-

ploys typical attribute-based approach using attribute certificate.

Thus, this dissertation has compared two kinds of security mechanisms. The

UADB mechanism is well suited to conventional human-controlled devices like

PC. However, the inter-device authentication and authorization framework can

delegate the ownership to the agent process on the device. Therefore, the inter-

device authentication and authorization framework is well suited to autonomously-

controlled devices. The inter-device authentication and authorization framework

can meet the requirements for security mechanism on the inter-device communi-

cation paradigm shown in section 1.5.

7.2 Life Cycle Management for Device’s ID and Ownership

This section discusses life cycle management for a device’s ID and ownerships.

Figure 73 shows the life cycle of a device. At the production phase, the manu-

facturer registers the device’s ID on the IC chip. The device’s ID is represented

by a pair of a private key and a PKC. Figure 74 shows the composition of the

IC chip. The PKC includes the production number, the model number and the

vendor information etc. This information is stored in the Subject DN field of the

PKC. The manufacturer can also register some trust anchor CA’s PKC on the

IC chip in the production phase. The private key and certificates are treated as
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Figure 72. Improvements in proposed inter-device authentication and authoriza-

tion framework

persistent data, which cannot be changed after the production phase. After the

user purchases the product, the user first personalizes the IC chip of the product.

At this personalization phase, the user registers the AC as her or his ownership

and the ACL on the IC chip. As a result, the product will be able to utilize the

ownership in inter-device communication. The ownership and the ACL are user-

defined variable data. A typical user’s AA issues many ACs because a typical

user has many devices. The user can renounce ownership of the intended device

to remove her or his AC from the IC chip.

In an actual environment, devices can be leased, resold and transferred. In

such a case, previous ownership information that is represented by AC and ACL

has to be deleted from the IC chip. If previous owner leaves her or his private

information on the IC chip, the next owner can misuse the previous owner’s rights.

If the owner lends a device such as mobile phone to her or his friend for short

time, it might be used with original ownerships. In such case, the friends can

use the owner’s device with the original rights. As described in section 5.9.1, an

owner PIN is needed to update ownership and ACL. Therefore, the owner PIN
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Figure 73. Life cycle management for devices

also has to be initialized for the next owner. At the disposal phase, the last owner

has to delete the ownership and ACL to prevent misuse.

If the device is stolen then the user must take one of the following actions: (1)

the user’s AA issues a new CRL for the stolen device’s AC and stores the CRL

on all other devices, and (2) the user revokes her or his AA’s PKC and makes

new AA. The new AA issues all other devices’ ACs again and stores them on

all devices. A typical AC has a shorter lifetime than a PKC. The dissertation

recommends that the user has to make an AC with a short life time of about a

few months. As a result, a stolen device can only be used in a limited period

thus containing the damage. The CRL for a manufacturer’s CA is not needed in

normal conditions. However, if a manufacturer’s CA is attacked and its private

key is stolen then the manufacturer has to issue a new CRL to revoke the CA’s

PKC. The manufacturer has to update all related devices with the CRL. To

prevent all devices’ IDs from becoming invalid, the manufacturer should install

some backup devices’ IDs and trust anchor CA’s PKCs issued by different backup

CAs. Moreover, to update many IC chips efficiently, a new network-based update
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Figure 74. Device’s identity and ownership

mechanism for the IC chip is needed. If a user’s AA is attacked and its private

key is stolen then the user has to revoke her or his AA’s PKC and make a new

AA. The new AA issues all devices’ ACs again and stores them on all devices.

7.3 Problem of Hardware Performance

This section discusses problems of hardware performance. Okabe et al. [13] show

a specialized security mechanism for the BA system. They show performance

problems on public key cryptography like RSA for low-performance devices. A

typical sensor device in the BA system can not handle public key cryptography

with its limited hardware. For example, a current typical sensor device has only

512KB ROM, 512KB RAM and 8-16bit MPU. It does not have a non-symmetric

cryptographic coprocessor. They intend to introduce an IP-based control network

to a conventional BA system. Therefore, they propose novel security architecture

for the BA system based on IPsec and KINK (Kerberized Internet Negotiation

of Keys), not IKE. Typical IKE negotiation needs public key cryptography to

exchange keys. They show authentication and key exchange methods for IPsec

without public key cryptography. BACnet [11] supports symmetric cryptogra-

phy like DES. However, it does not support non-symmetric key cryptography like

RSA. LonWorks [12] supports only simple server authentication. As described

above, security mechanisms for the BA system have some problems because of
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its limited hardware performance. This dissertation shows an inter-device au-

thentication and encrypted communication mechanism based on IPsec and IKE.

The dissertation proposes novel software running on the smart card with a non-

symmetric cryptographic coprocessor. A tamper-resistant device such as a smart

card with a coprocessor is still expensive and it has limited performance for public

key encryption. However, it is a reasonable choice to implement public key cryp-

tography on resource-limited embedded devices. However, the proposal is still

dependent on the original hardware performance because IKE executes other non-

symmetric cryptographic operations like DH (Diffie-Hellman) exchange. On the

other hand, Potlapally et al. show a high-performance IPsec execution method

on resource-constrained embedded processors [116].

A current typical home appliance has 512KB ROM, 16-32KB RAM and 8-

16bit MPU. Most home appliances do not have coprocessors for public key cryp-

tography. Therefore, it has the same performance problem on the BA system.

Currently, there are a large number of TRON-based home appliances [117]. Saka-

mura et al. showed the eTRON architecture for E-commerce in 2001 [118]. They

introduce a novel tamper-resistant IC chip for TRON devices, which is used for

E-commerce transactions. The eTRON is provided in the form of a smart card or

an IC chip with 8-32 bit MPU. The eTRON supports both contact type interfaces

defined by ISO7816 and non-contact type interfaces defined by ISO14443. The

eTRON also supports PKI functions. However, the eTRON does not support the

separation of ownership and a device’s ID as this dissertation proposes.

Embedded devices in current vehicles have more powerful and reliable 32 bit

RISC processors. These processors can process public key cryptography and other

cryptographic functions like symmetric key encryption or hash. Typical vehicles

do not have tamper-resistant secure storage, which is used to store the vehicle’s

ID and other private data. Therefore, future vehicles will need some specialized

processors and memory for security purposes.

Other extremely resource-constrained devices such as sensor nodes need other

security mechanisms to establish secure communication. Public nodes usually do

not need strict security mechanisms. However, some kinds of private nodes need

security mechanisms. These resource-constrained devices can employ a proxy-

based approach to reduce the workload of cryptographic operations. However, a
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Bob s trust anchor 
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Figure 75. Simple group management method for devices

typical sensor network is not suited for a PKI-based security mechanism because

it is difficult to manage a large number of sensor nodes by CA. A sensor network

with resource-constrained hardware needs different security mechanisms.

7.4 Collective Operations

This dissertation has shown a novel security mechanism for an inter-device com-

munication paradigm. Figure 75 shows a simple group management method for

multiple users’ devices. In this example, Alice has three devices with her AA’s

PKC. Bob also has three devices with his AA’s PKC. If one device of them has

both AAs’ PKCs then the device can be controlled by both Alice’s device and

Bob’s device. This group management method is achieved by the proposed mul-

tiple ownerships model shown in section 5.4.

Figure 75 shows a more practical group management method based on a tree-

structured AA. In this example, there are four users with each trusted domain,

which is defined by each user’s AA’s PKC. If all four users share some public

devices, the shared devices have to have all four AAs’ PKCs. If the number of

users is N then the shared device needs N AAs’ PKCs. It is not efficient for most

large organizations. To improve its management cost, the proposal can employ
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Figure 76. Group management method based on tree-structured AA

a tree-structured AA. The shared devices have to have only the root AA’s PKC.

If the shared device receives the request from each user’s device then the shared

device first verifies each received user’s AA’s PKC by the root AA’s PKC. If the

verification is successful then the shared device trusts each received user’s AA’s

PKC. Next, the shared device verifies the received AC by the AA’s PKC, which

is verified in the previous step. If all verifications are successful, then the shared

device can trust the received AC’s ownership. As a result, the shared device can

control requests based on each user’s ownership. This group management method

also enables authorization based on domain information. For example, the shared

device can trust Dave’s trusted domain, which includes all of Dave’s devices.

To verify tree-structured AAs, the shared device has to obtain the latest CRL

from the organization’s repository. The CRL can manage the revocation status

for each user’s AA’s PKC. If Alice quits the company then the company’s root

AA has to issue a new CRL for her AA’s PKC. The shared device can also employ

a DRL (Device Revocation List), which is issued by the organization’s root AA.
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Figure 77. Example application in inter-vehicle communication

The DRL can manage a list of devices’ IDs to be revoked in the organization. If

Bob has his device stolen then he has to declare the device’s ID to the organization

and the device’s ID is listed on the DRL. As mentioned above, the inter-device

authentication and authorization framework can be utilized systematically for

device group management.

7.5 Example Applications of Inter-device Authentication

and Authorization Framework

This dissertation shows a demonstration system for a TV device and security

camera in chapter 6. This section shows more practical applications for future

inter-device communication. Figure 77 shows an example application in inter-

vehicle communication. This example is the most basic usage of inter-device

authentication. Each vehicle has its own vehicle’s ID (i.e. private key and PKC)

and manufacturer’s trust anchor CA’s PKC. This trust anchor CA’s PKC can

be installed in the production phase. A vehicle receives information only from

trusted vehicles, which are verifiable by the trust anchor CA’s PKC. A vehicle

does not receive information from untrusted vehicles, which are not verifiable by
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Figure 78. Example application in vehicle’s sensor data collection

the trust anchor CA’s PKC. To achieve this method securely, the vehicle’s ID

must be protected from identity-theft by a strong physical security mechanism.

Figure 77 shows an example application for a vehicle’s sensor data collection.

Each vehicle sends sensor data to a trusted traffic authority machine. First, a

vehicle and a traffic authority machine authenticate each other. If both the vehi-

cle and authority machine can verify each ID using each trust anchor CA’s PKC,

then the vehicle and the machine can establish a trusted encrypted communica-

tion channel. Next, the traffic authority machine sends its own AC to the peer

vehicle. The vehicle verifies the received AC by the trust anchor AA’s PKC. If

the verification is successful then the vehicle can authorize the request from the

traffic authority machine. If verification fails then the request is just ignored. In

this example, each vehicle’s owner can protect her or his vehicle’s private sensor

information from an attacker. If the vehicle’s owner does not care about public

viewing of its sensor data, the owner just deletes the ACL and trust anchor AA’s
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PKC issued by the traffic authority.

Figure 77 shows an example application for a BA system. The first floor’s

administrator installs the AA’s PKC issued by the governmental emergency in-

formation distribution center on the first floor’s controller. If the first floor’s con-

troller receives emergency information about an earthquake, for example, then

the controller can operates the disaster prevention system automatically. In this

case, the controller authorizes the access based on the government-issued AA’s

PKC. Of course, emergency information is also distributed by broadcast. If the

broadcasted information has a digital signature then the controller can verify its

validity. In either case, the controller has to keep the trust anchor AA’s PKC

distributed by the government secure. In the second case, the second floor’s ad-
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ministrator installs the AA’s PKC issued by a power company. The office and the

power company have a special contract about power consumption. If the power

company has to limit the power supply in the summer season, then the power

company can send a power-saving request to controllers in contracted offices. The

controller can authorize the power-saving request based on the received AC, the

power company’s AA’s PKC and ACL. An attacker cannot access each controller

because the attacker’s machine does not have a valid AC.

7.6 Example Application among Heterogeneous Systems

Figure 80 shows bridging architecture among heterogeneous systems. Each object

such as a vehicle, BA subsystem and home network has its own closed network

based on each specific protocol. Each object has at least one gateway device

that can connect to the Internet. The gateway devices can make the inter-device

networking system this dissertation proposes. Each closed network is constructed

on specific protocols like DSRC, BAnet and LonWorks. The gateway device can

connect to the Internet and it would employ a conventional TCP/IP system.
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Figure 81 shows an example application among heterogeneous systems. In

this example, all gateway devices of the vehicle, the BA subsystem and the home

network have the owner’s AC and the owner’s AA’s PKC. Thus, all devices are

personalized by the owner. When the vehicle arrives at home, the condominium’s

BA subsystem and the vehicle authenticate each other automatically. The BA

subsystem authorizes the request from the vehicle based on the received AC. If

the request is authorized, then the BA subsystem operates the garage controller

to raise the door. The BA subsystem can also change the mode of the security

controller. The BA subsystem sends the arrival message to the home gateway.

The home gateway and BA gateway authenticate each other automatically. The

home gateway can authorize the request from the BA subsystem based on the
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received AC. When the home gateway trusts the BA subsystem’s message, then

the home gateway operates air conditioners, lights and the TV device automati-

cally. If the owner has a small wearable wireless controller, then she or he would

operate these systems naturally.

7.7 Future Direction

This chapter shows some future directions for the proposed inter-device authen-

tication and authorization mechanism. Future networks will consist of a large

number of non-PC networked devices. Although some kinds of distributed de-

vices have limited memory and processors, a large number of distributed devices

have the potential to be used for grid computing. These distributed devices also

have to have a security mechanism with characteristics suited for grid computing.

On the other hand, the proposal can apply to some sort of DRM system. Figure

82 shows the GIS (Geographical Information System) company and the vehicle
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that is subscribing to the GIS company’s data. At first, the vehicle’s owner pur-

chases a subscribing right as AC and installs the purchased AC on the vehicle.

As a result, the vehicle will be able to access to the GIS company’s server. This

example employs the AC to transfer the right for the GIS company to the device.

There are many methods to acquire ownership of the device. The simplest

method is password-based authentication. A user inputs a password on a device’s

screen and she or he can acquire ownership of the device. Biometrics is also an

effective method to improve security. A wireless wearable token is a more sophisti-

cated method to acquire ownership of the device. The latest vehicles have already

employed this kind of wireless ignition key system. This authentication method

is based on the user’s presence and is a more natural method than inputting a

password. On the other hand, there are many authorization methods other than

the attribute certificate and the ACL. We also have to consider a more secure

and efficient authentication and authorization mechanism for a future inter-device

communication system.

7.8 Open Issues

This section summarizes some open issues related to the proposal.

• The dissertation has shown a demonstration system using a micro server

with the proposed IC chip. However, we have to downsize the entire system

for practical use.

• The current implementation employs a commercially available general-purpose

smart card. In future work, we should consider developing specialized em-

bedded hardware with tamper-resistant characteristics.

• We need a remote configuration mechanism for the IC chip. The current

implementation requires removing and inserting the IC chip. We should

achieve remote update of the ownerships and ACL. We should consider a

more efficient and user-friendly mechanism.

• The current implementation only supports a simple syntax of ACL. We can

support other security policy mechanisms such as Type Enforcement and
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Chinese Wall policy. We should support pluggable access control modules.

A policy language like XACML can write more flexible access control rules.

• The PKI issues were described in section 5.12, section 7.2 and section 7.4.

We should support multiple manufacturers’ CAs and multiple owners’ AAs

through an efficient method. We have to handle the revocation and recovery

of certificates appropriately.

• We should support a group management mechanism for devices. To achieve

group management for devices, we can employ both multiple ACs and tree-

based AA architecture described in section 7.4.

• The proposal needs a template mechanism to make user-defined access con-

trol rules. The manufacturer has to publish an ACL template that defines

user-configurable rules, the number of registerable ACs etc.

• For a large number of devices in the organization, the proposal needs a

remote management mechanism for distributed devices.

• The current implementation supports only an ownership-based access con-

trol mechanism. We have to support a device’s ID-based access control. We

also have to support access control based on a combination of a device’s ID

and ownerships.

• This dissertation employs PKC and AC to express a device’s ID and own-

erships. In future work, we also have to consider another mechanism to

achieve the distinguishing and binding of this relation efficiently.
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This dissertation has first introduced a new paradigm for inter-device communica-

tion and discussed security problems that need to be solved. This dissertation has

shown the following requirements for the security mechanism of the inter-device

communication paradigm: (1) authentication and authorization in a distributed

environment, (2) separation between a device’s ID and other attributes, (3) asso-

ciation between a device’s ID and the attributes, (4) ID protection on distributed

devices, and (5) independence from applications and implementations.

This dissertation has mainly presented the following two contributions. First,

this dissertation has demonstrated a new attempt to apply the conventional net-

work layer’s security mechanism to user-level applications. IPsec protocol is the

representative network layer’s security mechanism to protect network traffic. IKE

protocol (both IKEv1 and IKEv2) works with IPsec and provides automatic key

exchange and mutual host authentication. A typical application of the IPsec

system is VPN service. The following problems restrict application of IPsec to

user-level applications: (1) IKE cannot authenticate a user and a service directly;

(2) IPsec cannot map each IP datagram to each user. Therefore, this dissertation

has proposed an extension method of a conventional IPsec system for user-level

applications. The proposed UADB mechanism especially achieves user authenti-

cation other than host authentication of the regular IKE protocol. The UADB

mechanism also provides a mapping mechanism between socket-pairs and a user,

which is called the virtual session. This dissertation has presented the proto-

type implementation for WWW service to show the usability of the proposal.

As a result, the prototype implementation has indicated that the network layer’s

security mechanism like IPsec can apply to user-level applications. This result

has also indicated the feasibility of the encrypted communication and the user

authentication for inter-device communication.

Next, this dissertation has presented a novel security model called the multiple

ownerships model. The proposed model defines a device’s ID and an ownership

explicitly. The device’s ID is expressed by the PKC and the ownership is ex-

pressed by the AC. The relation between the device’s ID and the ownership can

be verified by the cryptographic techniques of the PKI. This dissertation has also

proposed novel smart card software to store the device’s ID and the ownerships
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securely. This dissertation has shown the design and implementation of smart

card software, an initialization tool for manufacturers and a personalization tool

for users. The manufacturer can install the device’s ID on the smart card using

the initialization tool. The user can install the ownership and access control list

on the smart card using the personalization tool. The proposal is implemented by

a modified IKE program and the proposed smart card software. This dissertation

has shown the prototype implementation using both the IKEv1 and IKEv2 soft-

ware. The proposed system can provide: inter-device authentication based on a

device’s ID, inter-device authorization based on ownership, traffic confidentiality

and integrity service.

To show the usability of the proposed inter-device authentication and au-

thorization mechanism, the dissertation has presented practical demonstration

systems. The dissertation has integrated the inter-device authentication and au-

thorization middleware on a micro server. The micro server with the smart card

works as the security proxy for the target appliance. The demonstration system

can control the devices by the following methods: (1) conventional appliances can

be controlled by an IR-remote control unit; (2) appliances with a network function

can be controlled by the application-level proxy software and the bridged private

network between the target appliance and the micro server. This dissertation has

shown demonstration experiments for a TV device and a security camera in an

actual environment.

This dissertation has discussed life cycle management for devices, the hardware-

dependence problem, group management methods for devices, prospective future

applications and bridging architecture among heterogeneous systems.

In summary, this dissertation has demonstrated a new attempt to establish

a security mechanism for future networked devices in an inter-device communi-

cation paradigm. This dissertation has focused on the authentication and au-

thorization mechanism for the distributed devices and presented a novel security

model called the multiple ownerships model to distinguish the device’s ID and the

ownership explicitly. This dissertation has presented the design and prototype

implementation. Finally, this dissertation has shown the usability of the proposal

in demonstration experiments.
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