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Dynamic Software Birthmarks for Detecting

Software Theft*

Keiji Okamoto

Abstract

Today’s growth of open source software community has enabled rapid software
development by reusing available open source code. Meanwhile, a new type of
software theft - violating the license agreement by secretly reusing someone else’s
source code - has become a serious problem. Unfortunately, detection of such
type of software theft is very difficult because thieves do not release their source
code.

To detect a software theft, software birthmark has been proposed. A birthmark
is a set of unique and native characteristics of a program. Conventional software
birthmarks are effective for Java applications, but not effective for native machine
language applications. Java applications hold their source code characteristics,
and thus we can extract effective birthmarks easily. On the other hand, as for
machine language programs, different compilers and optimization options pro-
duce quite different binary code, and this makes us difficult to extract stable
birthmarks.

This dissertation proposes new software birthmarks using runtime API calls.
The proposed birthmarks are called “dynamic software birthmarks” since they
use runtime information of a program. It is expected that compilers do not change

execution order and frequency distribution of API Calls. Therefore, it is useful to

* Doctoral Dissertation, Department of Information Systems, Graduate School of Information
Science, Nara Institute of Science and Technology, NAIST-IS-DD0661204, August 23, 2007.
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extract dynamic software birthmarks from a machine code program for detecting
source code theft.

In the first experiment, we applied the proposed birthmarks to the same-
purpose applications. As a result, it was shown that an application and its
extended version have quite similar birthmarks, and that the applications that
are independently implemented possess significantly different birthmarks. The
second experiment showed that the proposed birthmarks achieve the strong re-
silience against the usage of different compilers and optimizations.

The experimental evaluation of the robustness against attacks have shown that
our birthmarks survive existing automatic program translators such as obfusca-
tors and optimizers, but messed up by an adversary’s manual attacks. Thus, we
proposed a new method to increase the robustness of our birthmarks, and we

confirmed its effectiveness by an additional experiment.
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Software Protection, Software Birthmark, Software Watermark, Software Obfus-
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STE-Ext - 1.0000 0.3960 0.3074 0.0191
Tuyutag - - 1.0000 0.7105 0.1157
TeaTime - - - 1.0000 0.0837
Mp3tag - - - - 1.0000
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s 0d200000000400on

Compilers Legend

IntelC++ 8.1.024_ev05(evaluation version) IntelC
Microsoft VisualC++ 6.0 Professional Edition SP6 VC6
Microsoft VisualC++ 7.0 O VisualStudio.NET 20020 VC7

gbobeduubbuodbboogobbooobbuooobboobboon
OoOob 100000004

o6 bodgdooobogg

Compilers and options || File size(bytes)
IntelC Debug 2,281,472
IntelC Release 913,408

VC6 Debug 1,699,960
VC6 Release 581,632
VCT7 Debug 2,113,536
VCT7 Release 577,536
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IntelC vVCeé vCr7

Debug | Release || Debug || Release || Debug || Release

IntelC Debug 1.0000 0.9492 | 0.9243 0.9492 || 0.9988 0.9492
IntelC Release - 1.0000 || 0.9392 0.9698 || 0.9492 0.9996
VC6 Debug - - || 1.0000 0.9392 || 0.9243 0.9392

VC6 Release - - - 1.0000 || 0.9492 0.9699
VCT7 Debug - - - - || 1.0000 0.9492

VCT7 Release - - - - - 1.0000
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08 00200:0000000000 (EXEFREQ)ODOODODOOOO

IntelC VC6 vCr7

Debug | Release || Debug || Release || Debug || Release

IntelC Debug 1.0000 0.9963 | 0.9966 0.9963 || 1.0000 0.9963
IntelC Release - 1.0000 | 0.9912 1.0000 || 0.9963 1.0000
VC6 Debug - - || 1.0000 0.9912 || 0.9966 0.9912

VC6 Release - - - 1.0000 || 0.9963 1.0000
VCT7 Debug - - - - || 1.0000 0.9963

VC7 Release - - - - - 1.0000
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