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Formal Models for XML Access Control
and Aspect-Oriented Programs
beyond Regular Languages”

[sao Yagi

Abstract

Recently, information systems including computer and network systems have
become quite large according to striking development of information technologies.
As systems using these technologies tend to be complicated, system designers of-
ten face unintended consequences of program execution. One of the solutions of
such problems is formal modeling of systems. Given a simple formal model of a
system, we can understand its complicated behavior more easily, and formal anal-
ysis and verification of the system become possible. In this thesis, we endeavor to
provide formal models for access control in XML databases and execution control
in systems based on Aspect-Oriented Programming (AOP). XML access control
and AOP are emerging areas that have received much attention from both re-
searchers and practitioners, and the models for them have not been established
yet. We model both systems based on formal language theory, which is simple
and many analyzing algorithms are known.

In Chapter 2, we propose a formal model for XML database access control
and define a static analysis problem for access control. Given an access control
policy and a query expression, static analysis determines whether the query does
not access any elements nor attributes that are prohibited by the policy. In
a related work, policies and queries were modeled as regular sets of paths in

trees. However, the model cannot accurately represent some policies. We model

* Doctoral Dissertation, Department of Information Processing, Graduate School of Infor-
mation Science, Nara Institute of Science and Technology, NAIST-IS-DD0361214, September
8, 2006.



both a policy and a query as tree automata, and a policy is provided with two
alternative semantics; AND-semantics and OR-semantics. We investigate the
computational complexities of the static analysis problems in AND-semantics and
OR-semantics and show that they are solvable in quadratic time and EXPTIME-
complete, respectively. We show that our query model is sufficiently general by
showing that the expressive power of our model is strictly stronger than Neven’s
query automata. We also discuss a consistency problem of policies in schema
transformation of XML databases and show that the problem is decidable.

In Chapter 3, we propose A-LTS, a simple model of aspect-oriented programs,
based on labeled transition systems. The model is especially concerned with
the recursion of weaving advices, which is not considered in related works. We
investigate the expressive power of A-LTS and show that it is strictly stronger
than finite state machines and strictly weaker than pushdown automata (PDA).
Then we compare in detail the expressive power of A-LTS with a few subclasses
of PDA (or equivalently of context-free grammars): classes of deterministic PDA
and linear grammars. We also discuss the relationship between A-LTS and the
pointcuts of AspectJ, a well-known AOP language, and confirm that they can be
represented by A-LTS.

Keywords:

formal language theory, formal model, XML database, access control, tree au-
tomaton, aspect-oriented programming, labeled transition system, pushdown au-

tomaton
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Chapter 1
Introduction

Recently, information systems including computer and network systems have be-
come quite large according to striking development of information technologies.
As systems using these technologies tend to be complicated, system designers
often face unintended consequences of program execution. For example, the be-
havior of a system with exception handling is much complicated, and design-
ers seldom notice wrong control flows until the flows actually take place. In a
database with a large number of users, an access control policy may become
complex, and sometimes a user who should be prohibited from accessing specific
data in the database may unintentionally be allowed accessing them. One of the
solutions of such problems is formal modeling of systems. Given a simple formal
model of a system, we can understand its complicated behavior more easily, and
formal analysis and verification of the system become possible. In this thesis, we
endeavor to provide formal models for access control in XML databases and exe-
cution control in systems based on Aspect-Oriented Programming (AOP). XML
access control and AOP are emerging areas that have received much attention
from both researchers and practitioners, and the models for them have not been
established yet. We model both systems based on formal language theory, which

has the following advantages:
e Models based on formal language theory are simple and easy to analyze.

e Relationship between subclasses of formal languages has widely been inves-

tigated.



e Many algorithms such as boolean operations (union, intersection, comple-

ment on languages) and emptiness test are known.

For XML access control, we provide a model based on tree automata and discuss
a static analysis of an access control and its computational complexity. We also
show that the expressive power of our model is more general than Neven’s query
automata [27]. For AOP, we provide a model based on pushdown automata

(PDA) and compare the expressive power of our model with subclasses of PDA.

XML database access control XML is now becoming the de facto stan-
dard for data exchange format and is also widely used as a schema language
for database of structured documents (XML database). Since a schema defined
by XML is more complex than traditional database schema such as relational
database schema, a few query languages specialized to XML database are being
developed such as XPath [7] and XQuery [6]. Access control is one of the most im-
portant technologies for database security, and several models for XML database
access control have been proposed [5, 10, 17, 25]. Usually, an access control policy
(e.g., ‘a professor can read every record of student files,” and ‘a student can read
the record of her/himself only.”) is provided to a database management system
(DBMS) in advance. When a query is issued, DBMS checks whether the query is
valid for the access control policy. That is, DBMS determines whether the query
is accessing only the portion that the policy permits to access. If the query is
valid, then DBMS permits the access, and the query is aborted otherwise. In this
kind of runtime access control process, DBMS is required to determine whether
or not the access is granted by the policy whenever an element or attribute in an
XML database is being accessed, and this process sometimes brings non-negligible
overhead to DBMS. Static analysis, which decides whether a query is always valid
for (or always against) a policy without examining an actual database, is effec-
tive in overcoming this problem. For example, Murata et al. [25] have shown an
empirical results that 65% of the pairs of queries and policies does not require
runtime access check.

Especially for XML databases, Murata et al. [25] discuss the static analysis
problem that, given an access control policy AP, an XML schema S and a query
R, decides whether the query R is always valid for (or always against) the policy
AP in any XML databases conforming the schema S. In their setting, both



a policy and a query are given as XPath expressions and a schema is given as
a regular tree grammar (or equivalently, a tree automaton). Then, three finite
automata on strings are constructed by extracting regular expressions from these
XPath expressions and the tree automaton, and the static analysis problem is
reduced to the set-inclusion problem for regular string languages. They also
present experimental results on static analysis of XMark queries and show their
method is efficient and has enough scalability. They mentioned that they did not
use tree automata because decision procedures for tree automata need more time
and space complexity than string automata. However, using regular expression
as approximation of XPath expression and tree automaton loses information on
the structure of the original tree. For example, we cannot distinguish the first
son labeled with tag ‘a’ and the second son labeled with the same tag ‘a’ in the
regular expression approximation. A more concrete discussion is provided in the
following chapter.

In Chapter 2, we propose a static analysis method based on tree automata
theory. Both a policy and a query are modeled as tree automata, and a policy is
provided with two alternative semantics; AND-semantics and OR-semantics. We
investigate the computational complexity of the static analysis problem. We show
that our query model is sufficiently general by showing that the expressive power
of our model is strictly stronger than Neven’s query automata. We also discuss a
consistency problem of policies in schema transformation of XML databases and

show that the problem is decidable.

Aspect-Oriented Programming AOP is a new programming paradigm ad-
dressing the shortcomings of Object-Oriented Programming (OOP). OOP is not
always suitable for describing functions and operations that cannot be encapsu-
lated within a single class of objects (e.g., logging and synchronizing). These
functions and operations are called crosscutting concerns because they straddle
more than one class. AOP introduces a new module unit “aspect” for describing
a crosscutting concern as a single module. In AOP, any procedure describing a
crosscutting concern can be inserted into a specific execution point of a program.
Each execution point where a procedure can be inserted is called a join point,
and the inserted procedure is called an advice. When an advice is inserted into a

program, we say the advice is woven into a basic program. The set of join points



to which a specific advice should be connected is called a pointcut. An aspect
is a pair of an advice and a pointcut.

AQOP programs sometimes act contrary to a programmer’s intention because
aspects are tangled with a basic program. One direction to solve this problem
is the formal modeling of AOP programs. Several works on formal modeling of
AOP have been done; however, a simple, clear, and widely accepted formal model
has not been established yet.

In Chapter 3, we propose A-LTS, a simple model of aspect-oriented programs,
based on labeled transition systems. The model is especially concerned with
the recursion of weaving advices, which is not considered in related works. We
investigate the expressive power of A-LTS and show that it is strictly stronger
than finite state machines and strictly weaker than pushdown automata (PDA).
Then we compare in detail the expressive power of A-LTS with a few subclasses
of PDA (or equivalently of context-free grammars): classes of deterministic PDA
and linear grammars. We also discuss the relationship between A-LTS and the

pointcuts of AspectJ and confirm that they can be represented by A-LTS.



Chapter 2

Static Analysis using Tree
Automata for XML Access

Control

2.1 Introduction

In this chapter, we propose a formal model for access control of XML databases
and provide a static analysis method for XML access control based on tree au-
tomata theory. Static analysis determines whether a given query does not access
any elements nor attributes that are prohibited by a given policy, for reducing the
cost of runtime check made by DBMS. Following Murata et al. [25], we consider
the node level (or element level) fine-grained access control.

We first model both an access control policy and a query by tree automata
(TA), called a policy TA and a query TA, respectively. For this purpose, we
introduce a charged alphabet to distinguish permission/denial in a policy and
access/non-access in a query in a simple and uniform way. For simplicity, database
schema is not considered in this thesis: A schema defined by DTD or XML schema
can be represented by a tree automaton, and it is easy to incorporate a schema
as a part of a problem instance in our setting. Next, a static analysis problem
is defined based on the tree languages accepted by a policy TA and a query
TA. We introduce two alternative semantics, AND-semantics and OR-semantics.

Generally, an access control policy may contain conflicts, e.g., one rule says that



a student file is allowed to read while another rule says no [19, 16]. These two
semantics provide alternative conflict resolution strategies (if any conflict occurs
in a policy). Intuitively, a query is valid for a policy in AND-semantics if for every
tree t, every possible run of the query on t meets all the individual policies for ¢.
A query is valid for a policy in OR-semantics if for every tree ¢, every possible run
of the query on t meets one of the individual policies for ¢. Finally, we investigate
the computational complexity of the static analysis problem and show that the
problem in AND-semantics is solvable in square time while the problem in OR-
semantics is EXPTIME-complete. Also we discuss the generality of the proposed
model of query by comparing it with Neven’s two-way query automata [27] and
show that the expressive power of our model is strictly stronger than Neven’s
one.

Next, we discuss a consistency problem of policies in schema transformation
of XML databases. Let t be an instance of a schema S and t’ be an instance of
a schema S’ obtained from t by schema transformation. Also let P and P’ be
a policy for S and one for S, respectively. The problem determines whether P’
protects all the information in ¢’ that P protects in t. The statement “P’ protects
all the information in ¢’ that P protects in t” means that if an access instance 7
for ¢ that is prohibited by P (i.e. 7 is not valid for P), then an access instance
7/ for ¢’ that is equivalent to 7 in some sense is prohibited by P’. We define the

consistency problem based on tree transducers [9] and show that it is decidable.

Related Works Several access control models for XML databases have been
proposed [5, 10, 17, 25] but static analysis has not been discussed except Mu-
rata et al. [25]. Our model has two alternative semantics (AND-semantics and
OR-semantics) for a database administrator to choose an appropriate conflict res-
olution strategy according to the database under consideration. For a traditional
database, more sophisticated conflict resolution methods are proposed [19, 16].
The static analysis problem discussed in this chapter can also be considered
as a model checking problem for infinite state systems. Model checking methods
have been proposed for infinite state systems such as pushdown system (PDS),
Petri Net and Process Rewrite Systems [21, 12, 30]. Most of these works are
based on automata theory over strings. For example, LTL model checking for

PDS can be solved by reducing it to the decision problem on the reachability set



of the given PDS, which is known to be a regular string language. The analysis
method proposed in this chapter uses tree automata instead of automata on
strings so that more accurate analysis can be performed by taking tree structure
information into consideration.

Several formal models for XML query processing have been proposed (e.g.,
[14, 15, 27]). For example, Hosoya et al. [15] defines a query sublanguage (XDuce)
on top of a general-purpose host language. As the whole system becomes Turing
complete in such an approach, an abstract system (e.g., type system) is usually
defined for static analysis. A two-way query automaton [27] is one of the well-
designed automata-theoretic model for XML query. The model in Neven et al. [27]
is non-Turing complete as well as our model while we show in this chapter that
the expressive power of our model is strictly stronger than the one of their model.

Martens et al. consider a type-checking problem that statically verifies whether
the output of a given schema transformation of any documents of a given input
type always conforms to a given output type and clarify the computational com-
plexity of the problem when a transformation is defined by a top-down unranked
tree transducer [20]. The consistency problem of policies in schema transfor-
mation defined in this chapter can be considered as an extended variant of the

type-checking problem.

2.2 Preliminaries

2.2.1 Trees

Each XML document can be represented by a tree, whose internal nodes corre-
spond to the elements and the attributes in the XML document and the leaf nodes
correspond to the contents of the elements. Such a tree is an unranked tree, which
is a tree in which the number of children of a node is not bound. In this chapter,
we consider only the structure of documents and ignore the nodes corresponding
to the actual values contained within the elements and the attributes; that is, we
only consider trees in which every node is labeled the name of an element or an
attribute.

We assume that we are given a finite alphabet ¥ and each node label is chosen



from X. A tree in which each node is labeled a symbol in ¥ is called a Y-tree.
The set of unranked Y-trees is denoted by 7T%. Formally, the unranked X-trees
are defined as strings which represent the tree structure. Ty is the smallest set of
strings over ¥ and the parenthesis symbols ‘(" and ‘)’ such that for every o € 3
and w € T%, o(w) is in Ty, (T3, is the Kleenean closure of T%). We abbreviate o()
to 0. The set of nodes or positions of a tree ¢ is denoted by Dom(¢). The root
node of ¢ is denoted by root(t). For every tree t and every u € Dom(t), the label
of u in t is denoted by lab'(u).

2.2.2 Tree Automata

A nondeterministic tree automaton (NTA) [9, 24, 26] M = (Q, %, §, F) is a 4-tuple

where
e () is the finite set of states,
e Y is the alphabet,

e 0 :QxY — 29 is the transition function such that §(q,a) is a regular

language over @), and
e ['C (Q is the set of accepting states.

A run of M on a Y-tree t is a labeling A : Dom(t) — @ such that for every
v € Dom(t) and its children vy, ..., v,, AM(v1) ... A(v,) € 6(A(v),lad'(v)). A run
is accepting if and only if the root is labeled with an accepting state. The set of
Y-trees accepted by M is denoted by L(M) and we say that M recognizes the
tree language L(M). A tree language is regular if it is recognized by some NTA.
Let ||M|| be the description length of M.

For example, consider a schema of tree-structured documents illustrated in
Figure 2.1. The set of trees conforming the schema is recognized by an NTA M,
defined as follows. Note that the value of §(q,a) for each ¢ € Q; and a € 3, is
denoted by a regular expression (which allows the operator ‘+’ that means one

or more repetition). The empty string is denoted by e.
M; = (Qt; Et>5t7Ft) where

o Q= 1{%, s qs: 94},



document

titte  section . section

titte paragraph  --- paragraph titte paragraph  --- paragraph

Figure 2.1. A schema of tree-structured documents

document /qd\
titte  section /sect& O
tite  paragraph title paragraph paragraph G, cI p
asampletree t arunof Mtont

Figure 2.2. A run of M,

o >, = {document, title, section, paragraph},

o 5i(qp, paragmph) =,
3t (qy, title) =
0¢(qs, section) =qq",
0¢(qa, document) = q;qs™,
6+(q,a) = 0 for any other pair of ¢ € Q; and a € ¥, and

o I, ={qu}.

By this definition, L(M;) is the set of trees whose root labeled document has
a leaf child labeled title as well as one or more children labeled section, and each
child of the root labeled section has a leaf child labeled title as well as one or
more leaf children labeled paragraph. Figure 2.2 shows a sample tree t and a run
of M, on t.

It is known that every unranked tree can be converted into a binary tree [26].
Let ¢ be the binary tree obtained by this conversion from an unranked tree

t. Each node v of an unranked tree ¢ has exactly one corresponding node v, of



Figure 2.3. An unranked tree and its corresponding binary tree

¥ The left child and the right child of v, represent the eldest child of v and
the immediately following sibling of v, respectively. If v has no child but has a
younger sibling, then the left child of v, is labeled e. If v has a child but has no
younger sibling, then the right child of v, is labeled € (Figure 2.3).

We can convert an NTA M = (Q,%,0, F) for unranked trees into an NTA
M, for binary trees such that L(M,) = {t*™ | t € L(M)} and ||M,] is at most
O(||M]|?), if §(q,a) is given as a finite automaton over @ for any ¢ € @Q and
a € Y. Hence, for simplicity, we consider only tree automata for binary trees.
The transition function of a tree automaton for binary trees is restricted to ¢ :
Q x ¥ — 2{3U@xQ)  Note that we use unranked trees in examples for readability.

Similar to regular string languages, regular tree languages have the following

good properties.

Lemma 1 (Sections 1.3 and 1.7 of [9]). For a tree t and a regular tree language
L, membership (t € L?) and emptiness (L = 07) are decidable. The class of
reqular tree languages is closed under boolean operations. Thus, for regular tree

languages Ly and Lo, inclusion (Ly C Ly?) is also decidable.

2.3 Access Control Model based on Tree Automata

2.3.1 Charged Alphabet

For a given alphabet X, let X~ be the alphabet whose elements are the symbols
in ¥ augmented with the positive and the negative signs (‘+’ and ‘—’); that is,
YT =3 x{+,—}. ¥t is called the charged alphabet of X.. For readability, we

10



write the augmented symbol (a, +) as at and (a, —) asa™. Let " = {a’ | a € £}
and ¥~ = {a” | a € ¥} (le, ¥7" = Xt UX"). Each " -tree is called a
charged tree. The uncharged tree of a charged tree 7 is the tree obtained from
7 by removing all + and — from the node labels of 7. The uncharged tree of
T € T+~ is denoted by uc(7). An equivalence relation &, over Tx+.- is defined
as 7| Ry T2 if and only if uc(m) = uc(mz). Note that we defined a Y-tree as a
string consisting of symbols in 3 and the parenthesis symbols in Section 2.2.1.

In the rest of this chapter, we sometimes use the string notation of trees.

Example 1. Let i = at (b~ (c"d™)e™) and 75 = a™(b* (¢~d ™ )e™). Thenuc(m) =

uc(te) = a(b(cd)e) and thus 11 ~y. .

2.3.2 Query Automata

A query tree automaton (query TA for short) M = (Qg, X177, 0r, Fr) is an NTA
where X7~ is the charged alphabet of a given alphabet X.

Intuitively, a query TA Mg specifies the set of nodes accessed by the query for
each XML document. For instance, assume that 7 € L(Mpg) and ¢t = uc(7). This
means that when we apply the query to the XML document represented by ¢, the
query accesses every node u of ¢ such that lab™(u) € ¥ and does not access any
node v such that lab”(v) € ¥~. For example, a* (b~ (c¢td™)e™) € L(Mg) means
that the query accesses exactly the nodes labeled by a, ¢, and e when it is applied
to the tree a(b(cd)e). Note that when we say “a query accesses a node,” we mean
that the query reads (or updates, etc.) the contents of the node, not the label of
the node. In this chapter, only this kind of accesses is controlled by policies, and
a query always can examine the label of each node regardless of a policy.

We can say that a charged tree 7 represents a pair of a YX-tree t and a subset
of nodes of t accessed by a query, and we call 7 an access instance. If there
exist 71 and 75 in L(Mpg) such that uc(m) = uc(me) = t, then one of the accesses
represented by 7 and 7, is nondeterministically chosen.

Figure 2.4 is a sample query taken from Murata et al. [25], which is writ-
ten in XQuery. We model this query by a query TA described below. As the
same as in Murata et al. [25], we consider only XPath location expressions oc-
curring in the FLWR expression (which consists of a FOR, LET, WHERE, and
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<TreatmentAnalysis>
{
for $r in document(‘‘medical_record’’)/record
where $r/diagnosis/pathology/@type = ¢ ‘Gastric Cancer’’
return
$r/diagnosis/pathology, $r//comment
}

</TreatmentAnalysis>

Figure 2.4. A sample query in Murata et al. [25]

RETURN clause) of the query. This query contains the following XPath location
expressions. (Note that /record is substituted for variable $r.) We consider that
the query accesses the nodes pointed by these location expressions and does not

access any other nodes.

e /record
e /record/diagnosis/pathology /Qtype
e /record/diagnosis/pathology

e /record//comment

Let ¥ be the alphabet of the XML database that is the target of the query,
i.e., {record, diagnosis, pathology, comment, Qtype} C X. A query TA which
models the query should accept any 7 € Tx+.- such that for each node u of uc(7),
lab™(u) € ¥ if and only if u is pointed by one of the above location expressions.
We can define such a query TA M,. Note that for any 7 € Ty, there exists a
run A of M, such that A(root(7)) = qp, by the third line of the definition of 4,.
Thus M, accepts any 7 € Tx- such that lab"“") (root(uc(t))) # record * .
M, = (Q4, X7, 0, F,) where

I Note that a query TA does not represent the computation steps of an actual query, but

represents the set of nodes that the query accesses. That is, we only consider charged trees

that are accepted by a query TA and do not consider the computation steps of it.
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L4 Qq = {quqR7QF7qDJqR17qP}7

o (qa, record™) = qg*,
o(qa,27) = qp* for Vo € ¥ — {record},
Jqr,y™) = qr* for Vy € 3,

J(qr dmgnoszsﬂ = qp*,
«(qr, comment™) = qr,*,

qr,2~) = qr1* for Vz € ¥ — {diagnosis, comment},

LS

q\dR1, Comment+) = QRI )

o(ap, pathology™) = qp*,
«(qp, comment™) = qp,*,

(qp,v7) = qm* for Yv € ¥ — {pathology, comment },

qr, @type*) =qr",
.(qp, comment™) = qr,*,

Q

J(qp,w™) = qri* for Yw € ¥ — {Qtype, comment},

O)O')Q'IQ')O')Q')QQO')Q')Q')O']Q)Q’)O')O')

(
(
(gr
(
(
(
(
(qr1,u") = qm* for Yu € X — {comment},
(
(
(
(
(
(
(

.(q, a) () for any other pair of ¢ € Q, and a € ¥~ and

o I, ={qa}.

The reader might think that there is a gap between the definition of query
automata and XML query in real world: A query is naturally considered as a
mapping from an input tree ¢ to a subset of nodes in ¢ selected by the query. In
Section 2.5, we will compare our model with an existing model that encodes a

query in a more direct way.

2.3.3 Policy Automata

An access control policy determines the set of nodes that a user is allowed to
access for a given tree. Murata et al. modeled a policy as a regular set of paths
in a tree [25]. However, some policies cannot be represented by their model. For
example, consider a policy that prohibits a user from accessing any subtree rooted
by a node v labeled c if there exists a node labeled h among the descendants of
v. This policy models a policy such that if a section of an article is labeled

confidence, then a user is prohibited from accessing any node in the chapter that
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includes the confidential section. This policy should include the charged trees in
Figure 2.5. In the policy specification language introduced in Murata et al. [25],
this policy can be specified by the following three rules.

o (s, 41, //%)
e (s, —1, //c[.//h])
e (s, =1, //c[.//R]//¥)

The first rule means that subject s is allowed to access the nodes pointed by
the XPath location expression (which points every node in a tree)? . The second
and third rules denote prohibition. A rule for prohibition for a node overrules
any rules for permission for the same node. We show that this policy cannot be
represented accurately by the model in Murata et al. [25]. In the model, each
location expression in such rules is modeled as a regular expression. For example,
the location expressions in the above rules are modeled as >*3, >*¢, and X*cX*),
respectively (i.e., the predicate [.//h] is conservatively approximated by ‘true’).
It means that a user is prohibited from accessing any node pointed by a path
denoted by X*¢¥* in the approximated policy. Thus any node in the subtree
rooted by a node labeled ¢ cannot be accessed, even if the node does not have a
descendant labeled h.

To solve this problem, we model a policy as a tree automaton. An access
control policy tree automaton (policy TA for short) Map = (Qa, X7 7,04, Fa) is
an NTA where ¥ is the charged alphabet of a given alphabet X. A policy TA
M 4p specifies the set of nodes which a user is permitted to access for each XML
document. When we apply the policy to a tree ¢ and if there is a charged tree
T € L(Map) such that uc(r) = t, then the policy permits a user to access every
node u of t such that lab™(u) € X* and prohibits him or her from accessing any
node v of ¢ such that lab™(v) € ¥,

When we provide a database with access control, the following two cases may

exist.

e We would like to prohibit users from accessing some data in a database

2 The letter ‘r’ in the second component means ‘read’.
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Figure 2.5. A sample policy

where most of its data are open to public. That is, we may specify a policy

consisting of prohibition rules.

e We would like to permit users to access some data in a closed database.

That is, we may specify a policy consisting of permission rules.

To model these cases, we provide a policy TA with two alternative semantics:
AND-semantics and OR-semantics. In AND-semantics, every charged tree 7 in
a query (i.e., L(Mg)) has to be valid for all charged trees 75 such that 7 =, 7
in the policy (i.e., L(Map)). In OR-semantics, every charged tree 7 in a query
has to be valid for at least one charged tree 75 such that 7 =,. 75 in the policy.
AND-semantics models the former case, while OR-semantics models the letter
case. Formal definitions of AND-semantics and OR-semantics are provided in
Section 2.3.5.

2.3.4 Example

A policy of a newspaper browsing system is given by a policy TA as an example.
For readability, we use unranked (not binary) trees and tree automata in this
section. A newspaper browsing system which distributes electronic newspapers

on the Web may have the following policy.

The system permits users to read exactly one article which they would
like to read among all articles, and prohibits them from reading the

other articles at the same time.

15



+ + +
newspaper newspaper newspaper

SN I TN

.+ .- .- .- .+ .- .- .- .+
article’ article” article article” article” article article” article” article

Figure 2.6. A part of the policy of a newspaper browsing system

The policy can be represented by an (infinite) set of charged trees. Figure
2.6 is a part of the policy that consists of charged trees for a newspaper with
three articles. We use OR-semantics in this example, i.e., each query should be
valid for at least one of these charged trees. Thus, the user is permitted to access
exactly one article among all the three articles. The policy TA of this system is

as follows.
M, = (Q,, %~ 6,, F,) where

e Qn = {QO7Q1>Q2}>
o >, = {newspaper, article},
o 0,(q1, article™) = e,

2
On(qo, newspaper®) = q2*q1 2",

(
dn(qa, article™) =€,
(
dn(q,a) = 0 for any other pair of ¢ € @, and a € X~ and

o I, ={q}

2.3.5 Validity of Query to Access Control Policy

In Section 2.3.3, we stated two alternative intuitive semantics of a policy TA.
In this section, we define them formally. For the rest of this chapter, we fix an
alphabet ¥. First we define a partial order < over Tx+,-, and then define the two

semantics of a policy TA using =< in Definition 3.

Definition 1. For charged trees 7 and 75 in Tx+-, 7 = 7o if and only if the

following two properties hold.

o uc(m) = uc(m).
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e For every node u of 11, if lab™(u) € X, then lab™ (u) € XT.
Proposition 1. The relation = is a partial order over Ts+,-.

Intuitively, 7, < 7, means that 75 is obtained from 7; by changing the sign +
of zero or more nodes into —. If 7y is in the language of a policy TA and 7, is in
the one of a query TA, then 7 < 7 means that all the accessed nodes represented

by 75 is permitted by 7.

Example 2. If 11 = a*(b*ct) and 7, = a™(b~ct), then 1 < 7. However,
if m = at(bte™) and 7, = a(b~c"), then 7y A T2, because the sign of the
node labeled by ¢ in 1 is — while the sign of the corresponding node in 15 is +.

Similarly, 7o A 11 for the latter example.
We overload the symbol < for a partial order over {+,—} for convenience.
Definition 2. A partial order < over {+,—} is defined as + = — and — A +.

AND-semantics and OR-semantics of a policy TA are defined as follows us-

ing <.

Definition 3. 1. Mg is valid for Map in AND-semantics if and only if V1, €
L(MR),VTQ € L(MAP),Tl Rye To = To X T4.

2. My is valid for Map in OR-semantics if and only if VY1 € L(Mg),3m €
L(Myp), T2 2 71.

Example 3. Let 1 = a®(b"c¢") and 7 = at(bte¢™) as in the latter case of
example 2. We consider each combination of three policies (0, {m}, {m,m}) and
two queries ({m}, {m,m}). The validity of Mg to Map in AND-semantics is

summarized in the following table.
L(Map)

0 {1} {71, 72}
L(Mg)| {m} |walid| walid |not valid

{1, 2} | valid | not valid | not valid

In a similar way, the validity of Mg to Map in OR-semantics is summarized

in the following table.
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L(Map)

@ {7—1} {7—17 7_2}
L(Mg)| {m} |notwalid| walid valid

{1, 2} | not valid | not valid | valid

For convenience, we define the following relations and operations over the
subsets of Tx+,-. As stated in Lemma 2, C and T4 characterize OR-semantics
and AND-semantics, respectively. L7 is intuitively the set which contains all
upper-bounds (with respect to <) of each 7' € L, while L1* is the set which
contains all upper-bounds of each equivalent class defined by ~,. in L. L' is
the set of the minimal elements (with respect to <) in L. The minimum (resp.
maximum) of the cardinality of each equivalent class defined by =z, in L is
denoted by min(L) (resp. max(L)).

Definition 4. Let L, Ly, and Lo be subsets of Tx+.—. We define the following
relations and operations.

e [ C Ly V€ Ly,dn €Ly, 11 2.

o [1CpALy& V€ Ly, V1 € L1, 1 Rye 2o = 11 X .
o LT ={r|7 =27 for 37" € L}.

o LT = {7 |7 =7 forVr' € L such that 7 =y 7'}.

o [\ ={r € L|thereis not €L such that 7" 2 7}.
e min(L) = minger, {7 € L | uc(r) = t}|.

o max(L) = maxeq, [{7 € L | uc(r) = t}|.

By the definition, the following lemma holds obviously. This lemma charac-

terizes the two semantics by C and C 4.

Lemma 2. My is valid for Map in OR-semantics if and only if L(Mup) C
L(Mg). Mg is valid for Map in AND-semantics if and only if L(Map) CTa
L(Mpg).
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In the following, we discuss the relationship between the two semantics. As
stated in Theorem 1, Theorem 2, and Corollary 1, the expressive power of OR-
semantics is properly stronger than AND-semantics. Theorem 2 shows a nec-
essary and sufficient condition for a given policy TA in OR-semantics to have
an equivalent policy TA in AND-semantics. However, the problem to determine
whether this condition holds is EXPTIME-complete, as shown in Theorem 3.
Moreover, Corollary 2 and Theorem 7 in Section 2.4 imply that constructing a
policy TA in AND-semantics that is equivalent to a given policy TA Myp in

OR-semantics requires exponential time to ||Map|| in general.

Lemma 3. LTA C L' if and only if L TA L'.

Proof. 1t is sufficient to show that the following two statements are equivalent.
1. Vel 3n € LT, 1 < .
2. Vo € L',N13 € L, T3 Ry 9 = T3 = To.

(1 = 2) Assume that statement 1 holds and let 75 € L. By statement 1, 3y €
L1A, 71 =< 7 (and thus 7, ~y 7). By the definition of LT*, 75~y 71 = 73 < 71
for Vr3 € L. Assume that 73 € L and 73 ~,. 7. Then, 73 ~,. 7 and 73 < 74 < 7.
(2 = 1) Assume that statement 2 holds. By the definition of L1*, L' C L1#.
Thus, statement 1 holds by letting 7, = 7. ]

Lemma 4. If L is reqular, then L1* is also reqular.

Proof. Let M = (Q,X"7,0, F) be an NTA such that L = L(M). We construct
an NTA My = (Qa,X"7,04, F4) such that L(M,) = LT4 as follows.

hd QA:QX{071}7
° FA:FX{l},

e 4,4 is the function such that for each ga € Q4 and as € X7 d4(qa,aa)
is the smallest set satisfying the followings for any ¢,q1,q2 € @, a € %,
s1,82 € {+,—}, and d;,dy € {0, 1}.

~ al(@0).a%) 3 € i 0(g.0%) 3 € and 5y % 5
— 04((q,1),a™) 3 € if 6(g,a”) D e
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— 64((q,max(dy,ds)),a®) 3 (q1,d1)(q2, da) if (g, a®) 3 q1¢2 and sy < s1.
- 5A<<Q7 1>7a+) > (Q1>d1>(Q2>d2) if 5(Q7 CL_) > ¢192-

Note that max(dy, dy) denotes the larger value of dy,dy € {0,1}.

Intuitively, M4 behaves as follows. For any 71 € Tsr—, 7 € L12 if and only
if there exists a tree 75 € L such that = ~,. 7 and 7, A 71; that is, there exists
a node v of 7 such that lab™(v) € £t and lab™(v) € ¥~. To accept such 71, My
simulates a run of M on a tree 7y, by ignoring the positive and negative signs
of the node labels, and by the second component of each state, M, indicates for
each node v of 75 that lab™(v) € X and lab™(v) € X~ or a descendant of v
fulfills this property. When this property holds on v, there exists a run A of M4
such that the second component of A(v) is 1. Thus, My exactly accepts 75 € L7A.

By Lemma 1, LT# is regular, since L1 is regular. [

Theorem 1. For any policy TA Map in AND-semantics, we can convert it into

an equivalent policy TA M'yp in OR-semantics.

Proof. By Lemma 3, L(Map) Ea L(Mp) if and only if L(Map)1* T L(Mg) for
any query TA Mpg. By Lemma 4, we can obtain a policy TA M/, such that
L(M'\p) = L(Mup)TA. [

Lemma 5. If L is reqular, then L' is also reqular.

Proof. Let L1" = {7 € Tx+- | 7/ Z 7 for 37" € L}. We can construct an NTA
that recognizes L1 in a similar way to the NTA that recognizes L] in the proof

of Lemma 4. Since L' = L — L1F, L' is also regular if L is regular. [

Theorem 2. For any policy TA Map in OR-semantics, max(L(Map)') < 1 if
and only if there is a policy TA M'yp in AND-semantics that is equivalent to
MAPc

Proof. (=) Let L(M'p) = L(Map)* U (Ts- —h_(L(M4p))), where h_is a homo-
morphism such that h_(a™) = h_(a7) = a~ for every a € X.

(<) Assume that max(L(Msp)') > 1. Then there are 71,7 € L(Map) such
that 71 ~y. T2, 1 # T2, and there is no 7 € L(Myp) that satisfies 7 2 7 or
T 2 7. Let L(Mpg,) = {m, 72} and L(Mg,) = {7 M7}, where 7y M7y is the
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greatest lower bound® (with respect to <) of {7y, 7}. Then L(Map) C L(Mg,)
and L(Map) Z L(Mpg,), since there is no 7 € L(Msp) such that 7 < M7 2 7y
However, for any L' C Ty+.-, L' £4 L(Mpg,) implies L' &4 L(Mg,). Therefore

there is no policy in AND-semantics that is equivalent to Mp. O

Corollary 1. There is a policy TA in OR-semantics such that there is no equiv-

alent policy TA in AND-semantics.

Proof. The policy TA M, in Section 2.3.4 is an example. Let 73 = nt(ata™) and
7o =nt(a"a’) in the proof of Theorem 2 (newspaper and article are abbreviated

to n and a, respectively). [

Lemma 6. The problem to determine whether a given NTA Myp over ¥~

satisfies max(L(Map)) < 1 is solvable in polynomial time.

Proof. We construct an NTA M over 3 that recognizes the following language.

L(M) = {t € Tx | There exist some 71,75 € L(Mup)
such that ¢ = uc(m1) = uc(rz) and 71 # 75 }

L(M) = 0 if and only if max(L(Map)) < 1.

M with ||[M]] = O(||Map|*) can be constructed as follows. Let Map =
(Q,XT7,6,F). M is defined as M = (QU (Q x Q),X,d', F x F), where ¢’ is the
function such that for each ¢ € Q U (Q x Q) and a € 3, 0'(q,a) is the smallest
set satisfying the followings for ¢, ¢qo,... € Q and s,s € {+,—}.

® q1q2 € §'(g3,a) if q1q2 € 0(g3,a°).

® 1q2 € 6'({g3,q4) @) if q1q2 € 0(g3,a™) and q1¢2 € 6(qa,a™).

o (q1,%) ¢35 € 8'({qs,05) , a) if qugs € 0(qu, 0*) and qaq3 € 6(gs,a*).

o ¢ {(42,43) € 0'((q1,05) , @) if q1gs € 6(qu, @*) and qigs € 3(gs, a”).

Since the emptiness problem is solvable in polynomial time, this lemma holds. [J

Theorem 3. The problem to determine whether a given policy TA Map in OR-
semantics has an equivalent policy TA in AND-semantics is EXPTIME-complete.

3 71 M7y is a charged tree such that uc(m M 7)) = uc(m) = uc(m2) and for every node u in

71 M7, lab™ "2 (u) € X7 if and only if lab™ (u) € X~ and lab™ (u) € X~
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Proof. We can construct an NTA that recognizes L(M4p)1" (defined in the proof
of Lemma 5) in polynomial time to ||[Map||. Thus, an NTA M' that recognizes
L(Map)t = L(Mup) — L(M4p)1" can be constructed in exponential time to
|Map||. By Lemma 6, the problem to determine whether max(L(Map)') < 1 is
solvable in polynomial time to ||M!||, that is exponential to || Map]|.

This problem is EXPTIME-hard because the following problem known as
EXPTIME-complete (Theorem 14 in [9]) can be transformed to the problem.

Regular Tree Language Non-Universality (RTLNU)
Input: An NTA M over a finite alphabet X.
Output: L(M) # Tx?

Let M be an instance of RTLNU and X be the alphabet of M. We choose an
element @ in ¥ and fix it. For M and a, we construct an NTA Myp over X~

that recognizes the following tree language.

L(Map) ={a*(a™7) |7 € Tx+ and uc(r) € L(M) }
U{a (at7)|T€ETs+}
U{aT(a"7)|T€Ts+}

Map can be constructed in polynomial time to || M|, and max(L(Map)*) < 1 if
and only if L(M) = Tx. Thus this theorem holds. O

2.4 Static Analysis

2.4.1 Problem Statement

The static analysis problem in AND-semantics (resp. OR-semantics) for Mg and
M 4p is defined as follows.

Input: A query TA Mg and a policy TA Map over the same charged alphabet
¥h.

Output: “YES” if Mg is valid for M4p in AND-semantics (resp. OR-semantics)
and “NO” otherwise.

By Theorem 1, it is sufficient to give an algorithm for the problem in OR-

semantics. We propose such an algorithm and discuss the time complexity of it.
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2.4.2 Decision Algorithm

We show that the static analysis problem in OR~semantics is decidable (Theorem
4), using the following Lemmas 7 and 8. By these lemmas, we can reduce the
static analysis problem in OR-semantics to the set-inclusion problem of regular

tree languages.
Lemma 7. L C Ly, & Ly g LlT

Proof. Ly C Ly1 implies 75 € L1 for Vry € L. By the definition of Iy T, 1 = 7
for some 71 € Ly, and thus L; C Ly. The converse can be shown by the reverse

way. O]
Lemma 8. If L is reqular, then LT is also reqular.

Proof. Let M = (Q,X"7,4,F) be an NTA such that L = L(M). We define
M" = (Q,x+~,6", F) as follows. For each ¢ € Q and a € %,

e 0'(qg,a”) =0d(q,a")Ud(q,a™), and
o 0l(q.a*) =0d(q.a™).
We can easily show that L(M') = L1. O

Theorem 4. The static analysis problem for Mgr and Map in OR-semantics is
decidable.

Proof. L(Mup)T is regular by Lemma 8 and thus L(Mz) € L(Map)T is decidable
by Lemma 1. Therefore, this theorem holds by Lemma 2 and Lemma 7. [

From the proof of Theorem 4, we obtain the following algorithm for solving

the static analysis problem in OR-semantics.
Algorithm 1 Perform the following two steps in this order.

1. Construct an NTA M, such that L(M,) = L(Mg) N L(Map)T.
2. Decide whether L(M,) = () or not.

Next, we consider the time complexity of the problem. By the following two
lemmas, Algorithm 1 can be performed in O(||Mg|| - ||N||) time where N is an

NTA such that L(N) = L(Map)7.
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Lemma 9 (Section 1.3 of [9]). For NTAs M, and M, we can construct an NTA
M such that L(M) = L(My) N L(Ms) and || M| = O(||My]| - || Mz]])-

Lemma 10 (Theorem 11 in [9]). For an NTA M, emptiness of L(M) is decidable
in O(||M||) time.

On the other hand, Step 1 of Algorithm 1 would require the construction of
an NTA N such that L(N) = L(Map)T; however, its size would be exponential
to ||[M4p| in general® . In fact, the problem is EXPTIME-complete in general as

shown below.

Theorem 5. The static analysis problem in OR-semantics is EXPTIME-complete.

Proof. We can construct an NTA N such that L(N) = L(Map)l and ||N| =
O(cMarlly for some constant ¢ > 1. Thus the problem is in EXPTIME by
Lemma 9 and Lemma 10. EXPTIME-hardness can be shown by transforming
RTLNU problem (in the proof of Theorem 3) to the static analysis problem.
From a given instance M of RTLNU, we construct M4p as the same as M except
that its alphabet is X1 and it uses at € YT instead of each a € X. We let
Mp be an NTA such that L(Mg) = Tx+. Obviously, My is valid for Map in
OR-semantics if and only if L(Map) = T+, ie., L(M) = Tk. O

Theorem 5 can be strengthened as follows.

Theorem 6. The static analysis problem in OR-semantics is EXPTIME-complete
even if the policy TA Map is required to satisfy either

1. max(L(Map)) <1, or
2. 1 < min(L(Map)).

Proof. 1. The theorem in this case can be proved as the same as Theorem 5,

since M 4p in the proof of Theorem 5 satisfies max(L(Myp)) < 1.

4 If MA p constructed from M4 p in the proof of Lemma 8 is bottom-up deterministic (Section
1.1 of [9]), then the size of N is the same order of |Map|. However, M|, is not bottom-up
deterministic in general even if M4p is so.
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2. After constructing Mg and Msp according to the proof of Theorem 5, we
construct an NTA M/, such that L(M'p) = L(Map) UTs- and | M| =
O(||Map||). M!yp is equivalent to M4p in OR-semantics and satisfies 1 <
min(L(M}p)).

O]

Corollary 2. The static analysis problem in OR-semantics is EXPTIME-complete
even if the policy TA Map is required to have an equivalent policy TA in AND-

semantics.

In contrast to OR-semantics, the static analysis problem in AND-semantics

can be solved in polynomial time, as stated in Theorem 7.
Lemma 11. (L1*)1 = L7
Proof. Tt is obvious by the definition of L1%. [

Theorem 7. The time complexity of the static analysis problem for Mr and M ap
in AND-semantics is O(||Mg|| - [|Map||)-

Proof. By Theorem 1, this problem is equivalent to deciding whether L(M,p)14 C
L(Mpg), which is equivalent to L(Mpz) C (L(Map)T*)T = L(Map)T* by Lemma 7
and Lemma 11. Thus, in Step 1 of Algorithm 1, it is sufficient to construct an NTA
M, such that L(M,) = L(Mg) N L(Map)T2. As is the way of constructing L1* in
Lemma 4, we can directly construct an NTA M4 from Mp (without determiniza-
tion and explicit complementation) such that L(M,) = L(Mup)T? and || M4l =
O(|[M ap||). Therefore, this theorem holds by Lemma 9 and Lemma 10. O

As stated in Theorem 8, the static analysis problem in OR-semantics under
a particular condition is solvable in polynomial time by reducing the problem
to the one in AND-semantics. However, the problem to determine whether this
condition holds is EXPTIME-complete, as shown in Theorem 9.

Theorem 8. The static analysis problem in OR-semantics is solvable in polyno-
mial time if the policy TA Map is required to satisfy min(L(Map)) =
max(L(Mup)) = 1.
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Proof. When min(L(Map)) = max(L(Map)) = 1, L(Map) C L if and only if
L(Map) Ea L for any L C Ts+.-. Therefore the answer to the problem in OR-
semantics is the same as the one in AND-semantics and is solvable in polynomial
time by Theorem 7. ]

Theorem 9. The problem to determine whether an NTA Map over X1~ satisfies
min(L(Map)) = max(L(Map)) = 1 is EXPTIME-complete.

Proof. According to the proof of Theorem 5, construct M,p from an instance
M of RTLNU problem. Then L(M) = Ty if and only if min(L(Map)) =
max(L(Map)) = 1. O

2.5 Discussion on query model

Formal models for XML query processing can be divided roughly into two ap-
proaches. The first approach defines a query sublanguage on top of a general-
purpose host language. The whole system becomes Turing complete and an
abstract system (e.g., type system) is usually defined for static analysis (e.g.
[15]). The other approach provides a non-Turing complete model based on tree
automata theory, mainly by neglecting data manipulation. Among the latter
approach, we take Neven’s two-way query automaton [27], which is one of the
well-designed automata-theoretic models for XML query: Decidability and com-
plexity of fundamental problems such as emptiness, containment as well as their
expressive power compared to formal logic have been clarified for the model.
Here, we compare our model with Neven’s model and show that the expressive
power of our model is strictly stronger than Neven’s one. Note that in this sec-
tion we only consider mechanisms for selecting a subset of nodes (e.g., by labeling
‘4+’) in each tree, and do not consider the difference between AND-semantics and
OR-semantics.

The vocabulary of monadic second-order logic (MSO) over an unranked al-
phabet ¥ consists of first-order variables x, y, z, . . . (possibly with subscripts) rep-
resenting a node, second-order variables X, Y, Z, ... representing a set of nodes,
constant root, successor function representing a child of a node (for a node w, ui
represents the i-th child of u), O, (the set of nodes of which labels are ), logical
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connectives V, A, =, =, and quantifiers 3,V. For details of monadic second-order
logic, see Section 3.3 of [9] and [34] for example.

Let MSO(Xy,...,X,) denote the set of MSO formulas ¥ (X7, ...,X,) with
at most n distinct second-order free variables X,..., X,,. An MSO(Xy,...,X,)
formula ¢ = ¥(X7,..., X,,) is interpreted in a tree t with n designated subsets
Ui, ..., U, of nodes; the satisfaction relation (¢,Uy,...,U,) E ¥(Xy,...,X,)
holds if ¢ evaluates to true in tree ¢t when substituting U; into X; (1 < i < n).

The structure (¢, Uy, ..., U,) can alternatively be represented by a tree t’ over the
extended alphabet ¥ x {4, —}" such that lab" (u) = (0, c1,...,c,) indicates that
lab'(u) = o as well as u € U; if ¢; = 4, and u & U; if ¢; = —. For example,

(f(a,b),{e},{1,2}) is represented by f*—(a~",b~F). Note that ¥ x {+,—} =
YT~ in our notation.

For an MSO(Xy,...,X,) formula 1, let L(y) = {t' | t' E ¥} C Toxgy, -1,
which is called the tree language defined by . A tree language L C Ty (4 _yn
is definable in MSO(Xy,...,X,) if there exists an MSO(Xq,...,X,) formula
such that L = L(1). The following is a well-known equivalence property between

tree automata and MSO.

Theorem 10 (Theorem 3.6 in [34]). A tree language over ¥ x {4+, —}" is reqular
if and only if it is definable in MSO(Xy,...,X,) over ¥.

As an immediate corollary, we have:

Corollary 3. A tree language over X1~ is reqular if and only if it is definable
in MSO(X) over .

In Neven et al. [27], a two-way deterministic query automaton (2DQA) is
defined as a formal model for XML query. Although both Neven et al. and this
chapter incidentally use the same term ‘query automata,” a query automaton in
this chapter is merely a tree automaton while Neven et al.’s query automaton is
a tree transducer which emits a subset of nodes of an input tree rather than a
simple acceptor.

A 2DQA is a tuple A = (Q, %, F,s,0,\) where @ is the set of states, ¥ is
the input alphabet, F' C (@ is the set of accepting states, s € @ is the initial
state, ¢ is the transition function, and A is the selection function from ) x X
to {+,—}. 2DQA A starts at the root of an input tree ¢ with the initial state
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s and deterministically traverses ¢ either downward or upward according to 9.
More precisely, J consists of down transitions ¢, : @ x ¥ — Q*, up transi-
tions 9y : (@ x X)* — @, and stay transitions J_ : (@ x X)* — @Q*. Note
that when A moves downward from a node u, states are assigned to all chil-
dren of w according to 0, (i.e., the control forks to every child of the current
node). Likewise, an upward transition to a node v is possible only when states
are assigned to all children of v. A node may be visited more than once with
possibly different states. We say that A selects a node wu if during the tra-
verse u is visited with a state ¢ such that lab'(u) = o and A(q,0) = +. Let
L(A) = {(t,U) | U is the set of nodes of t selected by A for input ¢}, which is
called the query (or tree language) computed by A.

In Neven et al. [27] the expressive power of 2DQA is compared with the
following subclass of MSO formulas: Let MSO(x) denote the set of MSO formulas
Y (x) with at most one first-order free variable x. For a tree ¢ and a node u in ¢,
we write (¢,u) = ¢(z) if ¢ evaluates to true in tree ¢ when substituting u for .
Also, let L(v)) = {(t,U) | U = {u | (t,u) = ¥(x)}}, which is called the language
defined by . A tree language L C Tx+.- is definable in MSO(x) if there exists
an MSO(z) formula ¢(x) such that L = L(¢).

Theorem 11 (Theorem 5.18 in [27]). A tree language over 3~ is computed by
a 2DQA if and only if it is definable in MSO(z) over X.

It is also known that a first-order variable can be simulated by a second-
order variable [34]. For the converse direction, observe that for every 2DQA A
over ¥ and every t € Ty, L(A) contains exactly one (¢,U) by definition. This
property does not always hold for a language defined in MSO(X). For example,
{(a,{e}), (a,0)} for a constant a € ¥, which is denoted as {a*,a”} in our nota-
tion, is definable in MSO(X) but is not definable in MSO(x). Summarizing, the

following strict inclusion holds.

Theorem 12. The class of tree languages over X7~ computed by 2DQA is prop-

erly included in the class of reqular tree languages over X,

This theorem implies that our characterization of XML queries by regular tree
languages over a charged alphabet (X77) is strong enough to subsume Neven’s

natural formalization of queries based on two-way tree automata with outputs.
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2.6 Consistency Problem of Policies in Schema

Transformation

In this section, we discuss a consistency problem of policies in schema trans-
formation of XML databases. Let ® be a transducer that nondeterministically
translates any instance t of a schema S into an instance ¢’ of another schema
S’ and let P and P’ be a policy for schema S and one for S’, respectively. In-
tuitively, this problem determines whether P’ protects all the information in ¢’
that P protects in t. The statement “P’ protects all the information in ¢’ that
P protects in t” means that if an access instance 7 for ¢ (i.e. uc(r) = t) is pro-
hibited by P (i.e. 7 is not valid for P), then an access instance 7" for ¢’ which
is equivalent to 7 in some sense is prohibited by P’ as well. Assuming that ®
defines a correspondence between nodes in ¢ and nodes in t', 7’ is derived from 7
according to the correspondence; that is, every node u of ¢ that corresponds to
a node of ¢ labeled + (resp. —) in 7 is also labeled + (resp. —) in 7. Let &%~
be a transducer that translates 7 into such 7. We consider that ® is nondeter-
ministic, and thus ®*~ is also nondeterministic. We model the nondeterministic
function ®*~ as a mapping that maps an access instance 7 into the set of all
the access instances nondeterministically obtained by applying ®*~ to 7. Note
that, this nondeterminism is necessary since we replace conditionals depending
on data values with nondeterminism when we introduce a formal model ® for
real world XML transducers such as XSLT. This situation is similar to the fact
that we need nondeterminism when we model XML queries by tree automata in
Section 2.3.2. When 7 is not valid for P, any elements of ®*~(7) should not be
valid for P’, because any nondeterministically chosen access instance in &~ (7)
should be prohibited by P’. Therefore, this problem is defined as the problem
that determines whether any elements of ®* (1) are not valid for policy P’, for
every access instance 7 that is not valid for policy P.

Since XML documents are represented by tree structures, we model a trans-
ducer by a tree transducer. A tree transducer is an NTA extended by a function
for translating an input tree s € Ty, into another tree s’ € T%. In this thesis, since
XML documents are represented by binary trees, we use transducers mapping a

binary tree to binary trees.

29



Before we define tree transducers, some words are defined. A term is a tree
that consists of symbols in ¥ and variables. A term is linear if each variable
occurs at most once in it. A linear term is also called a context. The set of
contexts over Y containing n variables xy,...,z, is denoted by C*(X). C!(X)
is also denoted by C(X). For a context C' € C"(X), the expression Clty,...,1,]
means a term obtained by substituting ¢; for z; in C for 1 <1 < n.

Definition 5 (Section 6.4.2 of [9]). A (nondeterministic top-down) tree trans-
ducer over an alphabet ¥ is a 4-tuple ® = (Q, 3, Q;, A) where

o () is the finite set of states,

e 3 is the alphabet. Note that the rank of each input symbol in X is either 0

or 2 and each input symbol except € is overloaded for rank 0 and 2,
o Q; CQ is the set of initial states,
e A is a set of transduction rules in the following form:

— q(f(21,22)) = u[qi (@), . .., qp(w;,)] where f € X, u € CP(X), ¢,q1,...,qp €
Q, and x;,, ..., x;, € {x1,22}.

— q(f) — u where f € X,u € C’(X),q € Q.

Let t,t" € Txyg. The move relation — is defined as follows:

([ 3a(f(21,22) — ular(es) .. gplas,)] € A,
1C e C(XUQ),

t—t < < Jup,u €Tk,

t = Clg(f(u1, u2))],

| U= Clu[gi(v1), ..., gp(vp)]] Where v; = uy, if z;; = @y
—* is the reflexive and transitive closure of —.

We consider that ® defines the function that returns the following set for given
Y-tree t. (This function is also denoted by ®.)

o O(t) ={ueTx|3qeQsq(t) =" u}.

For a given tree transducer ® over X, we define a tree transducer ®~ over
>~ which represents a correspondence relation between an access instance for

a Y-tree t and access instances for X-trees in ®(t).
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Definition 6. For a tree transducer ® = (Q, %, Q;, A), a tree transducer &+~ =
(Q, X0, Q;, A7) is defined as follows.

o For a context u € CP(X) and s € {+, —}, u® is a context such that Dom(u)

= Dom(w®) and for all node v in u,

— Iflab“(v) = g € 3, then lab™ (v) = ¢°.
— If lab“(v) is a variable, then lab® (v) = lab*(v).

s

Intuitively, u® is the context obtained from w by labeling s to every node

except a variable.
e A’ is the smallest set satisfying the followings:

— For a rule q(f(z1,22)) — ulgi(2i,), .-, qp(xi,)] € A and s € {+,—},
q(f*(21,72)) — w’lqi(wq,), - - gp(zy,)] € A
— For a rule q(f) —u€ A and s € {+,—-}, q(f°) — u® € A,

Example 4. Let ®1 = (Q17 Zla Q}? Al) where Ql = {q07 q1, 42,43, Q4}7
¥ = {doc, title, chap, sec,par}, Q} = {qo}, and Al consists of the following
rules.

o qo(doc(zy,x9)) — doc(title(e, q1(z1)), go(2)),
* qi(chap(zy, ) — sec(gs(z1), 1 (22)),

* qi(e) =€,

* 2(e) — €

o gs3(par(z1, x2)) — par(ge(21), gs(22)),

e g3(par) — par, and

° q3(€) — e

Intuitively, ®; is a transducer that adds a title node as a child of a doc node

and translates a chap node in an input tree into a sec node in the output tree.
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Not valid for Mk Not valid for MR8

Figure 2.7. Consistency problem of policies

Given an unranked charged tree
7 = doct (chap™ (partpar™)chap™(par™)),
@ obtained from ®; outputs
O 7 (1) = doc™ (titlet sec™ (partpar~)sec™ (par™)).
(For readability, unranked (not binary) trees are used here.)
Below we formally define the consistency problem and show that it is decid-
able.

2.6.1 Problem Statement

Here we define the consistency problem of policies formally. First, we define
validity of an access instance 7 to policy TA Myp in OR-semantics in a similar
way to the validity of a query TA in Definition 7, and then define the consistency

problem in Definition 8.

Definition 7. Access instance 7 € Tx+,— is valid for policy TA Map in OR-

semantics if and only if ™ X 1 for some 7' in L(Map).
Definition 8. The consistency problem of policies is defined as follows(Figure 2.7).

Input: A policy TA MY |, a policy TA MS&, and a tree transducer ®.
Output: “YES” if the following condition holds, and “NO” otherwise. For any

charged tree T that is not valid for M7 in OR-semantics, any elements of

Ot~ (7) are not valid for M4 in OR-semantics.

The following is an instance of the problem that results in “NO”. Let L(MY%) =
{at(btetd™),at(bte d™)} and L(MS%) = {at(btctet)}. Let 71 = at (b~ ctd™h)

and @™~ be a tree transducer obtained from an input ® such that &~ (7)) =
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{at(b~ctet)}. Then the answer for this problem is “NO”, because 71 is not valid
for MY and at(b~ctet) € T (7) is valid for MG4.

The consistency problem in AND-semantics can be defined similarly and can
be reduced to the one in OR-semantics by Theorem 1. Thus, we focus on the
problem in OR-semantics.

Instead of the consistency problem, it would be more desirable if we could
solve a policy transformation problem to construct, given a policy TA M %% and a
tree transducer @, a policy TA M34 that (at least) satisfies the “YES” condition
described in Definition 8. However, solving the policy transformation problem
seems difficult since it is known that a tree transducer does not always preserve
regularity [22] and thus @™ (MY4%) is not always regular. Of course, the empty
tree language is a conservative approximation of @™~ (M%%), but such a policy is
meaningless in real world. Hence, we have to construct a sufficiently large (hope-
fully maximal) regular subset of &%~ (M%) to solve the policy transformation

problem in a meaningful way.

2.6.2 Decidability of the Problem

In this section, we show that the consistency problem is decidable. First, we state

a few properties of a mapping (and its inverse) that maps a tree to a set of trees.

Definition 9. Let ¥ be an arbitrary alphabet and ® : T, — 27= be a mapping
that maps a X-tree to a set of X-trees. Then we extend the domain of ® to the

power set 275 of Y-trees, and we define the inverse mapping ®~* of ®, as follows:
o O(L) = Uye, ().
o OH(L)={t|P(t) C L}.

Lemma 12. ® and ®~! that are defined by Definition 9 satisfy the following

properties, where Ly and Lo are subsets of Tr,.
o (D(Ll) g Lo & Ly g (I)il(LQ)D

Proof. Tt is known that the pair (®, ') is a Galois connection [33]. Therefore
the following properties hold.
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1. L1 € Ly = ®(Ly) C ®(Ly). (Monotonicity of ®)

2. L1 CLy= ® (L) C ® ! (Ly). (Monotonicity of 1)

3. L1 COoY(P(Ly))0

4. ®(d(Ly)) C LoO
=) By 2, ®(L;) € L, = O~ H(D(Ly)) - ®~1(Ly). By 3, @ 1(®(Ly))
O (Ly) = Ly C & (Ly).
(

<) By 1, 14 - @_1([/2) = O(L) - cI)(cI)—l(LQ))' By 4, ®(Ly) - cI)((I)—l(Lz)) =
(L) C Lo. O

lig!

We can reduce the problem into the set-inclusion problem for tree languages

as follows.
Lemma 13. The following two statements are equivalent.

1. For any charged tree T that is not valid for M7 in OR-semantics, any

elements of @+~ (7) are not valid for M3y in OR-semantics.

2. Ot (L(Mi%)T) € L(MSY)T.

Proof. 1. & V7(1 & L(Myp)1 = V7' € @5 (1), 7 & L(MS¥)T)
& V(T € L(Mi)T = &5 (1) C L(MS4)T)
& o+ (LGN < LI =

It is known that the tree transducers have the following good property.

Lemma 14. ®(L,) C Ly is decidable for any regular tree languages Ly and Ly

and a tree transducer ®.

Proof. Tt is known that ®~1(Ly) is regular if Ly is regular (Theorem 49 in [9],
20]). Thus, by Lemma 12, ®(L,) C L is decidable. O

We obtain the following theorem by Lemma 13 and Lemma 14.

Theorem 13. The consistency problem is decidable.

34



2.7 Conclusion of Chapter 2

In this chapter, we proposed a formal model for XML database access control
based on tree automata and defined a static analysis problem for access control.
By introducing the notion of charged alphabet, we can concisely and uniformly
formalize the distinction of permission/denial in a policy and access/non-access
in a query. Also, we provided two alternative semantics, AND-semantics and OR-
semantics, and showed that the static analysis problems in AND-semantics and
OR-semantics are solvable in square time and EXPTIME-complete, respectively.
Our query model was compared with Neven’s query automata [27] and the ex-
pressive power of our model was shown to be strictly stronger than Neven’s one.
We also proposed a consistency problem of policies in schema transformation and
showed that the problem is decidable.
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Chapter 3

Formal Model of
Aspect-Oriented Programs and

Its Expressive Power

3.1 Introduction

In this chapter, we propose a simple and general model of aspect-oriented pro-
grams called A-LTS and analyze its expressive power. The proposed model
is very simple and is specified as a set of finite state machines (FSMs). The
model can represent recursive weaving of state machines, which is not consid-
ered in related works, and therefore the class of systems obtained by weaving is
a proper superset of the class of FSMs. We show that the expressive power of
A-LTS is strictly stronger than FSM and strictly weaker than pushdown automa-
ton (PDA) under language equivalence, bisimulation, and isomorphism. Then we
compare in detail the expressive power of A-LTS with a few subclasses of PDA (or
equivalently of context-free grammars): classes of deterministic PDA and linear
grammars. Finally, we state the relationship between the pointcuts of A-L'TS and
AspectJ[3], which is one of the well-known AOP languages.

In Section 3.3, we mention the design principle of A-LTS, followed by a for-
mal definition of A-LTS in Section 3.4. In Section 3.5, we compare the expressive
power of A-L'TS with the FSM and PDA under language equivalence, bisimula-

tion, and isomorphism. In Section 3.6, we state the relationship between pointcuts
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of A-LTS and AspectJ. Finally, we give a conclusion and future works in Section
3.7.

Related Works Douence et al. [11] proposed a formal model of aspect-oriented
programs based on a functional language Haskell. Their framework is based on

the following simple principles:
e Points of interest of program execution are modeled as events.
e Each pointcut is specified as a pattern of event sequences.

e When an execution trace of a program matches a pointcut, the advice as-

sociated with the pointcut is executed.

However, the formal semantics of the pattern language, which is defined by the
number of equations, is not simple, so it is not easy to use in formal verifications
and other applications. Moreover, only a mechanism for selecting advice at each
execution step is proposed, and one for weaving advices into a basic program is
not described. Nakajima et al. [28, 29] proposed an aspect-oriented extension of
UML State Diagrams. Their framework follows the above three principles and
inherits the clarity of State Diagrams. Moreover, the constructs of pointcuts are
simple but powerful: one can specify a pointcut such as “any configuration where
a component state machine M is in a specified state s and when an event e just
occurs.” Switching between the basic program and a woven advice is represented
by general-purpose control primitives, which can stop and resume any component
state machine. However, the recursion of the suspension of state machines is not
concerned, and thus the state space of the whole model is still finite.

Other areas of computer science such as database and security investigate
technologies resemble AOP, especially active database and history-based access
control.

An active database [31] consists of a set of active rules and a database instance.
An active rule usually has the form of ECA (event-condition-action), which means
that ‘when a specified event occurs, a specified action should be performed on
the current database instance if a specified condition is satisfied.’

The access control technology most related to AOP is history-based access
control (HBAC). The origin of HBAC is stack inspection, which is now broadly
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used as dynamic access control infrastructure in Java and C*. However, stack
inspection has a problem: the stack does not retain security information on the
called methods with which execution is finished. To solve this problem, a few
access control methods have been proposed [1, 13, 32]. The common features of
these works include that execution history is not always forgotten, even if the
surrounding method execution is completely finished. Schneider [32] defines an
enforceable security policy as a prefix-closed nonempty set of event sequences.
He also defines security automata, which exactly recognize enforceable policies.
However, the expressive power of security automaton is Turing powerful and thus
too large. Fong [13] introduces several subclasses of security automata and com-
pares their expressive power. In particular, [13] defines shallow history automata
with finite state space and shows that the class of policies recognized by shallow
history automata is incomparable with stack inspection.

Both security automata and our proposed model take automata-theoretic ap-
proaches. The main difference between them is that in HBAC, once the execution
history of a controlled program does not match a given security policy (i.e., a given
pattern), the execution of the program is aborted. Hence, it is impossible for a
finite-state security automaton including a shallow history automaton to simulate

recursive weaving.

3.2 Framework of AOP

An aspect-oriented program consists of one basic program (a program to which
advices are woven) and zero or more aspects. In AOP, any procedure describing a
crosscutting concern can be inserted into a specific execution point of a program.
Each execution point where a procedure can be inserted is called a join point,
and the inserted procedure is called an advice. An aspect is a pair of an advice
and a pointcut, which is a specification of the set of join points to which the
advice should be connected. Figure 3.1 is an example of aspect-oriented program

7

written in AspectJ. The pointcut “call(bp.m())” in the aspect “asp” represents
join points where a method call to a method “void m()” of class “bp” in the
basic program is made. The advice of “asp,” which is given the prefix “before,”

will be inserted before the join points specified by the above pointcut. Thus the
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Basi ¢ Program

class bp { Aspect poi nt cut
/1 main
public static void main(String[] arg) { aspect asp {
/1 method call t 1 before [cal | (bp.m()) | { )
nr()m;5 e o 21 Systemout. printIn("Test") ; advi ce
4 }
}
}
/1 method m
public void n() {
; 3
}
}

Figure 3.1. Sample aspect-oriented program

string “Test” is outputted before the method call to “m().” The execution order
is1 — 2 — 3 — 4 in Figure 3.1. Other primitives used for pointcuts in AspectJ
will be described in Section 3.6.1.

3.3 Basic design of program model

A program (or a fragment of a program) is modeled as a labeled transition
system (LTS), which defines a set of possible sequences of atomic actions (called
events). Both a basic program and each advice are modeled as finite LTSs,
i.e., finite state machines (FSMs).

A join point where an advice is connected is determined by the following
mechanism, which is similar to the one in [11]. There are two parallel synchronized
virtual machines: main thread and monitor. The main thread is used for the
execution of a basic program and advices, and at first it invokes the basic program.
The monitor observes the event sequence performed by the main thread, deciding
whether the sequence matches each pointcut. When it matches pointcut P;, the
monitor tells the main thread to join advice A;, which is associated with P;.
After the execution of A; is finished, the main thread resumes the execution of
the program that was running just before A; was invoked.

Each pointcut is defined as a pattern of event sequences (or equivalently, a
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Figure 3.2. A-L'TS Framework

set of event sequences). When an event sequence starting at the beginning of
a whole program matches a pointcut, the advice associated with the pointcut is
invoked. In our model, a pointcut is defined by a deterministic finite automaton.

The execution of each advice terminates when control reaches a specified final
state. Since a finite automaton can be regarded as an LTS with specified final
states, we model each basic program, pointcuts, and advices as an LTS with final

states.

3.4 Program model A-LTS

An A-LTS is a tuple of a basic program, n pointcuts, and n advices. An A-LTS
specifies a single infinite LT'S.

3.4.1 Labeled transition system

In this chapter, we use L'T'Ss with final states as the fundamental constructs. Fach
basic program, pointcuts, and advices is modeled as a finite LTS with final states.
In a basic program and an advice, a final state is regarded as a terminating point
of execution. A pointcut is used as a language acceptor. That is, for pointcut P;,

every event sequence from the initial state to a final state represents a join point
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specified by P;.

Definition 10. A labeled transition system with final states on alphabet
Y is a S-tuple
L=(%Q. —r, I, Fr),

where Qr, is a finite or an infinite set of states, —; (S Qp X X X Q) is a
transition relation, I5(€ Qr) is an initial state, and F1,(C Qr) is a set of final
states.

We denote (q1,a,q2) € —1 as ¢ =1 o

Let Qr, —, I, and F}, denote the set of states, the transition relation, the
initial state, and the set of final states of an LTS L, respectively. We assume that
the alphabets of all LTSs are the same and denoted by 3.

Definition 11. An LTS L is deterministic if for all ¢ € Qp and a € %, there

exists exactly one ¢ € Q, such that ¢ 1, ¢'.

3.4.2 A-LTS
Definition 12. A-LTS is a (2n + 1)-tuple of finite LTSs
PR = (B7P17A17P27A27"‘JPnaAn)J

where n > 0. B is a basic program, Py, ..., P, are pointcuts, and A,..., A,

are advices. They should satisfy the following constraints:
e Fach pointcut is deterministic.
e Op,Q4,,...,Q4, are pairwise disjoint.
e The initial states are not final states for B, Py, ..., P,, Ay,..., A,.

An intuitive semantics of an A-LTS is as follows. First, the execution of B
starts. When the event sequence starting at the beginning of B (time 0) matches
pointcut P;; that is, the sequence is accepted by P;, the execution of B is sus-
pended and advice A; is invoked. After that, when the event sequence from time

0 grows according to the execution and matches pointcut P;, the execution of A;
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is suspended, and advice A; is invoked. In this way, executions of advices are in-
serted recursively. When control reaches a final state of an advice, the suspended
execution of the basic program or an advice is resumed. A-LTS terminates when
control reaches a final state of the basic program.

When an event sequence simultaneously matches more than one pointcut,
all advices associated with them are executed in a specific order. This order is
defined by the indexes of pointcuts and advices. When a sequence simultaneously
matches both P, and P; for i < j, A, is invoked first, and A; is invoked just after

A; terminates.

3.4.3 Formal semantics of A-LTS

First we define some terminologies. The formal semantics of A-LTS is given in
Definition 13. In the following, we fix an A-LTS PR = (B, P, A1, ..., Py, Ayn).

e For arbitrary set X, let X* be the set of all finite sequences of elements in
X. Let € be the empty sequence. The singleton sequence that consists of
element x is denoted by z itself. £ : v denotes the concatenation of two

sequences, ¢ and v.

o Let Q =QpUQA,U---UQ4,. Note that by Definition 12, Qp, Qa,,...,Q4,
are pairwise disjoint. Let M : Q@ — {B,A;,...,A,} be a mapping that
maps ¢ € @ to the LTS to which ¢ belongs. For example, M(q) = B if
q € Qp.

e A mapping AD : Qp, X --- X Qp, — Q* is defined as follows.

AD(q17-~-7Qn):[Ai1 :[Aig . "':IAim7

where 1 < i) < iy < -+ < iy, < n and {i1,%2,...,0n} = {i | ¢ € Fp}.
Intuitively, AD(qi, . .., qn) represents the list of the initial states of advices
that should be started when each pointcut P; goes to ¢;. The order of the
initial states in AD(qi,...,q,) corresponds to the execution order of the

advices.
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. . .
b a b
B P, (Z'a) A
PR=(B,P, A)

Figure 3.3. A-LTS recognizing {a™b™ | 0 < m}.

e A mapping FF : () — @Q* is defined as follows.

€ if g € FM(q);

EF(Q)Z{

q otherwise.

Definition 13. The formal semantics of an A-LTS PR is defined as the following
LTS TS pg.

TSpr = (,Q"xXQp, X+ xXQp,,—prr,(Ip,Ip,...,Ip,), Fprr),

where Fpr = {(6,q1,.-.,qn) | ¢; € Qp, for 1 <i < n} and —pg is defined by the

following inference rule.

s s S ¢ —pq (1<i<n)

(8:57 q17"”Qn> i>P1% (AD(q:/[7"'7Q'/rL) : EF(S/):§7 q’l?"'?Q;’L)

Figure 3.3 shows an A-LTS PR recognizing {a™b™ | 0 < m}. An A-LTS PR
recognizes L if L is the set of sequences each of which brings Tpgr to a final state
(cf. Definition 17). Figure 3.4 is the T'Spg for the A-LTS PR in Figure 3.3. A
double circle denotes a final state. When PR in the initial configuration reads
a, B and P; enter final states. Thus B is terminated and A; starts. Next, A;

can read either a or b. If A; reads a, then P, is entering a final state again, and

thus A; is newly invoked. A; is recursively invoked m times just after PR reads

am

When a newly invoked A; reads b, it simply terminates. Since P; enters
a non-final state whenever PR reads b, A; is not invoked at that time. Each
suspended A; can only read b, which terminates A;. Just after PR reads a™b™,

all the suspended A; terminates.
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Figure 3.4. TSpg for PR in Figure 3.3

3.5 Expressive power of A-LTS

In this section, we compare the expressive power of A-L'TS with the other state
transition models, such as FSM and pushdown automaton (PDA). For two classes
(' and C; of state transition models, “Cy includes C,” (C} c C5) if for any model
M in C, there exists some model Ms in C5 that is equivalent to M;. “Cf is
equivalent to C,”(C) = C3) if ¢} € Cy and C; C (.

There are a few different definitions of equivalence between the two models
[23]. We use three different definitions of equivalence: isomorphism, bisimulation,

and language equivalence. These equivalences have the following properties:

e Two models are bisimilar if they are isomorphic.

e Two models are language equivalent if they are bisimilar.

3.5.1 Equivalence of models

We define the three equivalences (isomorphism, bisimulation, and language equiv-

alence) between two LTSs as follows.

Definition 14 (Isomorphism). LTSs Ly and Ly are isomorphic if there exists a
bijection R : Qr, — Qr, with the following properties.

(a) For any states s1,s) € Qp, and any event a € %, 51 1, 8y if and only if

R(s1) =L, R(s}).
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(b) For any s € Qr,, s € Fr, if and only if R(s) € Fy,.

Definition 15 (bisimulation relation). For any pair of LTSs (L1, Ls), a relation
R C Qr, x Qr, is a bisimulation relation on (Ly, Ly) if for every (s1,52) € R
and a € ¥, R satisfies the following properties.

(a) If s1 1, s, then there exists some sy € Qp, such that (s},s5) € R and

S9 i>L2 8/2.
b) If sy %, s,, then there exists some s, € Qp, such that (s),s,) € R and
2 °2 1 1 1> °2
51 >, 8.
(c) s1 € Fr, if and only if sy € Fp,.

Definition 16 (bisimulation). LTSs Ly and Ly are bisimilar if a bisimulation
relation exists R on (Ly, Lg) such that (Ir,,Iy,) € R.

The behavior of two models are identical if they are bisimilar. Note that the
usual definition of bisimulation relation does not require property (c) of Defini-
tion 15, because the relation is defined on LT'Ss without final states. However,
Definition 15 coincides with the usual definition if Ly and Ly satisfy the following

properties.

(1) At least one transition exists from every non-final state. (In the case of
A-LTS, there exists at least one transition from every non-final state of a

basic program and advices.)

(2) There is no transition from final states. (Every A-LTS satisfies this property
by Definition 13.)

Definition 17. For an LTS L, Lang(L) C ¥* is defined as follows.

Lang(L) = {ajay...a, € X*| There exist sg,...,$, € Qr
such that I, = sy and s;_1 > s; (1<i<mn)ands, € Fr}.

Lang(L) is called the language of L. We say that L recognizes a set S C ¥* if
and only if S = Lang(L). For any sequence w € Lang(L), we say L accepts w.

Definition 18 (Language equivalence). LTSs Ly and Ly are language equiva-
lent if Lang(Ly) = Lang(Ls).
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3.5.2 Comparisons with FSM and PDA

An FSM is an LTS with a finite number of states. The class of languages rec-
ognized by FSMs equals the class of regular languages. The class of languages
recognized by pushdown automata (PDA) equals the class of context-free lan-
guages.

Now we discuss the expressive power of A-LTS. We denote the classes of
A-LTSs, FSMs, and PDAs as A-LTS, FSM, and PDA, respectively. Below we
will show that A-LTS C PDA and FSM C A-LTS under isomorphism and PDA
Z A-LTS and A-LTS ¢ FSM under language equivalence (Theorem 15). Let
Larrs, REG, and CFL be the classes of languages recognized by A-LTSs, FSMs,
and PDAs, respectively. We will show that CFL g La1rs and La1rs g REG,
which imply PDA € A-LTS and A-LTS £ FSM under language equivalence.

We also discuss a relation among £ 1;rs and two subclasses of CFL: the classes
of deterministic context-free and linear languages. A PDA is deterministic
if no more than one transition exists from every configuration reachable from
the initial configuration. A language recognized by a deterministic PDA is a
deterministic context-free language. A linear context-free grammar (or
a linear grammar) is a context-free grammar in which at most one non-terminal
symbol can occur on the right-hand side of every production. A linear language
is a language generated by a linear grammar. Let DCFL and Lj,ear be the classes
of deterministic context-free and linear languages, respectively.

Now we define the following eight context-free languages to discuss the inclu-

sion relation between classes of languages.

o Li={am™™|0<m}

Ly = {a™b"c"d" | 0 <m, 0 < n}

Ly={amb" |0 <m<n<2m}

Ly={a""|0<n<m, 0<m}

Ly = {a*bFemd" |0 <m <n <2m, 0 < k}

Lg={a™b" | 0 <m, n€{0,m,2m}}
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PR:=( B, P21, A1, P22, A22)

Figure 3.5. A-LTS recognizing Lo

b
OO PG W0
T8

B Ps As
PR:=( B, P, As)

Figure 3.6. A-LTS recognizing L3

o L;={amb"cFd* |0<n<m, 0<m, 0<k}
o Lg={am™b"c*d* | n € {0,m,2m}, 0 <m, 0 <k}
Lemma 15. Li,Lo, L3, Ls € EA—LTS~

Proof. As mentioned in Section 3.4.3, the A-LTS in Figure 3.3 recognizes L;.
Figures 3.5, 3.6, and 3.7 show A-LTSs recognizing Lo, L3, and Ls, respectively.
A-LTS PRy in Figure 3.5 is obtained from PR in Figure 3.3 by adding P, and
Agg, which resemble P,; and As; and guarantee that the numbers of ¢s and ds
are identical. PR3 in Figure 3.6 is obtained from PR in Figure 3.3 by replacing
advice A; with A3, which nondeterministically consumes one or two bs for each
a. As thus guarantees that PR3 exactly accepts ab" such that m < n < 2m.
PR5 in Figure 3.7 is a combination of PRy, and PRj. O
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Figure 3.7. A-LTS recognizing Ls

To show that some languages are not in La_1rs, we use the following lemma.

Lemma 16. If A-LTS PR accepts sequence w, then no pointcuts of PR accept

w.

Proof. We show the contraposition. Let w be a sequence accepted by some point-
cut of PR. When the event sequence starting at time 0 becomes w, the advice
corresponding to the pointcut that accepts w is invoked. Since any state precisely
when an advice is invoked is not a final state of PR by Definition 13, PR does

not accept w. O]

Lemma 17. Let L be the language of an A-LTS PR such that L' — {e} C L
for some prefiz-closed language L'. Then a constant m exists that satisfies the
following condition. If uw € L, w € L', |u| > m and w € ¥*, then u can be
decomposed into u = xyz such that |y| > 0 and |xy| < m and xy*z for any k > 0
also belongs to L.

Proof. By Lemma 16, no pointcuts of PR accept any u € L' — {e}. Therefore,
since L' is prefix-closed, no advices of PR are invoked while PR reads a fixed
sequence u € L' — {e}. Let m be the cardinality of Qp X Qp, X -+ X Qp,. Fix
a sequence uw € L such that v € L' and |u] > m, and also fix an accepting
execution of PR while reading uw. Then for the first part of the execution of

PR while reading u, at least one configuration exists of PR that the execution
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Figure 3.9. Deterministic PDA recognizing Lo

visits twice or more, and an execution obtained by removing or repeating the
part between the occurrences of the same configuration is also a valid accepting
execution of PR. Letting y be the fragment corresponding to the pumped part,

we obtain this lemma. O]
Lemma 18. L4, Lﬁ, L7, Lg ¢ EA—LTS-

Proof. Note that each of these languages includes a™, which equals a* — {e} and
a* is prefix-closed. Assuming that each of the languages is recognized by an A-
LTS, then we can show a contradiction to Lemma 17 by selecting uw = a™b™ for

L, and L; and uw = a™b*™ for L and Lg for the constant m in Lemma 17. [

Lemma 19. Lla LQ, L4, L7 € DCFL and L3, L5, L67 Lg ¢ DCFL.

Proof. Figures 3.8, 3.9, 3.10, and 3.11 are deterministic PDAs that recognize L1,
Lo, Ly, and Ly, respectively. In these figures, each circle denotes a control state,
and each double circle denotes a final state. The label on each transition specifies
a triple (a, g)/w where a is either an event or €, g is a stack symbol at the top
of the stack, and w is a sequence of stack symbols to which the top of the stack
will be replaced [18]. Z is the start symbol of the stack. A deterministic PDA M

accepts sequence w if M enters a final state just after reading w.
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Figure 3.11. Deterministic PDA recognizing L

We prove L3 ¢ DCFL by contradiction. Assume that a deterministic PDA
exists that recognizes L3. Then we can construct a PDA that recognizes the

following L using a technique shown in [18, p.196]0

Ly = {amb"c’C | a™b" € Ls, amb ke Ls}
= {amb”ck|0<m§n§n+k§2m}-

However, L; ¢ CFL by the pumping lemma for context-free languages. Therefore,
L3 ¢ DCFL.

In a similar way, if a deterministic PDA exists that recognizes Ls, then we can
construct a PDA that recognizes Ly = {a*b*c™d"e! | a*bvFcm™d™ € Ly, a*bvFemd™ e
Lz} = {a®Fcmdme | 0 < k, 0 <m < n < n+l < 2m}. Let h be a homomorphism
such that h(a) = h(b) = ed h(c) = a0 h(d) = b0 and h(e) = ¢. Then h(L§) = L.
Since CFL is closed under homomorphism, L} must be in CFL, contradicting the
above fact that L; ¢ CFL. Therefore, Ls ¢ DCFLO

We prove Lg ¢ DCFL by contradiction. Assume that Lg € DCFL. Since
DCFL is closed under intersection with a regular language, Ly = Lg N a*b™ =
{a™™ | n € {m,2m},0 < m} € DCFL. From a deterministic PDA recognizing

Lj, we can construct a nondeterministic PDA that recognizes Ly = {a™b"c" |
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Figure 3.12. Relationship between L s and well-known classes of languages

m >0, n € {m,2m}, n+k € {m,2m}}. However, L} ¢ CFL by the pumping
lemma for context-free languages. Therefore, Lg ¢ DCFL.

Since Lg Na*b™ = L and DCFL is closed under intersection with a regular
language, Ls ¢ DCFL. [

Lemma 20. Ly, L3, Ly, Lg € Liinear and Lo, Ls, L7, Ls & Liinear-

Proof. Following linear grammars G, G3, G4, and Gg generate Ly, Lz, Ly, and

Lg, respectively.
o Gy = ({8}, {a,b},{S — ab| aSh},S)
o Gy= ({8}, {a,b},{S — ab | abb|aSh| aSkb},S)
o Gu= ({8}, {a,b},{S —a|ab|aS |aSh},S)

o Go = ({S,A,B,C},{a,b},{S — A | B | C, A — aA | a, B — aBb |
ab, C' — aCbb | abb}, S)

We can easily show that Lo, Ls, Ly, Ly & Lynear by the pumping lemma for
linear languages [18]. O

Lemma 21. L, € REG.

Proof. We can show this lemma by the pumping lemma for regular languages. [J
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Lemma 22. FSM C A-LTS under isomorphism and REG C Layrs.

Proof. An FSM is an A-LTS without pointcuts and advices. Therefore, FSM C
A-LTS under isomorphism, which implies REG C La.rrs. ]

Figure 3.12 shows the relationship between La_1rs and the classes discussed
above. The following Theorem 14 states that each subset (1)—(8) in Figure 3.12

is not empty.
Theorem 14. The following sets of languages are not empty.

1. (EA-LTS N DCFLN Elinear) — REG
2. (EA-LTS N DCFL) - Elinear
3. (‘CA—LTS N Elinear) - DCFL

4- (DCFL N ‘clinear) - ‘CA-LTS

O

. EA-LTS - (DOFL U ‘clinear)
6. DCFL — (/CA-LTS U Elinear)
7. /Clinear - ‘CA—LTS U DCFL

8. CFL — (Limear U La.rrs U DCFL)

Proof. By Lemmas 15, 18, 19, 20, and 21, Ly, Ls, ..., Lg belong to set 1, 2, ...,
8, respectively. O

The following theorem is the main result of this section.

Theorem 15. FSM% A—LTS% PDA wunder language equivalence, bisimulation,

and isomorphism.

Proof. By Lemma 22, FSM C A-LTS under isomorphism. By Theorem 14, none
of the subsets (1), (2), (3), and (5) is empty. Therefore, A-LTS € FSM under
language equivalence. For any A-LTS PR, there exists a PDA isomorphic to PR,
whose set of control states is @p, X -+ x Qp, and the set of stack symbols is
Q. Therefore, A-LTS C PDA under isomorphism. By Theorem 14, none of the
subsets (4), (6), (7), and (8) is empty. Therefore, PDA & A-LTS under language

equivalence. O
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3.6 A-LTS and AspectJ

In this section, we discuss the relationship between the pointcuts of A-LTS and

AspectJ, which is one typical AOP language.

3.6.1 Aspect]

AspectJ is an AOP language based on Java. A program in AspectJ consists of a
set of classes and aspects. An aspect consists of pointcuts and advices. The main

constructs of pointcuts are as follows.
e call(m) — the set of method calls to m.
e cxecute(m) — the execution of the body of method m.

o cflow(p) — the set of all join points subsequent to any join point j, specified

by pointcut p.

e get(f) — the set of execution points at which the value of data field f is

used.

e set(f) — the set of execution points at which a value is assigned to data
field f.

Note that for call and execute pointcuts, the execution of the whole body of
method m is regarded as a single join point. There are operators to make a
pointcut from other pointcuts. For example, a pointcut P; || P, specifies join
points that matches either P, or P,. A pointcut P; && P, specifies join points
that matches both P, and Ps.

For each advice, one of the three keywords {before, after, around} as well
as a pointcut is given. Before/after denotes that the advice should be inserted
before/after each join point specified by the pointcut. Around denotes that each
join point specified by the pointcut should be replaced with the advice. For
example, when we want to execute an advice before every method call to a method

proc, we specify pointcut “before call(proc)” for the advice.
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3.6.2 Discussion

First, we model a basic program and advices written in AspectJ as follows. Event
set of a program is the set of join points and other related actions. For example,
call to a method and assignment to a data field are regarded as events. A basic
program and advices are defined as processes executing events in a specific order.
As stated above, in AspectJ, the execution of the whole body of a method is
regarded as a single join point. However, if we consider this join point as an
atomic event, then we cannot represent the recursion of method call. Therefore,
we consider the start and end points of the execution of a method to be distinct
events.

Next, we describe the correspondence between each pointcut in AspectJ and
a pointcut in A-LTS. Let call,, be an event that represents the call to method
m and return,, be an event that represents the return from m. Pointcut “before
call(m)” of AspectJ is denoted as a regular language P, = X*call,, in A-LTS.
Pointcut “after call(m)” is represented as ¥*return,,. For Py, , an advice is
inserted just after the event call,, occurs, i.e., the method call has just processed
and the body of m has just started. Thus P.,;,, does not exactly correspond to
that

represents the execution point just before the execution of the method call to m,

“before call(m).” To solve this problem, we introduce an event before ,; |

and we define the pointcut as X*before ;. .
We can consider pointcuts that execute, get, and set in a similar way. If one
wants to exactly express “before execute/get/set,” then she needs to define events
that represent the points just before execute/get/set similarly to before call.
Next we consider pointcut “cflow(pc).” Let P,. be a pointcut of A-LTS rep-
resented by a regular language that represents pc. Then “after cflow(pc)” is
represented as Py, + P2y,

to join points. Similarly, “before cflow(pc)” is represented as P, + PpeX*¥s,,

where X, is the set of all events that correspond

where Y. is the set of all events just before each event that corresponds to a
join point.
Using cflow and the combining operators || and &&, we can describe compli-

cated pointcuts, e.g., shown in the following table.
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pointcuts ‘ regular expressions
call(m) || call(n) Y*(call,, + cally,)
cflow(call(m) || call(n)) && get(v) Y*(cally, + call,)X*get,
cflow(cflow(call(m)) && get(v)) && set(v) | X*call,,>* get, > *set,

Since these complicated pointcuts in AspectJ can be represented by regu-
lar expressions, we consider that modeling a pointcut as a regular language is

appropriate.

3.7 Conclusion of Chapter 3

In this chapter, we proposed a simple formal model of AOP A-LTS. We com-
pared the expressive power of A-L'T'S with FSM and PDA under language equiv-
alence, bisimulation, and isomorphism. As a result, we showed the relationship
among a few subclasses of context-free languages and the class of the languages
of A-LTSs, shown in Figure 3.12, and FSM - A-LTS - PDA under language
equivalence, bisimulation, and isomorphism. Finally, we stated the relationship

between pointcuts in A-LTS and in AspectJ, one typical AOP language.
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Chapter 4
Conclusion

In this thesis, we proposed language-based formal models for XML access control
and Aspect-Oriented programming to understand complicated behavior of them
more easily.

In Chapter 2, a formal model for XML database access control based on
tree automata was proposed and a static analysis problem for access control
was defined. By introducing the notion of charged alphabet, we can concisely
and uniformly formalize the distinction of permission/denial in a policy and
access/non-access in a query. Also, we provided two alternative semantics, AND-
semantics and OR-semantics, and showed that the static analysis problems in
AND-semantics and OR-semantics are solvable in square time and EXPTIME-
complete, respectively. Our query model was compared with Neven’s query au-
tomata [27] and the expressive power of our model was shown to be strictly greater
than Neven’s one. We also proposed a consistency problem of policies in schema
transformation and showed that the problem is decidable. Implementation of an
analysis tool and empirical evaluation of the proposed method are left as future
studies.

In Chapter 3, we proposed a simple formal model of AOP A-LTS. We com-
pared the expressive power of A-L'T'S with FSM and PDA under language equiv-
alence, bisimulation, and isomorphism. As a result, we showed the relationship
among a few subclasses of context-free languages and the class of the languages
of A-LTSs, shown in Figure 3.12, and FSM - A-LTS ¢ PDA under language

equivalence, bisimulation, and isomorphism. Finally, we stated the relationship
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between pointcuts in A-LTS and in AspectJ, one typical AOP language. As fu-
ture works, we will compare the expressive power of A-LTS with other models;
e.g., context free processes [35] and recursive state machines (RSM) [4, 2]. More-
over, we will discuss a verification of A-LTS using model checking proposed by
[4, 2], because we conjecture that A-LTS is a subclass of RSM. Benedikt et al. [4]
discussed the complexity of the verification of a few subclass of RSM. Following
their results, we will try to find an upper and a lower bound of the complexity of
the verification of A-LTS. Finally, since A-L'TS only models single-threaded pro-
grams, we will extend it to multithreaded programs. If we model multithreaded
programs as a set of PDAs that can communicate their states to one another,
then it can simulate Turing machines, i.e., it is too powerful and most problems
for the model are undecidable. However, it is not known whether a set of A-LTSs
that can communicate their state to one another can simulate Turing machines.
On the other hand, if we model a multithreaded program as a set of PDAs that
do not communicate with one another, then its language is a shuffle of CFLs,
which is not a CFL in general but most decision problems for it is still decidable.
The language of a set of A-LTSs that do not communicate with one another is
also not a CFL in general. Further investigation into the expressive power of a

set of A-LTSs that do or do not communicate with one another is needed.
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