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Abstract

The security of public-key cryptosystems is usually evaluated according to adversary’s
computational complexity necessary to achieve his/her malicious goal. Bellare et al. pre-
sented formal definitions of important properties, non-malleability and indistinguishability,
of public-key cryptosystems under three different types of adversaries, and clarified the
relationship among the properties. On the other hand, Goldreich proposed a formal defini-
tion of one-wayness, which is another important property of cryptosystems. The works by
Bellare et al. and Goldreich were given independently, and relations between their results
have not yet been clarified. Furthermore, other properties of public-key cryptosystems, not
covered by their works, have not been discussed.

This thesis is to unify and extend the results by Bellare et al. and Goldreich. In the
first part of the thesis, formal definitions of equivalence undecidability and non-verifiability
are presented, and both of them are shown to be equivalent to indistinguishability. Both
of them are important properties of public-key cryptosystems, but their formal definitions
have not yet been considered. The second part of the thesis is devoted to presenting more
detailed formalizations of non-malleability and one-wayness, and to clarifying relations
among the original and our formalizations. In the proposed formalizations, an adversary
is allowed to specify a message space from which a plaintext underlying the challenge
ciphertext is chosen. Difference in the size of the message space essentially affects on the
advantage of adversaries. In this thesis, three different levels are considered based on the

size of the message space, and detailed formalizations are induced for each level. It is shown
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that some of our formalizations coincide with Bellare et al.’s and Goldreich’s formalizations,

thus the result can be regarded as a natural extension of the original results.
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one-wayness
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Chapter 1

Introduction

1.1. The Security of Public-key Cryptosystems

A public-key cryptosystem plays essential roles in modern computer networks. The primal
property required for public-key cryptosystems is that nobody can decrypt ciphertexts
without a proper decryption key. This property, however, is not sufficient to realize secure
systems. The study of Bleichenbacher [10], briefly reviewed below, gives us a good example
to illustrate the motivation behind our study.

PKCS #1 (Public-Key Cryptography Standards) [30] is the RSA encryption standard
used in SSL (Secure Sockets Layer) [32] and other popular security mechanisms to pro-
vide confidentiality for exchanging symmetric encryption keys (digital envelopes), and for
constructing digital signatures. PKCS family of standards for public-key cryptosystems
consist of a number of components such as #1, #3, #5, #6, #7, #8, #9 and #10. These
standards cover RSA encryption, Diffie-Hellman key agreement, password-based encryp-
tion, extended-certificate syntax, cryptographic message syntax, private-key information
syntax and certification request syntax.

Currently, according to [10], PKCS #1 asserts plaintexts to be encrypted to satisfy a
block format of k-byte length of the form

EB = 00 02||PS||00||D

where D is the information to be transmitted, 00 and 02 are hexadecimal representations
of two bytes, PS is a padding string to make the block k-byte length, and || denotes the

concatenation of strings. The padding string PS is generated randomly but should not



contain 00 inside. The byte 00 between PS and D is to separate PS and D. The sender
converts the string FB to an integer m with the most significant byte first, encrypts m
with the RSA scheme by the usual exponentiation, ¢ = m® mod n, and sends the ciphertext
¢ to the recipient. The recipient decrypts the ciphertext ¢ by computing m = ¢? mod n,
converts the integer m to a string E'B, and checks that E'B has the expected form. If
E B has the valid form, then the recipient recovers the data value D; otherwise, an error
message is returned to the sender.

Consider an implementation of the recipient of PKCS #1 which returns an error message
if the string B obtained by decrypting the ciphertext does not satisfy the expected form.
In this case, an adversary can send a ciphertext y of his/her choice to the recipient, and
observe the behavior of the recipient. If the recipient returns an error message after the
adversary sent a ciphertext y, the adversary can find that the first two bytes of the plaintext
of y is not 00 02. If the recipient does not return any error message, then the adversary
can tell that the first two bytes of the plaintext of y is 00 02. Therefore, the adversary will
be able to get partial information on the ciphertext of his/her choice using the recipient
as if it were a decryption oracle which returns some information (in this case, the first two
bytes) about the decryption result.

In the case of the RSA scheme employed in PKCS #1, there is a systematic way for the
adversary to choose the ciphertexts to be tested by the decryption oracle so that he/she
finally breaks a given ciphertext. For example, let ¢ = m® mod n be the challenge ciphertext
and the adversary does not know m. For any choice of an integer constant b, the adversary
can obtain the ciphertext of bm, without knowing m, by computing b°c mod n. By giving
b¢c mod n to the decryption oracle, he/she knows partial information on bm. Since b is
chosen by the adversary, he/she can cancel the effect of b from the partial information, and
obtain the partial information on m. By repeating such attacks using a different constant
b, the adversary finally reveals the secret message m.

This example suggests us two important facts. First, decryption oracles are not merely
theoretical facilities, but they do exist on the real-world network. Second, even if one cannot
decrypt a ciphertext, he/she may reveal the secret message by making use of other defects
of cryptosystems. In the case of RSA, the defect is that one can transform a ciphertext
to another ciphertext so that their plaintexts are “meaningfully related.” Therefore, it is

important to discuss if a cryptosystem involves this kind of defects or not.



1.2. Related Works

With the recent development of computer and network technology, a public-key cryptosys-
tem has become an important research subject, and many public-key cryptosystems have
been proposed. For the long time, the security of public-key cryptosystems were discussed
individually. Recently, some researchers try to establish a systematic and formal method
to evaluate the security of cryptosystems. One important approach among such studies is
to present formal conditions (requirements) for a cryptosystem to be secure. The condition
can be regarded as a definition of security since a cryptosystem is secure if and only if it
satisfies the condition.

When we discuss security of cryptosystems, we need to pay attention to two aspects;
what the goals of adversaries are, and what the abilities of adversaries are. The goals
of adversaries are, for example, to decrypt a given ciphertext without a key, to rewrite a
plaintext underlying the given ciphertext, and so on. This idea was originally introduced
by Naor [4]. Concerning such goals, cryptosystems are expected to satisfy some properties.
Some of the important properties which are required to cryptosystems are non-malleability,
indistinguishability and one-wayness. The non-malleability is first introduced by Dolev,
Dwork and Naor [15, 16, 17| and its current revision [18], and the indistinguishability
is introduced by Goldwasser and Micali [23]. Intuitively, the non-malleability is that an
adversary cannot modify a ciphertext to another meaningfully related ciphertext without
decryption; the indistinguishability is that an adversary cannot tell which one of the given
two plaintexts is the decryption of a given ciphertext (either one is a decryption of the given
ciphertext); the one-wayness is that an adversary cannot decrypt a ciphertext and obtain
a plaintext. Three types of adversaries’ abilities are: chosen-plaintext attack (CPA), non-
adaptive chosen ciphertext attack (CCA1), and adaptive chosen ciphertext attack (CCA2).
Under CPA, an adversary can obtain the ciphertext from a plaintext of his/her choice.
Under CCAT1, formalized by Naor and Yung [26], in addition to the CPA case, an adversary
can also have access to a decryption oracle before obtaining a challenge ciphertext y. Under
CCAZ2, formalized by Rackoff and Simon [29], an adversary can have access to a decryption
oracle any time even after he/she obtained the challenge ciphertext y. The only restriction
is that the adversary cannot ask the oracle to decrypt y itself.

The adaptive chosen ciphertext attack has been considered to be an unrealistic attack

model; however, Bleichenbacher showed that it is realistic in some situations as we saw in



Section 1.1. Thus the realization of public-key encryption schemes which are robust against
the adaptive chosen ciphertext attack is an important subject, not only in a theoretical
sense but in a practical sense.

To provide secure encryption scheme, an enhancement scheme of existing cryptosystems,
known as OAEP (Optimal Asymmetric Encryption Padding) [7], is proposed and employed
by RSA Laboratories. OAEP is said to be secure against chosen ciphertext attack, if the
underlying cryptosystem has certain robustness. Besides OAEP, there are other conversion
schemes which also make use of with hash functions, [21, 22]. A conversion of weak
public-key and weak symmetric-key encryption schemes into a strong public-key encryption
scheme against CCA2 is presented in [20]. These techniques are based on the random oracle
model [6] in which we assume that there are random hash functions. It is considered that
a random hash function is easier to construct than one-way functions or pseudo-random
functions which output ideal random strings. For a practical example, one can construct
a random hash function by using DES (Data Encryption Standard) [19], which converts a
simple input to a complex output.

Different from the approach to enhance existing cryptosystems, there is an approach
to develop a cryptosystem which is robust against chosen ciphertext attacks by nature.
Such cryptosystems are called probabilistic public-key encryption schemes. In probabilis-
tic public-key encryption schemes, there are exponentially many ciphertexts for a single
plaintext, and an encryption algorithm probabilistically chooses one of them as an en-
cryption of the plaintext. It has been proved that appropriately designed probabilistic
public-key encryption schemes are robust against chosen ciphertext attacks. Such schemes
include CS (Cramer and Shoup) [14] and EPOC (Efficient Probabilistic Public-Key En-
cryption) [27, 28] encryption schemes. Only these two schemes and OAEP are proven to
be secure against chosen ciphertext attack.

Bellare et al. considered two security properties, non-malleability and indistinguishability
against CPA, CCA1 and CCA2. They proposed six security notions NM-CPA, NM-CCA1,
NM-CCA2, IND-CPA, IND-CCA1 and IND-CCA2 as formal definitions of non-malleability
and indistinguishability against the above three adversary models. The remarkable point
of Bellare et al.’s work is that the formalizations are given in terms of the theory of com-
putational complexity. In the theory of computational complexity, it is possible to reduce
a problem A to another problem B, which means that solving A is not more difficult than

solving B. By considering similar reductions between security notions, we can discuss the



relationship among security notions. Actually, Bellare et al. completely clarified the rela-
tions among the six notions which they proposed. On the other hand, as for one-wayness
of cryptosystems, the study of Goldreich is remarkable. Goldreich presented a formal def-
inition of one-way functions, which can be straightforwardly converted to a Bellare-style
definition of one-wayness (OW-ATK) for cryptosystems. However, the relations among
OW-ATK, NM-ATK and IND-ATK are not known.

There are many related work around this topic. For example, [11, 31] discuss the
relation between the indistinguishability and the semantic security. The security notions
on symmetric-key cryptosystems against CPA is presented in [3], and against CCA is in
[13]. Security notions required in multicast [2], blind signatures [1], key exchange [12],

etc. are also discussed.

1.3. Contents of the Thesis

This study is to fill the uncovered topics on security notions of public-key cryptosystems
by providing new formalizations, showing relations, and unifying and generalizing the for-
malizations of Bellare et al. and Goldreich. In Chapter 2, we review some previous works
by Bellare et al. and Goldreich. In Chapter 3, we discuss properties of cryptosystems
which were not considered by Bellare et al. and Goldreich. The properties we consider
are equivalence undecidability and non-verifiability. Equivalence undecidability (EU) is the
property such that an adversary cannot make a decision whether decryptions of two given
ciphertexts y and y' are the same or not. Non-verifiability (NV) is the property such that
an adversary cannot verify whether a challenge ciphertext y is an encryption of a given
plaintext x or not. By combining these goals with the three attack models, we can consider
six more notions of security. Formalizations of these new notions are presented, and the re-
lation among these new notions and those of Bellare et al. is discussed. The result is that
equivalence undecidability, non-verifiability and indistinguishability are all equivalent in
the sense of security. In Chapter 4, we consider formalizations of non-malleability and one-
wayness which are different from those of Bellare et al. and Goldreich. When we consider
these properties in a formal way, an adversary is represented as a pair of polynomial-time
algorithms (A, Ay), where A; performs a kind of “precomputaion” and A, attacks the chal-
lenge ciphertext. In the formalization of NM-ATK by Bellare, A; outputs a set of plaintexts

(message space). An encryption oracle chooses a message in the specified message space,



and constructs a challenge by encrypting the chosen message. We need to remark that
the size of the message space affects essentially the advantage of adversaries. Choosing a
small message space makes A, more advantageous, while choosing a message space larger
makes it more difficult to attack. In the case of NM-ATK, there is no lower-bound limit
on the size of the message space and an adversary can choose a very small message space.
This models a very powerful adversary, and it makes NM-ATK very strong security notion.
Surely such a powerful adversary model is interesting from the theoretical viewpoint, but
it might be too much as a model of practical adversaries. In this thesis, we consider three
different formalizations of non-malleability and one-wayness according to the lower-bound
limit on the size of the message space. We clarify the relation among the original and
our formalizations, showing that NM-ATK and OW-ATK (formalization of one-wayness
by Goldreich) coincide with some of our formalizations. Hence the results by Bellare and
Goldreich are unified and subsumed in our results. In Chapter 5, we conclude the thesis

by summarizing results and discuss some future works.



Chapter 2

Preliminary

2.1. Notations

We use the standard notations and conventions for writing probabilistic algorithms and ex-
periments. If A is a probabilistic algorithm, then A(xy, 2y, ..., z,;7) is the result of running
A on inputs xy, Ty, ..., T, using a random sequence r. We write y < A(xy, z, ..., z,) to de-
note the experiment of picking r at random and letting y be the output of A(xy, z9, ..., p; 7).
For a finite set S, let x <— S be the operation of picking an element uniformly from S. If «
is neither an algorithm nor a set then x <— « is a simple assignment statement. We say that
y can be an output of A(zy,xs,...,x,) if there exists r such that A(zy,za,...,x,;7) = y.

A public-key encryption scheme is given by a triple of algorithms, IT = (K, £, D), where

e K, the key generation algorithm, is a probabilistic algorithm that takes a unary secu-
rity parameter k& € N (key length for example) and returns a pair (pk, sk) of matching

public and secret keys.

e &, the encryption algorithm, is a probabilistic algorithm that takes a public key pk
and a message © € {0,1}* and produces a ciphertext y. It is emphasized that the
encryption is a probabilistic operation. Even if the same pair of pk and = are given

to the algorithm, the ciphertext y is not always the same.

e D, the decryption algorithm, is a deterministic algorithm which takes a secret key
sk and a ciphertext y and produces a message x € {0,1}*, or a special symbol L to

indicate that the ciphertext was invalid.
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Figure 2.1. The adversary model

For each (pk,sk) which is the output of K(1%), for each z € {0,1}*, and for each y which
is the output of &y(x), we require that Dy (y) = . The keys for the encryption and
decryption are indicated as subscripts to the algorithms.

We say that IT = (K,&,D) is probabilistic if a plaintext is encrypted to a ciphertext
in exponentially many different ways. That is, {y : y < &ux(x)} contains exponential
number of ciphertexts to the security parameter (such as the length of keys). Thus a
polynomial-time adversary cannot enumerate all ciphertexts of given x and pk.

As in Figure 2.1, an adversary is modeled by a pair of probabilistic polynomial-time
algorithms A = (Ay, As), where A; performs computation before a challenge is given, and
A, performs computation after the challenge is given. A challenge is a ciphertext for which
an adversary tries to attack, and chosen by an encryption oracle which is an entity different
from the adversary. An algorithm is superscripted by an oracle. For example, A? “ denotes
an algorithm A; which can use an algorithm O; as an oracle. A function e: N — R is

negligible if, for any constant ¢ > 0, there exists an integer k. such that (k) < k¢ for all
k> k..
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Figure 2.2. The IND adversary model

2.2. Previous Works

Prior to our research, Bellare et al. presented a formal definition of non-malleability and
indistinguishability with three attack models [4]. In the following sections, we briefly review

their formalizations.

2.2.1 Indistinguishability (IND)

The indistinguishability is one notion of the security of probabilistic public-key encryp-
tion scheme. Intuitively, a scheme is indistinguishable if any adversary cannot learn any
information about the plaintext of the challenge ciphertext. Formally, an adversary for
the indistinguishability is a pair of probabilistic algorithms (A, Ay) (Figure 2.2). The al-
gorithm A; takes the public key pk as an input, and outputs a triple (xg, 21, s), the first
two components being messages (of the same length), and the last component being the
state information (possibly including pk) which are useful for A,. The encryption ora-
cle receives the output (x¢,x1,s) of Ay, and generates b € {0,1} randomly. Then, the
challenge ciphertext is determined so that y = &Ep(x;) and is sent to A,. The algorithm
A, receives the challenge ciphertext y from the encryption oracle, and (zg, 1, s) from A;.
Then A, determines whether y = &y(xo) or y = Ep(x1). Bellare et al. considered the
indistinguishability for the CPA, CCA1 and CCA2 attacks.



Definition 1: [4] Let IT = (KC,&,D) be an encryption scheme and A = (A;, A3) be an
adversary. For atk € {cpa, ccal, cca2} and k € N, define

Advijjiatk(k) = 2. Pr[(pk, sk) + K(1%); (zo, 21, 5) + AP (pk);
b {0,1};y + Epp(wy) + AT (20, 71, 8,y) = b] — 1.

The oracle is defined as follows where O;(-) = € means that no oracle is available;

if atk=cpa then O4(-) =¢ and Oy(-) = ¢,
if atk=ccal then O;(-) = Dg(-) and Oy(-) = ¢, and
if atk=cca2 then O;(-) = Dy () and Os(:) = D ().

We also assume that A; outputs distinct plaintexts zq and x; with |zo| = |21|. In the case
of CCA2, A, is not allowed to ask its oracle to decrypt y. The encryption scheme II is

said to be secure in the sense of IND-CPA, IND-CCA1 and IND-CCA2 if Advi/?:irfpa(k),
Advijgi“al (k) and Advijgi“az (k) are negligible for any adversary A, respectively. a

2.2.2 Non-Malleability (NM)

The non-malleability is a notion of security of public-key encryption scheme concerning
the forgeability of ciphertexts. In some public-key encryption scheme, we can convert a
ciphertext y to another ciphertext 3’, without decrypting y, so that the plaintexts of yy and
y' are meaningfully related. For example, consider RSA and let y be a ciphertext of RSA.
For any positive integer ¢, we can obtain a ciphertext of a message ¢- Dy (y) by computing
c® -y mod n where e and n are public encryption keys. Such property helps adversary
attacking the encryption scheme [10]. A scheme is non-malleable if the scheme does not
have such a property.

To discuss the non-malleability in a more formal way, some notations to deal with vectors
of plaintexts or ciphertexts are introduced. A vector is denoted in boldface, as in x. The
number of components in x is denoted |x|, and x[i] denotes the i-th component, therefore,
x = (x[1],...,x[|x|]). The set membership notation is extended to vectors so that x € x if
and only if z € {x[i] : 1 <7 < |x|}. It will be convenient to extend the decryption notation
so that operations are performed componentwise. Thus x < Dy (y) is the shorthand for

the following:

for 1 < i < |y| do x[i] « Dg(yli]).
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Figure 2.3. The NM adversary model

A relation is a boolean predicate on plaintexts or ciphertexts. Usually, a relation R
with ¢ parameters is written as R(x1,...,x;). We also use the notation R(z,x) with
X = (Z1,...,2; 1) to represent R(x,zy,...,x; 1). A simple example of relations is a
“complement” relation R(zg,z;) which is true if and only if o and z; have the same
length, and =z, is the bitwise complement of x;. Another example is an “identity” relation
R(zg, ;) which is true if and only if 2o = ;. The identity relation can be extended to a
relation with ¢ parameters so that R(zy,...,z;) is true if and only if there is i € {2,...,t}
such that z; = ;.

Given a challenge ciphertext y, the goal of the adversary is not to learn something about
its plaintext x, but to output a vector y of ciphertexts whose decryption x is “meaningfully
related” to x, meaning that there is a relation R (which is not the identity relation) and
the probability that R(z,x) is true for the vector x is non-negligibly larger (or smaller)
than the probability that R(Z,x) is true for a randomly chosen Z.

Let A = (Ay, Ay) be an adversary (Figure 2.3). In the first stage of the adversary’s
attack, A, is given the public key pk, and outputs a subset M of the message space of the
encryption scheme. The encryption oracle randomly chooses a message x € M, encrypts x,
and sends &, (x) to the adversary. In the second stage of the adversary’s attack, A, receives
an encryption y of a random message x € M. The adversary then outputs a description of

a relation R and a vector y which should not contain y itself as a component, hoping that
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R(z,x) holds where x <— Dy (y). An adversary is successful if the probability that R(x,x)
is true is significantly more than the probability that R(Z,x) is true for some random

T+ M.

Definition 2: [4] Let IT = (K, &, D) be an encryption scheme and let A = (A;, Ay) be an
adversary. For atk € {cpa,ccal,cca2} and k € N, define

Advzr,“ﬁatk(k) = |Succj‘?ﬁatk(k) - Succj‘fﬁ‘?%k(kﬂ

where

Succﬁfﬁatk(k) = Pr[(pk, sk) « K(1%); (M, s) < AT (pk); 2 + M;y + Ep(2);
(R,y) « AS*(M,s5,y);x < Dy(y) : y ¢ yA L& x A R(x,x)],

and

Succy 45 (k) = Pr((pk, sk) < K(1F); (M, s) < AV (pk); 2, & < M;y + Ep(a);
(R,y) « AT*(M,s,y);x < Dy (y) : y ¢ yA L¢ x A R(%,x)).

The oracle to be used is the same as IND-ATK. We say that II is secure in the sense of
NM-CPA, NM-CCA1 and NM-CCA2 if Advy ™", Advi‘fﬁ“al and Advljﬁi“ﬂ are negligible

for any adversary A, respectively. O

The condition y ¢ y is to exclude identity relations. Without this condition the adversary
can output the identity relation R and y = (y), and be successful with probability one.
The adversary is unsuccessful when some ciphertext y|[i] does not have a valid decryption,

1 € x, because in this case, the receiver is simply going to reject the adversary’s message.

2.2.3 Relations between IND and NM

Bellare et al. showed implication and separation results among six definitions presented in
Definitions 1 and 2. Fig.2.4 summarizes their result’.

For security notions a: and (3, we write

!The figure is drawn in a different manner from [4] for simplicity, but it represents the same relations

among the presented notions.
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NM-CPA NM-CCA1 NM-CCAZ2

D-CCA2

IND-CPA IND-CCA1

Figure 2.4. IND-ATK and NM-ATK

e o = (J to mean that if II is an encryption scheme which meets the security notion «,

then II also meets the security notion f3.

e o 7 [ to mean that even if II meets the security notion «, II does not always meet

the security notion f.

Theorem 1: NM-ATK = IND-ATK
If encryption scheme II is secure in the sense of NM-ATK, then II is secure in the sense of

IND-ATK for any attack ATK € {CPA, CCA1, CCA2}. O
Theorem 2: IND-CCA2 = NM-CCA2 O

Theorem 3: IND-CCA1 A NM-CPA

Even if an encryption scheme 11 is secure in the sense of IND-CCAL, II is not always secure

in the sense of NM-CPA. O
Theorem 4: NM-CPA # IND-CCA1 O
Theorem 5: NM-CCA1 A NM-CCA2 a

In the figure, if there is a directed path from « to (3, then it means that a cryptosystem
which is secure in the sense of « is always secure in the sense of 3. If there is no directed
path from « to (3, then the security in the sense of o does not always implay the security

in the sense of 3.
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2.2.4 One-wayness (OW)

To the authors’ knowledge, one-wayness of public-key cryptosystems is not discussed ex-
plicitly in the context of the formal definitions for security notions. Even so Goldreich has

presented a formal definition for a function to be one-way[24].

Definition 3: [24] A one-way function f is a polynomial-time computable function such
that for every probabilistic polynomial-time algorithm A, for every positive polynomial

p(-), and for all sufficiently large k's, we define
> 2 PafA(f(@) € @) <
z€{0,1}* p
O
The definition is for a general function rather than encryption functions. Also, we remark

that the sum is over all binary strings of length k. If we translate the above definition to

Bellare-style formalization, then we have a following formal definition of one-wayness.

Definition 4: Let [T = (K, £, D) be an encryption scheme and A = (A;, Ay) be an adver-
sary. For atk € {cpa,ccal, cca2} and k € N, define

AV (k) = Pr[(pk, sk) < K(1%); s + AT (pk);
x4+ {0, 1}y Ep(T); 2 A?z(s,y) cx =zl

The oracle to be used is the same as IND-ATK. The encryption scheme II is said to be

secure in the sense of OW-CPA, OW-CCA1 and OW-CCA2 if Advy' ™ (k), Advzvj'ﬁ“al(k)
and Advilv’vﬁCC8L2 (k) are negligible for any adversary A, respectively. O
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Chapter 3

New Security Notions for

Public-Key Cryptosystems

3.1. Equivalence Undecidability (EU)

A new notion of security of cryptographic schemes, named equivalence undecidability, is
proposed in this section. This notion is related to a goal of an adversary who tries to
intrude an electric voting system, for example. Consider a simple system such that the
voting is made by encrypting “yes” or “no” and sending the ciphertext to the server of the
system (See, Fig. 3.1).
The primal requirement to the voting system is that an adversary cannot know from the
ciphertext y; which of yes or no the voter ¢« made. In addition to the primal requirement,
it is often required that the adversary cannot know whether two voting ciphertexts y;
and y; are encryptions of an identical plaintext or not (“yes” or “no”). The equivalence
undecidability is to deal with the latter requirement. An adversary is given two ciphertexts,
and decides whether the two ciphertexts are encryptions of an identical plaintext or not.
Formally, an adversary A = (A;, Ay) behaves as follows. Algorithm A; takes a public
key pk as an input, and outputs a pair (M, s) where the first component is a subset of
messages, and the second component is the state information which will be passed to
As. An encryption oracle randomly chooses two messages xg,z; € M, and computes
two ciphertexts y = Er(ro) and y' = Epp(xy) where b € {0,1} is randomly chosen. The

algorithm A, determines if decryptions of i and ¢’ are the same or not. Figure 3.2 sketches
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Voter 1 Voter 2 Voter n

Yes or No Yes or No Yes or No

y1 y2 yn

Figure 3.1. An example of EU in the electronic election

the above adversary.

Definition 5: Let IT = (K,&,D) be an encryption scheme and let A = (A;, A3) be an
adversary. For atk € {cpa, ccal, cca2} and k € N, let

AV (k) = 2 Pr[(ph, sk) < K(1%); (M, 5) ¢ AT (pk); 20, 21 4 M;
b {0,1};y < Epp(@0); i < Epp(xp) = AS?(5,,9') = ] — 1.

The oracle to be used is the same as IND-ATK. We say that II is secure in the sense of
EU-CPA, EU-CCA1 and EU-CCA2 if Adv}{™, Advy'[i*" and Adv$7{™ are negligible for

any adversary A, respectively. O

3.2. Non-Verifiability (NV)

The next notion we consider is the non-verifiability. The notion has relationship to a goal
of an adversary who tries to intrude, for example, an anonymous electronic bids system.
Consider the following simple example. For a certain item, users of the system make price,
and send the encryption of the price to the server of the system. A user who makes the
largest price is the winner. The server opens the largest price, but the name of the winner

is kept anonymous. (See Figure 3.3.)
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Decryption Oracle
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Encryption Oracle | X0,x1<—M, b«—{0,1}

Figure 3.2. The EU adversary model

An intruder who knows the largest price tries to find who the winner is, by examining the
ciphertexts sent from users. Thus, an adversary is given a plaintext  and a ciphertext vy,
and decides if y is an encryption of x.

Formally, an adversary A = (A, As) behaves as follows. In the first stage of the adver-
sary’s attack, A, takes a public key pk, and outputs a subset M of the message space. An
encryption oracle randomly chooses two messages xy,z; € M, and also chooses b € {0,1}
randomly. Then the plaintext zy and the ciphertext y = &,(xp) is sent to the adversary.
The algorithm A, verifies if y is an encryption of xg or not. Figure 3.4 shows a adversaries’

model of NV.

Definition 6: Let IT = (K,&,D) be an encryption scheme and let A = (A;, Ay) be an
adversary. For atk € {cpa,ccal,cca2} and k € N, let

Advj‘:ﬁatk(k) = |Succf}fjﬁatk(k) — Succi‘:ﬁ’agk(kﬂ

where

Succ " (k) = Pr[(pk, sk) + K(1%); (M, s) AS (pk); wo < M;
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Bidder A Bidder B S Bidder N

$4,000 $6,000 $5,000
E(x1), A E(x2), B o E(xn), N

Figure 3.3. An example of NV in the electronic bit

Y gpk(x0> : Agz(x(b 87y) = ]']
and
Succ‘;]‘jﬁ}tk(k) = Pr[(pk, sk) < K(1¥); (M, s) «+ A (pk); xo, z, + M;
Y gpk(xl) : Agz('xO) S7y) = 1]

The oracle to be used is the same as IND-ATK. We say that II is secure in the sense of
NV-CPA, NV-CCA1 and NV-CCA2 if Adv}{1™*, Advi ™ and Advy[{ are negligible

for any adversary A, respectively. O

3.3. Relation among NM, IND, EU and NV

The relation among the proposed notions and these of [1] is discussed in this section.

Theorem 6: IND-ATK = EU-ATK

Proof: We show that Adv‘;;ﬁatk(-) is negligible for any adversary B if Il is secure in the
IND-ATK sense. Let B = (B, By) be an EU-ATK adversary attacking II. To prove
the theorem, we construct an IND-ATK adversary A = (A;, Ay) attacking IT by using
B = (B, By) so that A succeeds the attack if B does, that is, Advij}fatk(-) is not negligible
if Adv%u’ﬁatk(-) is not negligible, implying that Adv%‘l’ﬁ“k(-) is negligible if Advij‘l}[_atk(-) is
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Figure 3.4. The NV adversary model

negligible. Adversaries A and B have access to an oracle O; in their first stage and an

oracle O, in the second stage.

Algorithm of AP (pk)
(M, s) < By (pk)
To, 1 — M
Yo < Spk(%)

s < (s,90)
return (o, 1, ")

Algorithm of AS?(z¢, 21, s',3) where s' = (s, y0)
d <+ Bgz (87 Yo, y)

return d

A?l outputs plaintexts xy and x, and a modified state information s’, including a ciphertext
Yo- A§92 outputs d € {0,1} so that d = 0 when the decryptions of y and 7, are the same
and d = 1 when the decryptions of y and 3, are different. Notice that A is a polynomial
time algorithm if the running time of B is bounded by a fixed polynomial in k.

We consider the advantage of A, given by
Adviji{“k(k) = 2 - Pr[(pk, sk) + K(1%); (w0, 71,5) AP (pk); b < {0,1};
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Y < Epr(Ts): Ag)z(anthay) =0 — 1.
Since b € {0, 1} is chosen uniformly, we have

AdViff}l_atk(k) =2 (5p£(0) + 3p(1)) — 1
= pr(0) +pe(1) — 1

where
pi(i) = Pr[(pk, sk) < K(1F); (z0,21,5') < AT (pk);
Y < 5pk($z‘)3 Ag)z(xo, 1,8, y) = Z]
for i € {0,1}.

On the other hand, Adv%”ﬁatk(k) is written as

- (3Ph(0) + 5p1(1) — 1

where

P (i) = Pr(pk, sk) < K(1¥); (M, s) < By (pk); zo, z1 + M;
Yo < 5pk($o)§ Y < gpk(%’) : BfQ(S,yo, ?J) = Z]

for i € {0,1}. Remark that (zg,2,,s") < AP (pk) if and only if (M,s) < BY'(pk)
and x, 71 < M, and that AS?(xg,zy,s',y) = i if and only if BS?(s,10,y) = i. Hence,
pi(i) = pi(i) for i € {0,1}, and therefore, Adv%‘iﬁatk(k) = Advf}f‘"‘tk(k). If IT is secure in
the sense of IND-ATK, then Advijﬁ{“k(k) is negligible, and consequently, Adv‘;ﬁatk(k) is
also negligible and II is secure in the sense of EU-ATK. a

Theorem 7: EU-ATK = IND-ATK

Proof: We show that Advigflrfatkﬂ) is negligible for any adversary B if Il is secure in the
EU-ATK sense. Let B = (Bj, By) be an IND-ATK adversary attacking IT. We construct
an EU-ATK adversary A = (A;, A,) attacking II by using B = (By, By) so that A succeeds
the attack if B does.

Algorithm of AY'(pk)
(0,21, s) < B (pk)
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M = {.on,l'l}
s' <+ (mg, 21, 9)
return (M, s")

Algorithm of AS?(s',y,1') where s' = (o, 1, 5)
d < Bgz (Jfo, Ty, S, y)

return d

A% outputs a subset M of messages and a modified state information s’. The output of
AS? is d € {0,1} where d = 0 for Dy (y) = 20 and d = 1 for Dy (y) = ;. Notice that A is

a polynomial time algorithm if the running time of B is bounded by a fixed polynomial in

k.
Similar to the proof of Theorem 6, Advzu’ﬁatk(k) is written as

AdVilu,ﬁatk(k) =2+ (506(0) + 3pk(1)) — 1
= pr(0) +pe(1) — 1

where

pr(i) = Pr(pk, sk) « K(1%); (M, s") < AP (pk); zo, 71 < M;
y = Epplm0); ¥ Epl(w) : AP (8 y,0) = 1]

for i € {0,1}.
On the other hand, Adv%‘ﬁ{atk(/ﬂ) is written as
Advipy (k) = 2+ (504(0) + 3pi (1) — 1
= 14(0) +pi(1) =1

where

pi.(i) = Pr((pk, sk) = K(1%); (0, 21,5) < By (pk);
y — gpk(ajl) : B;DZ(IO’ x1, S, y) = /L]

for i € {0,1}. Remark that (M, s') <— AL (pk) and (¢, 1) < M if and only if (20, 21, 5)
BP'(pk), and that AS?(s',y,y') = i if and only if BS? (0, 21, 5,9) = i. Hence, pi(i) = p}.(7)
for i € {0,1}, and therefore, Advi,;j};“k(k) = Advzu’ﬁatk(k). If TT is secure in the sense of
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EU-ATK, then Advil’ﬁatk(k) is negligible, and consequently, Adv%‘i{atk(kj) is also negligible
and [T is secure in the sense of IND-ATK. O

Theorem 8: IND-ATK = NV-ATK

Proof: We will show that Adv%v’ﬁatk(-) is negligible for any adversary B if II is secure in the
IND-ATK sense. Let B = (By, By) be a NV-ATK adversary attacking II. We construct an
IND-ATK adversary A = (A;, Ay) attacking I by using B = (By, Bs) so that A succeeds
the attack if B does.

Algorithm of AY*(pk)
(M, 5) + BE (o)
(xo,21) M
s« (M, s)

return (o, 1, s")

Algorithm of AY?(z¢, 1, s, y) where s' = (M, s)
d < BSZ (x07 S, y)

ifd=1thenc<« 0 (d = 1 means that B believes Dsk(y) = xo)
else ¢ «+ {0,1} (coin flip)
return ¢

A?l outputs plaintexts xzy and z;, and a modified state information s'. A?z outputs ¢ €
{0,1} such that y = £(z.). Notice that A is a polynomial time algorithm if the running time
of B, and the time to sample messages from M are both bounded by a fixed polynomial
in k.

According to the definition of the indistinguishability, the advantage of A is

Adviji{atk(/ﬂ) = 2 Pr[(pk, sk) < K(1¥); (29,71, 5) + AP (pk);
b {0,1}; y < Epplwp): AS? (20,21, 5,y) = b] — 1.
Let the probability py(b) for b € {0,1} as

pi(b) = Prl(pk, sk) < K(1¥); (20,31, 8") « AT (pk);
Yy — gpk(xb) : AgoZ(:EO?l‘l) 8,7 y) = 0]

p(0) is the probability that A, outputs the correct answer 0 under the condition that b
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is chosen to be 0 by the encryption oracle, and pg(1) is the probability that A, outputs
the incorrect answer under the condition that b is chosen to be 1 by the encryption oracle.
Remark that

Pr[(pk, sk) « K(1%); (w0, 21, 5") — AS (pk); b« {0,1};
y < Ep(p) - A2 (20, 21,5, y) = b]
= 5p(0) + 3(1 — pe(1))
= 2pk(0) — 3pk(1) + 3,

and hence,

AdvRG (k) = 2(3pr(0) — Ipk(1) +3) — 1
= pr(0) — pi(1).

Next, we consider the advantage of B, given by

Adv%v’ﬁa’tk(k) = |Succ%‘iﬁatk(k) — Succ%‘jﬁf’gk(kﬂ

where

Succ%‘iﬁatk(k) = Pr[(pk, sk) < K(1%); (M, s) < BY*(pk); xo < M;
Y gpk(x()) : B?Z(‘TOa S7y) = 1]

and

Succy ¥ (k) = Pr[(pk, sk) <= K(1%); (M, s) < B (pk);
Lo, Ty — M7 Yy — gpk‘(l‘l) : Bgz(xo,&y) = ]']

Consider the case that y = & (x0) is given to AS2. In this case the probability pg(0)

that AS? outputs the correct answer is

pr(0) = Succ%"’ﬁa’tk(k) +(1- Succ%"’ﬁa’tk (k)) - 1

2
_ 1 nv—atk 1
= 3Succyp (k) + 3

Note that AY? outputs the correct answer 0 if BS? outputs 1, or if BS? outputs 0 and ¢ is
chosen to be 0. The probability of the former case is Succ%‘jﬁatk(k), and the probability of
the latter case is (1 — Succ%v’ﬁatk(k)) - 5, and hence, py(0) is the summation of the above
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two probabilities. Similarly, consider the case that y = £(x1) is given to AS2. In this case,

we have

pr(1) = Succ%‘jﬁf’?sfk(k) +(1- Succ%‘jﬁf?sfk(k)) . %
= %Succ%"’ﬁ;“gk(k) + 3.

Note that A?Q outputs the incorrect answer 0 if B§92 outputs 1, or if B§92 outputs 0 and ¢

is chosen to be 0. The probability of the former case is Succ%v’ﬁ?;k(k), and the probability

of the latter case is (1— Succ%‘jﬁf?sfk(k)) -2, and hence pg(1) is the summation of the above

two probabilities.

We rewrite the advantage of IND-ATK as

+ %Succ%‘jﬁatk(k))
— (% + %Succ%‘jﬁ?gk(k))
= %(Succ%v’ﬁatk(k) — Succ%"’ﬁfgk(k))

= LAdvE ™ (k).

— 2

Therefore, Advfﬁ{atk(k) is negligible if and only if Adv%‘iﬁatk(k) is negligible. If the scheme
IT is secure in the IND-ATK sense, then II is secure in the NV-ATK sense. O

Theorem 9: NV-ATK = IND-ATK

Proof: We show that Adv%‘f}fatk(-) is negligible for any adversary B if II is secure in
the NV-ATK sense. Let B = (By, By) be an IND-ATK adversary attacking I1. We will
construct NV-ATK adversary A = (A;, Ay) attacking IT by using B = (B, Bs).

Algorithm of AY"(pk)
(w0, 21, 5) + By (pk)
M = {xg, 21}

s« (xo,x1, )
return (M, s")

Algorithm of AY?(z,s',y) where s' = (9,21, 5)
b+« B?z(l'o,l'l,s,y)
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ifb=0 then d <+ 1
else d + 0

return d

A?l outputs a message space M, and a modified state information s’, including plaintexts
zo and x1. AS? outputs d € {0,1} so that d = 1 if the adversary believes y = £(z,) and
d = 0 otherwise. Notice that A is a polynomial time algorithm if the running time of B is
bounded by a fixed polynomial in k.

By the definition of NV, the advantage of A is

Advrj“jﬁatk(k) = |Succ%ﬁatk(kj) — Succ‘j“:ﬁz’fk(kﬂ
where

Succy " (k) = Pr[(pk, sk) < K(1¥); (M, s') + AT (pk);
Ty < Ma Y gpk(x()) : AS)Z(LEO, S,7y) = 1]

and

Succrjl‘:ﬁ%tk(k) = Pr[(pk, sk) « K(1F); (M, s") < A (pk);
To, X1 < M7 Y gpk(x1> : A?Z(xoa Slay) = 1]

Now we consider the advantage of B. Define

pi(b) = Prl(pk, sk) < K(1%); (0,21, 5) = By (pk);
y — gpk(xb) : B;DZ(ZEO,]/‘I, S7y) = 0]

for b € {0,1}. Then, similarly to the proof of Theorem 8, we have
Adv%‘i{‘"‘tk(/ﬂ) = pr(0) — pr(1).

On the other hand, Succ‘j“:ﬁa’tk (k) = pi(0) since AS* outputs 1 if and only if BS? outputs

nv—atk

0, and Succly’ %" (k) = pi(1) similarly. Hence,
AV (k) = |pe(0) — pr(1)]

which is negligible if and only if Advi,;j};“k(k) is. This implies that if the scheme II is
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secure in the NV-ATK sense, then it is secure in the IND-ATK sense. O

The four theorems imply that IND, EU and NV are equivalent for any attack of CPA,
CCA1 and CCA2. The results together with those of [4] are illustrated in Figure 3.5.

NM-CPA NM-CCAl NM-CCAZ2

/ IND-CCA2
/ EU-CCA2

IND-CPA IND-CCA1 NV-CCAZ2
EU-CPA EU-CCAl
NV-CPA NV-CCAl

Figure 3.5. The relation among EU, NV, IND and NM

3.4. Discussion

New notions of the security of probabilistic public-key encryption schemes have been
proposed. The notions are derived by new goals, equivalence undecidability and non-
verifiability. As an extension of the result by Bellare et al., this paper considered the
relation among the new notions and those of Bellare et al. The conclusion is that equiva-
lence undecidability, non-verifiability and indistinguishability are all equivalent in the sense

of security.
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Chapter 4

Detailed Formalizations of
Non-Malleability and One-Wayness

4.1. Motivation

Besides the goal of adversaries, there is an essential difference between NM-ATK and OW-
ATK. In the case of NM-ATK, an adversary specifies a set M of messages from which an
encryption oracle chooses = and constructs the challenge y. Hereafter, the set M is called
a message space for simplicity. In the case of OW-ATK, on the other hand, the message
space is fixed to the set of all messages of length £, and the adversary knows nothing about
x except the message length k. Obviously, adversaries in NM-ATK are more advantageous
than adversaries in OW-ATK. Actually, a NM-ATK adversary is allowed to choose a very
small set M, and perform certain kinds of exhaustive attacks for each message in M.
Remark that such exhaustive attacks are not possible for OW-ATK adversaries since the
number of messages in the message space is beyond the polynomial-bound of the adversary
in OW-ATK framework.

The purpose of this chapter is to discuss non-malleability of cryptosystems against ad-
versaries who are not as powerful as those in NM-ATK setting. For example, consider
a situation such that an adversary obtains a ciphertext y by wiretapping. He wants to
forge another message y' so that the plaintexts of y and ' are meaningfully related, but
he knows nothing about the plaintext underlying y except that the plaintext is just £ bits.

We would like to present a formal definition of non-malleability of cryptosystems under
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such a situation. Since we consider less powered adversaries than those in NM-ATK (with
respect to the message space), the cryptosystem does not have to be as robust as NM-ATK,
that is, the security notion which we should consider in this case is weaker than NM-ATK.
However, since the above described situation is very common in the real world, the induced

security notion will be practical and significant in an engineering sense.

4.2. Generalized Non-malleability (INMzj)

We will devise new formalizations of non-malleability by imposing a lower-bound limit
on the message space which is specified by the adversary A;. First, we need to modify
the polynomial-time algorithm A; so that it is able to handle message spaces with the
exponential number of messages. This is possible by introducing predicates on messages.
Let M be the set of all messages available in the public-key cryptosystem. A predicate on
M is a boolean function which maps each message in M to a boolean value, true or false.
For a set M of messages and a predicate p on M, let M, be the subset of M such that
messages in M, make the predicate p true. Thus M, = {m : m € M,p(m) = true}. A
predicate p is a level-1 predicate if |M,|/|M| is not negligible. We say that p is level-2
if [M,| is not bounded by any polynomial, and level-3 if there is no restriction on |M,|.
We assume that predicates are represented by a certain well-defined scheme such as logic
circuits or expressions. A predicate p is polynomial-time describable if the representation

of p is in polynomial-order.

Definition 7: Let [T = (K, £, D) be an encryption scheme and A = (A;, Ay) be an adver-
sary. For atk € {cpa,ccal, cca2} and k € N, define

Advrjfﬁ'atk(k) = |Succﬂfﬁ'atk(k) — Succ‘j{?ﬁ'}tk(k)|
where

Succi 5 (k) = Pr[(pk, sk) « K(1¥); (p, s) + A7 (pk);
x4 My y < Epi(2); (R, y) <+ AT (p, 5,9);
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X Duly):y ¢ y AL ¢ x AR(z,x)],
and

Succ§1§" (k) = Pr[(pk, sk) < K(1%); (p, s) <= AT (pk);
7,7 = My;y = E(n); (R,y) AT (p, 5, y);
X Dy(y):y¢yANLéExAR, x)|.

The oracle to be used is the same as IND-ATK. It is assumed that the predicate p is
polynomial-time describable. For ¢ with 7 € {1,2,3}, the encryption scheme II is said
to be secure in the sense of NMi-CPA, NMi-CCA1 and NM:-CCA2 if p is level-z, and if
Ade’}i'Cpa(lﬂ), Advrjfﬁ'“al(k) and Advi‘fﬁ"“a2 (k) are negligible for any adversary A, respec-

tively. O

The difference between the above definition and NM-ATK is that the adversary in NM-ATK
outputs a message space M directly, while the adversary in the above definition outputs a

predicate p.

4.3. Relation among NM:, NM and IND

We consider relations among IND-ATK, NM-ATK and NMi-ATK with i = {1,2,3}. For

security notions o and (3, we write

e o = [3 to mean that if II is an encryption scheme which is secure in the sense of «,

then II is also secure in the sense of 3.

e a 7% 3 to mean that even if Il is secure in the sense of a, II is not always secure in
the sense of (.

We first show that NM3-ATK is equivalent to NM-ATK.

Lemma 1: NM3-ATK = NM-ATK

Proof: Let II be a cryptosystem which is secure in the sense of NM3-ATK, and consider a
NM-ATK adversary B = (B, By). We construct a NM3-ATK adversary A = (A, As) at-
tacking IT using B = (Bjy, By) so that A succeeds the attack if B does; that is, Advzr’“ﬁ'atk(-)
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is not negligible if Adv%‘?ﬁatk(-) is not negligible. Adversaries A and B have access to an
oracle O, in their first stage and an oracle O, in the second stage. The construction of A;

and A, is as follows.

Algorithm of AY*(pk)
(M, ) < B (ph)
s« (M, s)
p:= (p(z) = true if and only if z € M)

return (p, s')

Algorithm of AS?(p,s',y) where s' = (M, s)
(R,y) ¢ By*(M,s,y)
return (R,y)

Since M contains polynomial-number of messages, the predicate p defined by A?l (pk) is
level-3. We need to show that if Adv%rfﬁatk (k) is not negligible, then Adv‘jﬁ?'atk(k) is not

negligible also.
Consider the advantage of A, given by

Advzl?}?'atk(k) = |Succi‘}i"atk(k) — Succi‘}i’:gtk(kﬂ
where

Succ§ (k) = Pr((pk, sk) + K(1%); (p, §') + AT (pk);
T My < Ep(2); (Ryy) < AT*(p, 8, y);
X Dy(y):y¢yALé&xAR(z,x)],

and

Succ e (k) = Pr[(pk, sk) < K(1%); (p, s') <= AT (pk);
7,7 = Mpiy < En(n); (R,y) « AT (p, ', y);
X Dg(y):y¢yANLéExNR>, x)|.

Now, we consider the advantage of B. The advantage of B is identical to the advantage
of A except the message space M; however, the message space of A is equivalent to the

message space of B, M, = M. Thus the chosen plaintext of zy and z; should be in M.
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Therefore, Succ%‘ﬁiatk(k) = Succi‘}i"atk(k), and Succ%r’nﬁ?ék(k) = Succljfﬂg’:ﬁ?tk(k). Then,

AV (k) = [Succii (k) — Suceliit (k)
|SuccnmS atk(k) Succgmﬁ)’:gtk(k) |

= AdV(R)

However, since II is NM3-ATK secure, Adv}}” k(L) is negligible, and hence AdvyT LAk (k)
is also negligible. O

Lemma 2: NM-ATK = NM3-ATK

Proof: Similar to the previous lemma, we construct a NM-ATK adversary A = (A, Ay)
attacking IT using a NM3-ATK adversary B = (By, Bs) so that A succeeds the attack if B

does.

Algorithm of AY*(pk)
(p,5) < By (k)
M =M,
" s)

return (M, s")

Algorithm of AY?(M,s',y) where s = (p, s)

(R,y) < By*(p,s,9)
return (R,y)

Since the predicate p defined by B! (pk) is level-3, M, contains polynomial number of
messages, and we can assign M of A?'(pk) as M,. Therefore, M is identical to M,,.
The following discussion on the advantages (probabilities) only needs an opposit argu-
ment of Lemma 1. We assumed that if Adv%mﬁo"atk(-) is not negligible, then Adv’; Atk () s
not negligible also. But since II is NM-ATK secure, Adv}’y atk(-) is negligible, and hence
Adv %mr? k(L) is also negligible. O

The following relation holds obviously from the definition.
Lemma 3: NM3-ATK = NM2-ATK = NM1-ATK O
Next we consider the following useful lemma.
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Lemma 4: NM2-CCA2 %A NM3-CPA

Proof: Let IT = (K, &, D) be a cryptosystem secure in the sense of NM2-CCA2. We will
construct another cryptosystem IT' = (K', &', D’) artificially so that II' is NM2-CCA2 but
not NM3-CPA. The construction is as follows.

Algorithm of K'(1%)
return (/C(lk))

Algorithm of &£, ()
if x =0 or x =1 then return (0||z)
else return (1||&yk(x))

Algorithm of D, (c||y)
if c=0and y =0 or 1 then return y
else if c =0 and y # 0 or 1 then return L
else return (Dg(y))

A ciphertext in the new scheme is ¢||y. A bit ¢ works as a flag, 0 to indicate special plaintext
x = 0 or 1, and 1 for otherwise. In the case of ¢ = 0, the last part of the ciphertext is
the plaintext itself. If it is not the case, the last part of the ciphertext is the encryption
of the plaintext with the original encryption algorithm &,;. The behavior of I is almost
equivalent to II except for two plaintexts 0 and 1. Therefore, if I is NM2-CCA2 secure
then IT" is also NM2-CCA2 secure. Formally, this is proved by showing the following.

To show that II’ is not NM3-CPA, consider an adversary which selects a predicate p so
that p(z) =true if and only if x is either 0 or 1. We can do this by the definition of level-3
predicate which is to say the same for NM-CPA. Since the encryption oracle needs to pick
a plaintext from M, = {0,1}, the challenge ciphertext for the adversary is either £',,(0)
or £,,(1). The both ciphertexts are easily breakable by only looking at the last part of
the ciphertexts, the plaintext itself, and this can be done with probability one in obviously

polynomial-time.
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To prove IT' is secure in the NM2-CCA2 sense, we construct a NM2-CCA2 adversary
A = (A, Ay) attacking TT, using a NM2-CCA2 adversary B = (Bj, B,) attacking IT'.

Algorithm of AP (pk)
(p,5) ¢ By (pk)

return (p, s)

Algorithm of ADs

(R.y) < By (.5, 1ly)
return (R,y)

Adv‘j{fﬁ'm?(k) is evaluated in terms of Advrgﬁ% ca2(k) is that

2

Advan—ccaZ (k) — AdvanI—ccaZ (k) 4 ]
Al B,II |Mp|

Since the predicate is level-2, M, is an exponential number of messages by definition. So
the second term of 2/|M,)| is negligible. Thus Adv'}i“**(k) is equivalent to AdvT (k).
But since IT is NM2-CCA2 secure, Advi7“**() is negligible, and hence Advi*(-) is
also negligible. O

As corollaries of Lemma 4, we can show that NM2-ATK # NM3-ATK’ for any combinations
of ATK, ATK’ € {CPA,CCA1,CCA2}. For example, we have NM2-CCA2 £ NM3-CCA2;
otherwise, if NM2-CCA2 = NM3-CCA2 then NM2-CCA2 = NM3-CCA2 = NM3-CPA,

and it contradicts to Lemma 4. The following lemma can be shown similarly to Lemma 4.

Lemma 5: NM1-CCA2 #A NM2-CPA

Proof: Let IT = (K, £, D) be a cryptosystem secure in the sense of NM1-CCA2. We will
construct another cryptosystem IT' = (K', ', D’) artificially so that II' is NM1-CCA2 but
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not NM2-CPA. The construction is as follows.

Algorithm of K'(1%)
return (K(1F))

Algorithm of £, ()
if x € M, then return (0||z)
else return (1|, (x))

Algorithm of D, (c||y)
if c=0 and y € M, then return y
else if ¢ = 0 and y ¢ M, then return L
else return (Dgx(y))

The behavior of IT' is almost equivalent to IT except for some plaintexts in M, (level-2).
Therefore, if IT is NM1-CCA2 secure then IT' is also NM1-CCA2 secure and NM3-CCA2
secure. (Formally, this is proved by showing that any NM1-CCA2 adversary for II" works as
a NM1-CCA2 adversary for II as similarly in the proof of Lemmas 1 and 2.) To show that
IT" is not NM1-CPA, consider an adversary which selects a predicate p so that p(z) =true
if and only if z is either 0 or 1. Since the encryption oracle needs to pick a plaintext from
M, = {0,1}, the challenge ciphertext for the adversary is either £',(0) or £',,(1), either
of which is easily breakable. O

We also have the following corollaries which follows from Lemmas 16 and 17 presented in

the next section.
Corollary 1: NM3-CPA A NM1-CCA1 O
Corollary 2: NM3-CCA1 % NM1-CCA2 O

The above lemmas and corollaries clarify relations between an arbitrary pair of NMi-ATK
notions. As for the relations between IND-ATK and NM:-ATK, the following two lemmas

explain all the relations.
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Lemma 6: NM2-CCA2 # IND-CPA

Proof: Let IT = (K, &, D) be a cryptosystem secure in the sense of NM2-CCA2. We will
construct another cryptosystem II' = (K', &', D’) artificially so that II' is NM2-CCA2 but
not IND-CPA. For new II', use II' considered in Lemma, 4.

Algorithm of K'(1%)
return (/C(lk))

Algorithm of &, ()
if x =0 or x =1 then return (0||z)
else return (1||&yk(x))

Algorithm of D, (c||y)
if c=0and y =0 or 1 then return y
else if c =0 and y # 0 nor 1 then return L
else return (Dg(y))

In the same way as in Lemma 4, the behavior of IT' is almost equivalent to II except for two
plaintexts 0 and 1. Therefore, if IT is NM2-CCA2 secure then II' is also NM2-CCA2 secure.
To show that IT' is not IND-CPA, consider an adversary which selects a predicate p so that
p(z) =true if and only if x is either 0 or 1. Since the encryption oracle needs to pick a
plaintext from M, = {0, 1}, the challenge ciphertext for the adversary is either £',(0) or
E'yk(1), and the IND-CPA adversary only need to take a last part of the encryption which
is a plaintext itself, if the encryption is in the right form (0]||z). O

Lemma 7: IND-CCA1 # NM1-CPA

Proof: Let I = (K,&,D) be a cryptosystem secure in the sense of IND-CCA1. The
cryptosystem II" = (K', £, D’) constructed in the proof of Theorem 3 in [4], shown below,
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NM-CPA NM-CCA1 NM-CCA2

NM3-CPA NM3-CCA1l NM3-CCA2
IND-CCA2
IND-CPA IND-CCA1
}AZ—CPA NM2-CCA1l }MZ—CCAZ
NM1-CPA NM1-CCA1l NM1-CCA2

Figure 4.1. IND-ATK and NM#~ATK

is IND-CCA1 but not NM1-CPA.

Algorithm of K'(1%)
return (K(1%))

Algorithm of &£, ()
y1 < Ep(x)
Yo < Ep(T)
return (yi]|y2)

Algorithm of D, (y1||y2)
return (Dgx(yy))

In the construction of IT', £',x(x) returns &, (x)||Epp(T) where T denotes a bitwise comple-
ment of x. The constructed IT' is IND-CCAT1, if underlying IT is IND-CCAT1, but IT" is not

NM1-CPA for only swapping (y1]|y2) to (ya||y1)-

The relations shown in this section is summarized in Figure 4.1. Individual separation

results are not shown in the figure, but if there is no directed path from a to (3, then

a 7> 3 holds.
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4.4. Generalized One-wayness (OW2)

In Section 2.2.4, we reviewed the result by Goldreich and considered OW-ATK as a formal
definition of one-wayness. In this section, as analogy to the discussion in the previous

section, we consider other formalizations of OW-ATK.

Definition 8: Let IT = (K, &, D) be an encryption scheme and A = (A;, Ay) be an adver-
sary. For atk € {cpa,ccal, cca2} and k € N, define

Advf’fﬁ“k(/ﬂ) = |Succ‘jlvfﬁatk(k) - Succ%’ﬁfgk(kﬂ
where

Succ (k) = Pr[(pk, sk) + K(1%); (p, 5) + A7 (pk);
T = Mp;y = Epie(w); 2 < AT (p,s,y) s w = 2],

and

Succ ¥ (k) = Pr((pk, sk) < K(1¥); (p, 5) + AT (pk);
T, & — My y < Ep(x); 2 < Agg(p,s,y) cxl = z).

The oracle to be used is the same as IND-ATK. It is assumed that the predicate p is
polynomial-time describable. For i where ¢ € {1,2,3}, the encryption scheme II is said
to be secure in the sense of OWi-CPA, OW;-CCA1 and OWi-CCA2 if p is level-z, and if
Advi)qv:}ifpa(k), Advzvj}ifccal (k) and Adv?’ﬁ“ﬂ(k) are negligible for any adversary A, respec-

tively. O
4.5. Relation among OWi, OW and IND

We first show that OW3-ATK is equivalent to IND-ATK.

Lemma 8: IND-ATK = OW3-ATK

Proof: We asumme that encryption scheme II is secure in the IND-ATK sense. In the
similar way of Lemma 1, we construct an IND-ATK adversary A = (A, Ay) by using a
OW3-ATK adversary B = (Bj, By). The construction is as follows.

37



Algorithm of A?*(pk)
(p, s) < By (pk)
{[L‘(), Z'l} < Mp
s' < (p, s)

return (o, x1, ")

Algorithm of AS?(zq, 21, s',3y) where s’ = (p, s)
z < By*(p, s,y)
if z=xp then ¢+ 0
elseif z=x; then c+ 1
else ¢+« {0,1}

return c

The predicate p defined by BY'(pk) is level-3. We need to show that Adv%ﬁ’ﬁ_“tk(-) is
negligible. The following proof is similar to the proof of Theorem 2 in [4] or Theorem 3.3
in [5]. O

Lemma 9: OW3-ATK = IND-ATK

Proof: Construct a OW3-ATK adversary A = (A, Ay) by using an IND-ATK adversary
B - (Bl, Bz)

Algorithm of A?l (pk)
(20,1, 8) < B?l (pk)
Mp = {370, 1'1}
s+ (zg,x1, )

return (p, s')

Algorithm of AS?(p,s',y) where s' = (z¢, 21, 5)
b+ B (x0,11,5,1)
if b=0 then z = x
else z = x4

return =z

We assign M, as a set of two plaintexts (xg,x;), then the predicate p is obiously level-3.
We need to show that Adv%ﬁ%ﬁdtk(-) is negligible. The following proof is similar to the proof
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of Theorem 1 in [4] or Theorem 3.1 in [5]. O
Similar to the discussion concerning NM:-ATK, we have the following lemmas.
Lemma 10: OW3-ATK = OW2-ATK = OWI1-ATK O

Lemma 11: OW2-CCA2 A OW3-CPA

Proof: Let IT = (K,&,D) be a cryptosystem secure in the sense of OW2-CCA2. We will
construct another cryptosystem II' = (K, £, D') artificially so that II' is OW2-CCA2 but

not OW3-CPA. The construction is the same as in Lemma 4.

Algorithm of K'(1%)
return (K(1%))

Algorithm of £, ()
if x =0 or x =1 then return (0||z)
else return (1||Eyk(x))

Algorithm of D, (c||y)
if c=0and y =0 or 1 then return y
else if c =0 and y # 0 or 1 then return L
else return (Dg(y))

The behavior of IT' is almost equivalent to II except for two plaintexts 0 and 1. Therefore,
if IT is OW2-CCA2 secure then IT' is also OW2-CCA2 secure. To show that I1" is not OW3-
CPA, consider an adversary which selects a predicate p so that p(x) =true if and only if
is either 0 or 1. Since the encryption oracle needs to pick a plaintext from M, = {0,1},
the challenge ciphertext for the adversary is either £',;(0) or £,x(1), and for a OW3-CPA
adversary, it is easy to take the last part of (0||z) to get the plaintext. O

Lemma 12: OW1-CCA2 % OW2-CPA

Proof: Let IT = (K,&,D) be a cryptosystem secure in the sense of NM1-CCA2. The
construction of II' = (K', &', D') is the same as Lemma 5. The scheme II" is OW1-CCA2
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but not OW2-CPA.

Algorithm of K'(1F)
return (K(1F))

Algorithm of &), ()
if x € M, then return (0||z)
else return (1||&yk(x))

Algorithm of D!, (c||y)
if c=0 and y € M, then return y
else if c =0 and y ¢ M, then return L
else return (Dg(y))

The behavior of I is almost equivalent to II except for some plaintexts in M, (level-2).
Therefore, if II is NM1-CCA2 secure then II' is also NM1-CCA2 secure. To show that IT'
is not NM2-CPA, consider an adversary which selects a predicate p so that p(x) =true if
and only if x is either 0 or 1. Since the encryption oracle picks a plaintext from M, with

the level-2 predicate, the challenge ciphertext for the adversary is £ x(x) with x € M,,. O
The following corollaries are from Lemmas 16 and 17 presented in the next section.

Corollary 3: OW3-CPA A OW1-CCA1l O
Corollary 4: OW3-CCAl A OW1-CCA2 O

The following lemmas show that OW-ATK considered in Section 2.2.4 is equivalent to
OWI1-ATK.
Lemma 13: OWI1-ATK = OW-ATK

Proof: We construct a OW1-ATK adversary A = (A, Ay) using a OW-ATK adversary
B = (B4, By). Now A; needs to specify a predicate, which we use a tautology (a predicate

which is true for any message) in this construction.

Algorithm of A?'(pk)
s + BY'(pk)
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p := (p(x) =true for all x)

return (p, s)

Algorithm of A?(p, s, y)
2+ BS*(s,y)

return 2z

The OW-ATK adversary B, is expected to return a correct answer, and A, will success
the attack. Since M contains exponential-number of messages, the predicate p defined by
A?l is level-1. The rest of the proof is straightforward The adversary A, will succeeds the
attack if B, does, and the probability of the challenge chosen from M, is one. Therefore,

Adv%vj'ﬁatk(-) is equivalent to Advzvj’ﬁ'atk(-). O

Lemma 14: OW-ATK = OW1-ATK

Proof: We construct a OW-ATK adversary A = (A, A;) using a OW1-ATK adversary
B = (By, By). The OW1-ATK adversary B, will succeeds the attack only if the message
underlying the challenge is chosen from M, where p is the predicate determined by Bj.
However, the challenge to the OW-ATK adversary A, might be chosen from the outside of
M,,.

Algorithm of AY*(pk)
(p,5) < B (pk)
s' <+ (p,s)

return (s')

Algorithm of AS?(s',y) where s’ = (s, p)
z <_ ngz(p7 87 y)

return z

The adversary A, will succeeds the attack if x with y = £, () is (fortunately) chosen from
M, by an encryption oracle. On the other hand, if z ¢ M, then A, has few chances to
success. To show that this construction suffices, we need to evaluate Adv‘jlvfﬁatk(-) precisely.
First, observe that | M,] is very large (beyond polynomial) in OW1-ATK, and the output of
AS?(p,s,y) coincides with the randomly chosen z' with negligible probability. This means

that Succ%vi’rlf’;tk(-) is always negligible. Therefore, if Adv%vfrlfatk(-) is not negligible, then it
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IND-CPA IND-CCA1 IND-CCA2
OW3-CPA OW3-CCAl OW3-CCA2
OW2 CPA OW2 CCA1l OW2-CCA2
OW1- CPA<—OW1 CCAl OW1-CCA2
OW-CPA OW-CCA1 OW-CCA2

Figure 4.2. IND-ATK and OW#-ATK

means that Succl7**(+) is not negligible.

Now observe that

Ad ow- atk( ) PI‘[.T e M ] SuCCowl atk( ) + PI"[LE ¢ Mp] . SuCC%"i’ll[‘;tk(.) (41)
where

Sucey 1% (k) = Pr[(pk, sk) « K(1%); (p, s) + B (pk);
T My < Epi(n); 2 < AT (p, 5,y) 1 7 = 2]

where M,, denotes the complement set of M,. Remark that Pr[z € M,] = |M,|/|M] is
not negligible since p is a level-1 predicate. Thus the first term in (1) is a product of two
non-negligible values and hence non-negligible if Advow1 Ttk ()
we could show that if Adv%vj'll] ak(.) is not negligible, then AdvyT 2t (.) is not negligible also.

This completes the proof. O

is not negligible. Therefore,

Figure 4.2 shows the relations discussed in this section .

4.6. Relation among OW: and NM;

This section is to discuss the relation between NMi-ATK and OWi-ATK. It is rather easy

to show the following lemma.
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Lemma 15: NMi-ATK = OWi-ATK for i € {1,2,3}

Proof: Let B = (B, B;) be a OWi-ATK adversary attacking II. We construct an NMi-
ATK adversary A = (A, Ay) attacking IT using B = (By, By) so that A succeeds the attack
it B does.

Algorithm of A?*(pk)

(p,5) < B (pk)
return (p, s)

Algorithm of A?(p, s, y)
2 4 By (p, 5,9)
y' < Ep(2)
return (R, y")

Note that R is bitwise complement, and assuming that there exists a level-z predicate
nmi-atk owi-atk

p. Formally, we need to show that Adv}'[7**(-) is not negligible if Adv}7*"(:) is not
negligible. The proof is straightforward, and is omitted. O

The following lemmas suggest that the difference in the oracles of adversaries is essential.
The proofs are omitted, but remarked that we can make use of proof techniques similar
to those in NM-CPA # IND-CCA1 (Theorem 4 in [4]) and NM-CCA1l % NM-CCA2
(Theorem 5 in [4]).

Lemma 16: NM3-CPA A OWI1-CCA1l

Proof: Let IT = (K,&,D) be a cryptosystem secure in the sense of NM1-CCA2. The
construction of II' = (K',£', D’) is the same as Theorem 4 in [4]. The scheme II" is NM3-
CPA but not OW1-CCA1 as follows.

Algorithm of K'(1%)
(pk, sk) + (K(1%))
u,v + {0,1}*

Pk’ pk|u
sk < sk||ul|v
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return (pk’, sk')

Algorithm of £, ()
Y Epi()
return (0|]y)

Algorithm of Dy, (0||y)
if b = 0 then return Dy (y)
else if y = u then return v
else if y = v return sk

else return L

As a proof of Theorem 4 in [4] (details of probabilistic analysis is in [5]), IT is NM3-CPA
secure and IT' is also NM3-CPA secure. To show that IT" is not OW-CCA1, the adversary
asks D' gpjju|p(-) With (1]ju) to get v at first, then asks (1||v) to get sk. Therefore, the
adversary can compute Dg(y) to recover the message with probability one in polynomial-

time. O

Lemma 17: NM3-CCA1 A OW1-CCA2

Proof: Let IT = (K,&,D) be a cryptosystem secure in the sense of NM3-CCA1l. The
construction of II' = (K, &', D') is the same as Theorem 5 in [4]. F = {F* :> 1} is a
fixed family of pseudorandom functions. Here each F* = {Fx : K € {0,1}*} is a finite
collection where a particular function Fj : {0, 1}¥ — {0, 1}* with each key K € {0,1}*. ¢
is the empty string, and the scheme II' is NM3-CCA1 but not OW1-CCA2 as follows.

Algorithm of K'(1F)
(pk, sk) « (K(1%))
K < {0,1}*
sk < sk||K
return (pk, sk')

Algorithm of &, (z)
y < Epi()
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return (0]|y||e)

Algorithm of Dy, (b[|yl[2)
if b =0A (z =¢) then return Dg(y)
else if (b =1) A (z =€) then return Fi(y)
else if (b =1) A (z = Fg(y)) return Dg(y)

else return L

As a proof of Theorem 5 in [4] (details of probabilistic analysis is in [5]). To show
that II' is not OW1-CCAZ2, the adversary cannot asks a challenge (0||y||¢), but may asks
(1||lylle) to get Fi(y), and then asks (1||y||Fr(y)) to get the decryption of y. However,
when NM3-CCAL1 tries to obtain Fi(y) to get Dg(y), the ability of the adversary is CCA1.
Thus the decryption oracle is available without the challenge y in the second stage. And
possibility of the adversary successfully computing Fj, after getting y is very small for the
pseudorandomness of F', thus computation is hard for the CCA1 adversary. D' g0 () with
(1||u) to get v at first, then asks (1||v) to get sk. Therefore, the adversary can compute

Dsk(y) to recover the message with probability one in polynomial-time. O

Lemmas considered in the previous sections imply some relations between OWi-ATK
and NM:-ATK.

Corollary 5: OW3-CCAl%A NM1-CPA

Proof: OW3-CCA1 and IND-CCAT1 are equivalent by Lemmas 8 and 9, while IND-CCA1%
NM1-CPA by Lemma 7. O

It follows from the above corollary that OWi-ATK # NMj-ATK’ for any i,j € {1,2,3}
and ATK, ATK’ € {CPA,CCA1}.

For the case of CCA2, we need another lemma.

Lemma 18: OW2-CCA2#4 NM1-CPA

Proof: From a OW2-CCA2 secure cryptosystem Il = (I, &, D), we construct a new cryp-
tosystem IT" = (K', &', D’) which is OW2-CCA2 but not NM1-CPA. The construction is
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shown below.

Algorithm of K'(1F)
return (pk, sk)

Algorithm of &), ()
y < Ep(z)
return (0|]y)

Algorithm of D!, (c||y)
if ¢ =0 then return Dy (y)
else return y
The cryptosystem II' is OW2-CCA2 if II is OW2-CCA2, since a OW2-CCA2 adversary
A = (Ay, Ay) for I1 is constructible from a OW2-CCA2 adversary B = (B, By) for IT'. The
construction of the adversary A is that A; = By and A, asks B, to attack 0||y where y is
the challenge presented to A,. The algorithm A, needs to provide a decryption oracle of
IT" (say Om) to By. To simulate Oy, A makes use of the decryption oracle of II (say Or)
which is available to Ay. Due to the restriction of oracles in CCA2, Ay cannot ask Op to
decrypt the challenge y itself, and in this case A, will fail to make correct simulation of
Onr. However, this will never happen because By cannot ask Oy to decrypt 0|y which is
the challenge for By. The algorithm B, may ask O to decrypt 1||y, but in this case A,
does not have to consult Oy because O simply returns .

To see that II" is not NM1-CPA, let y = 0||E,x(x) be a challenge ciphertext and consider
an adversary which outputs another ciphertext y' = 1||E,;(z) and a relation R such that
R(x,x') is true if and only if 2’ = E(z). The ciphertext y’ will be decrypted to E(z)
by D!, and therefore, R(D.,(y), D% (y')) = R(x, Epi(z)) will be true with non-negligible
probability. O

Thanks to the above lemma, we have OWi-ATK # NMj-ATK’ for any 4,j € {1,2} and
ATK,ATK’ € {CPA,CCA1,CCA2}. Now all the relations among the OWi-ATK and
NMi-ATK formalizations are clarified.
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IND-CCA2

OW3-CCA2
NM-CPA NM-CCA1l NM-CCA2
NM3-CPA NM3-CCA1 NM3-CCA2
IND-CPA IND-CCA
OWS3; OWS3;
NM2LCPA NM2{CCAL NM2ICCA2
oW3- ow2 g,eAl/ owz/LeR?2
NMLICPA NM14CCAL NM1ICCA2
ow1- oW1 ngl/ owl.ceA2

Figure 4.3. Relations among all security notions

4.7. Discussion

The relations shown in the previous sections are summarized in Figure 4.3. Separation
results are not presented in the figure, but if there is not a directed path from « to 3 then
it means that the security in the sense of o does not always imply the security in the sense
of (.

Figure 4.3 shows many interesting relations among security notions. For example, it
shows that OW3-ATK is equivalent to IND-ATK. This result contradicts the widely-
accepted belief that one-wayness is a properly weaker security notion than indistinguisha-
bility. This fact suggests that when we consider one-wayness, we implicitly assume that
the message space is beyond polynomial. That is, OW3-ATK formalizes rather irregular
situation which we do not consider usually. We are not sure if the same consequence fol-
lows in the case of non-malleability, but we remark that as far as only level-3 predicates
are considered, non-malleability, indistinguishability and one-wayness are all equivalent for
a CCA2 adversary.

Another interesting relation is that IND-ATK does not always imply NM2-ATK. It is
obvious from the definition that no deterministic cryptosystem (cryptosystem of which
encryption function is deterministic) can be IND-ATK, and hence any deterministic cryp-
tosystem cannot be NM3-ATK secure. On the other hand, our result suggests that the
determinism of cryptosystems and NM2-ATK can be compatible. That is, there may exist
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deterministic cryptosystems which are secure in the sense of NM2-ATK. This result en-
courages the use of deterministic cryptosystems in some contexts. For example, consider
that we want a non-malleable cryptosystem to be used in a protocol of which adversaries
may wiretap the communication, but they need to consider exponentially many number
of possible plaintexts (as we considered in the introduction). The required security notion
in such a situation is NM2-ATK, and we may devise deterministic cryptosystems which
are usually more efficient (with respect to the length of ciphertexts) than probabilistic

cryptosystems.
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Chapter 5

Conclusion and Future Work

Formalizations of security notions of public-key cryptosystems were discussed in this thesis.
The results can be regarded as an extension of Bellare’s study, and our model reflects many
important practical aspects of cryptosystems.

In the first part of this thesis, formal definitions of equivalence undecidability and non-
verifiability were considered. Both properties are fundamental and important for public-key
cryptosystems, but formalizations for the properties have not been considered yet. We pre-
sented formal definitions of the properties according to the style of Bellare’s work, and in-
duced the formalizations of EU-ATK and NV-ATK. We also showed that both of EU-ATK
and NV-ATK are equivalent to IND-ATK. This is an interesting result since equivalence
undecidability and non-verifiability were considered independently from indistinguishabil-
ity.

In the second part of the thesis, we considered detailed formalizations of non-malleability
and one-wayness. According to the size of the message space chosen by an adversary, we
considered NM1-ATK, NM2-ATK and NM3-ATK for non-malleability, and OW1-ATK,
OW2-ATK and OW3-ATK for one-wayness. We also showed that NM3-ATK is equivalent
to NM-ATK by Bellare et al., and that OW1-ATK is equivalent to OW-ATK by Goldreich.
This suggests that our detailed formalizations are natural extensions of the previous re-
search. The relations among the new and old formalizations were almost clarified. We could
confirm theoretically that the difference of the size of message space affects the advantage
of adversaries essentially. We also note that the induced formalizations well correspond to
the adversaries in the real world. In the real world, it commonly happens that an adversary

does not know what the plaintext underlying the challenge is, and there are an exponen-
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tial number of possible plaintexts. To discuss the security under such situations, security
notions with levels one and two are much appropriate.

It seems that we still have a lot of works to do in this research field. For example, there
are many security properties which are not yet discussed in this theoretical framework. It
will be interesting if a number of security properties are discussed in a uniform framework.
Another theoretical and technical problem is the treatment of the “meaningful relation
R” in NM(i)-ATK formalizations. Obviously “meaningfully related” is a too intuitive
definition, and it is difficult to consider such a definition in a formal discussion. As for
the future work from the practical viewpoint, we need to evaluate existing cryptosystems
and classify them in the formal framework. For example, we can show that RSA is neither
IND-CPA, NM1-CPA, nor OW3-CPA. It seems that RSA is OW2-CCA1 but not OW2-
CCA2, though, its proof is not provided yet. Classifying many practical cryptosystems in
the proposed framework is both theoretically and practically an important subject in this

research topic.
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