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Studies on the distribution control

dealing with real-spatial information on the Internet'

Michiko IZUMI

Abstract

The advance of information technology has been very rapid in recent years. Computers
are introduced on the various fields, and information which is used in the real-world has been
digitalized. Information usually means the knowledgement to decide something or to act. In the
real-world, there are a number of information such as a road sign, a library catalogue, a weather
report, a specification, and so on.

Nowadays there is a growing digitalization tendency which includes the real-world informa-
tion among the research, business, or other areas for the management and efficiency. Then, the
Internet have come into wide use recently as a way to distribute the digital information, that is,
as a communication infrastructure.

The Internet provides the universal communication infrastructure with various equipments
such as vehicles, home appliances, and computers. I can retrieve or obtain enormous informations
without inconvenience from time limitation or the borders using the computers which connect to
the Internet. Moreover, I are able to communicate with the people in the world easily for sending
our messages to the world. The Internet is now grown up as the social infrastructure which is
related to various field like research, social administration, medical technology, financing, and
whatnot.

In comparison with the deployment of this infrastructure, the distribution control for the
information on the Internet has been fall behind. For example, the treatment of privacy on the
Internet is complicated since the peculiarity, that is, anonymously and simple way to send the
messages to the world. Legal Control in real-world is not enough to keep privacy secure on the

Internet. Thus, I need the distribution control for the information belonging to the entities in



the real-world.

First, I have studied for the privacy on the mobile computing, especially the tracking of
geographical location information. For protecting the privacy which corresponds to real-world
spatial information, I had introduced the pseudo ID, and designed the prototype system.

Then cars are adopted as a real-world entity, some sensor devices of car can probe real-
world information. I can collect several information from vehicles including location information,
speed, brake status, switch position of wipers, even if the exhaust gas. Using these data, several
useful information can be created. For example, current weather/rain condition are created from
location information and switch position of wipers. At InternetITS project, I had discussed the
open, common communication infrastructure with some members from ITS field like automobile
industry to make full use of real-world information from sensors of car. I had developed the
specification of the common infrastructure, and also summarized primary result of in-the-field
pilot programs.

The studies for the seamless communication are now tackled cause of popularization of
the advanced mobile computing. Most of concerned topics are to establish of transparency
of communication on the IP Layer, not to guarantee the seamlessness of services between the
networks which have different management policies. That is why, the services which across some
domains are divided and forced to restart even the same service are provided.

In this paper, I indicated the problem is caused that the authentication and authorization
mechanism have a close relation, and these mechanism depended on specific services. The solu-
tion of this problem is consisted to separate these mechanism, and to bring up a new paradigm,
which is composed the selective service provider based on the self(client) certificates. The con-
cept is the dynamic negotiation using the profile of the entity and management policies. I have
shown the availability of this new model using the application of PKI framework. Moreover, 1

have also derived profound considerations for the direction of the future works.

Keywords: real world information, mobile computing, spatial information, privacy, self-certificate
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