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Research on improvement of network

construction technology in the Internet®

Kazumasa Kobayashi

Abstract

The number of Internet users is increasing rapidly as the benefits and conve-
nience of the network are widely recognized. We have come to see active user’s
who accesses the Internet in different locations, such as e-mail and the World
Wide Web accesses by carrying the notebook computers and the cellular phones,
etc. The enhancement of these benefits and convenience in the Internet is just
an effect of the research conduced for the improvement of the network technolo-
gies. The purpose of this thesis is to clarify network technologies that the author
newly proposed. In this thesis, fore areas of technologies are focused as author’s
contributions to improvement of the Internet technologies.

First of all, DHCPA which added an authentication mechanism to DHCP,
which was the resource allocation mechanism of the Internet standard, was pro-
posed. The security where the resource is allocated by DHCP has been improved
by adopting the passport for a mobile computer as authentication information.

Another contribution to the Internet technologies was DAG(DHCP access con-
trol gateway) that was designed and implemented as a gateway system which
transmitted only packets of authenticated mobile computers. This DAG system
can dynamically control the access permission to the DHCP service network by
mobile authentication. It is possible to secure resources even in the DHCP service

network environment that everyone is accessible.

*Doctor’s Thesis, Department of Information Systems, Graduate School of Information Sci-
ence, Nara Institute of Science and Technology, NAIST-IS-DT9561014, February 1, 2000.
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Thirdly, the STAR(Source address oriented Traffic Arrangement Router) sys-
tem which was a new routing control mechanism was proposed for giving a solu-
tion for the regional Internet routing. A flexible route can be controlled with this
system which uses not only the destination address but also the source address
for routing path selections.

Finally, the author proposed the regional network architecture model. The
proposed model uses attracting regional IX together with the construction of
a public optical fiber by the local government. This model has been adopted
actually in the Okayama information highway project.

The regional network architecture model in this research is acknowledged to
the Ministry of Posts and Telecommunications. By applying this model, the
communication infrastructure in the region can be constructed with the same
scheme utilized in metropolitan areas. Obviously, this model is generic and not
depends on situations around Okayama Prefecture therefore; it is a powerful

scheme for expanding services of regional networks.

Keywords:

mobile security, DHCP, authentication, source address routing, Regional Internet,
Regional IX
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gbbogoboobbboobbuooboobobooobbuoobboboon
000000000000 000000000000 “00000 (Mobile Host)”
gbobogobooboobbuooobooobbooobbuoooboboon
gbobubbuogobuobbooobbuooobooobbuooobboon
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20 0000booboodooon

gbooboooboboobobobobooolpO0bOobOobOobobDoLOO
gboboogoboobbuoogbbuoobobbodobboobbaobbobogn
gbobogobbooobbooobobbbobbooobobooobboan
goboogboboogobbooobbuooobbooboboobbooboboon
gboboboogogbobobod
gobooooboooobooooooIpO00ObOOO0OO0ODOO0OODOOOOOD
gbboodgbbuoobbooobbuooboboodobuoobbuooobboon
00000000 IETF(Internet Enginiaring Task Force) 0000000000
000000 MobilelPOODOOOOOOODOOOOOO (900000000
oooboboboboboobuoboooobooooboobobo wibEDonoOo
00000000 VIP(Virtual Internet Protocol) [11][12][13)| 00000000
gboboboooobbbuoooobbobooodn

2.2.1 MobilelP

MobilelP O OOOO [1400RFC20029) 00000000000 0O0O0O0OO
0000000000000 000000000000(0000ooooo)o
OO0O0DOoOoOopooooognD MobilelPOODDODOODOOOODOOODOOO
oooobooIpO0000OO0OOO0O0OO0OOODOODOOOOOOODObDOODbDOLO
gbobogbbuooobbuoogobbuooobboogbboobbooogn
gbboodgobbodbobboobbooobobodobobooobbooon
OO0O00OO0OMobilelPOO0O0OOO0OOODOOODOOODOOOOOOODOOODOO
goboobbobboobbbobotbododddgooooooooooboobbo
gbooboodgbbooobbuobboobbuoobobboobbuoooboboon
gbooboogon

gobobooboboobobooobbobbooboobobbuoobboon
O00000O00boO0oobobooOooooOog MobilelPOODOODOOOOODOO
gbboodgbbugobboobbuoobboboboooboodobbooan
OO0b000oobobobooboboOoOMobilelPOOD0OOO0OO0OOIPOOODOO
gbooogbbooobbuooboboooobbobbooobbuoooboon
gbbbuoodgbobbboooobbboooobbbuooobobbooogn
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22. 0000000000000

Application Application
TCP UDP TCP UDP
VIP
P IP
Link Layer Link Layer
VIP Protocol IP Protocol

021 VIPO IPOOO

VIP Address
1P Address

Timestamp

Flags Timer unused

022 VIPOOOODO : AMT Table Entry

2.2.2 VIP

vipOoooooooobobooooboboboooobooboboboo
gobobobooboboboobooboobooobdoobooboooooooobn
gogobobbobbobbobboobooddgoooooboobobobbobobbn
gooooogoooo vipoobogobgooooboobooboboboooooo
oo pO0OODOOOOODOO

0210 ViPOOODOoOoOoO IpOobOoO0ooDOoOooOoooO

vipOOOooooboooboooooobooo vipOOoobooooboo
O0000000000000000000000AMT(Address Mapping Table)
gooo vipoboooo Iphooooboboobooboboobobon
OO0DO00ooOooOOoDooOooboOooo 2200AMTOOOOODOODODOO
(AMT Table Entry) D00 00O

gbobodbbouooobboobbuooobbobboobooobboon
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20 0000booboodooon

VIP Client

Move...
VIP:163.221.74.10

IP:192.56.145.26

{1 ?I I:I—lf

Internet
VIP Home Router |J_‘]
(] H {1 {1

163.221.74.10???

| AMT:Address Mapping Table \;
®= 1! ViPAddress: IPAddress |

163.221.7410 | 192.56.14526 |

023 vipOooood :vipgooooooooooooogd

gboobobooboboobobobobooobbooboboobobon
gboboboogoboboooobboboogobbooaod

O00O0O0AMTOOOOOOOOOOOOO 1000000000000
gboogobobobogobobooobbooobbooobboobboboon
gboboogbbooooogooboobboobobboobbuooobooon
gboboobooboobooboob

0230 virgooobogooobobooobobgoobobooboboobo
oboobobooboobovipOoobooooooboobooobo

gboboboodgbbodobboobboobbuoooboobuooobboon
OAMTOOOODODODODODODODODODODODOODODODDODODODDODOOOOOO
gboogbbogobbogoboobboogbbooobuoobboboon
gbbobuoogobboogon
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2.3. DHCP

DHCP Server
S B ' DHCP Relay Agent
. Network Resource ! — M
1 IP Address 1 EH?
| | : !
C , DHCPREQUEST
Relay
DHCPACK
L] {1 u! o
DHCP Client
DHCPREQUEST E
— =
DHCP Client

O 2.4 DHCP

Oooboboboboobobobobooobobobooooobog vIP
gooubbbioooobooooobobobbbobobiboooooobobn
gboogboobboobbbobboobuoobobuogbooboobbobn
AMTOOOOOOOOODOOOOOOOO IPOOOODOOOODOODOOO
Ooooooogo vipOoooboooooooo AMTOODODDODOOOobDoOoooo
gbobobooooobbbooooboboooobbobooobbbooogn

Dooooobobooobobobobobobobobobob vIpo O
gboboboooobbobuobbuoooobobboooobobboo

2.3. DHCP

DHCP (Dynamic Host Configuration Protocol) [16][17][18] D 00000000

gbboodgbboodbbuoobbouobboodbboobbuooobboan
goboboooooboo

bHCPUODOUOOOOOODOODOODOODOO bHCPOOODOODODODOO
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20 0000booboodooon

00000000000000000000000000000000000 (O
2.400)0
DHCPOOOOOOO0000O0 Windows95/98 0000000000000
000OUNIXODOOOOOOOOOOOOOOO0000000000000
00000000000000000000000000 DHCPODOOOOO
00000000000000000000000000000000000

24. OJ0OOOODOODO

0000000000000000000000 (190000000 RSAD
00 [20)[21] [22][23) 0000000000000 00000000000000
000

24.1 000/000000
ggbobobuoooobbooooobbboooobobobooon

E{Message}rev ... (1)
D{Cypher}*rat ... (2)

0 (1) 00000 K, O0DOOODOOO Message 00D0O000O0000O
000 (2)00000 K, 0OOOOO0D0O0ODO Cypher 00000000000
goo

2.4.2 MD5

000000000000000000000OMDS Message Digest Algorithm[24]
goboddoddooouoooouoooooooouooooouooood
doododoodooouodooouoooooooooooooouooood
godotooodododdooodoooobooouoouooooooouo
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24. 0DO000O0O0DO0O

MDSODOODOO0ODO000OD00O0OODODO (Message) DOOOOOOOOO
OO0 1280000 MessageDigest 0100000

MDb5 MessageDigest = MD5[Message]

MD5O0000D00D0000000D0O (Message)DOODOODOOOODOOOO
MD5 MessageDigest 0 0000000000000 OO0OOOODOOOOOO
O0Oo0obOOoobooooo

OO00oobobobDbonO Message UOODOOOOOOOO Message 1 MD5
MessageDigest 0000000000000 OOOO0OOOO

0000000 = E{MD5 MessageDigest + MD5[Message] }*

U000bo0boobbOobbOnMessaged MDbS MessageDigest 10 0
O00Message 1 MD5 MessageDigest U0 O OO OO0 MD5 MessageDigest
Ob0ob0oooboooboboooboooobooooboooboooooon
O0000000000 MessageDOOOOOOOOO

243 000000

gbobodbbobbuoodobboobbbodobbobbuooobboon
gbobogobbobboogbogooboobbooobuooboboboon
gboobobooobooobooboobobboboobo0oD *ooboo
O”000b0oooooonboonon

000000000 00obO0ob0b0 ROODODOD SObObOOobOo3b00bO
gboboboooobooon

1. ROODOODOODOODODOOSObOOOOOoOOobODOobOobobobooobog
2. ROODODOODO TOOSODOOOODOODODODOOOO
3. SOO00000b0 ROUDODOOLODOOODODODOODOODOD

OO000D0O0Db0DO0D0b0obO0obOobOOoOoDESODOOOOOOOn RSA
gbbogoboodgbboubbbodgbbuooobboobuoobbboon
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20 0000booboodooon

gbooogbbogdgbbuogboooobbobbooobbuoobboboon
gbbodgobobuooobbooobbuooobbooobboobboon
gboboodgobobooobbooobuoobbuoooboobobooobboon
gboboodgoboboooobboooobboobbuooobbooonbboon
gbboboooboobuooobbbobuoogon

2,5, Jooooodboogoood

gboboobooboobobdbobobooboboboboobobbubobo
0000000000000 00000000000000000 (AS:Autonomous
SystemO0 00 ASOODO)0O0O0OO0O0O0OO0OOOOOOOOODOOOOODOOOO
OO0O000OOO00DOOO00DbOOO00bDboOoOobo ASsobobooooboooooobooog
0000000000000 0000000D00oD0DO0obD0oDOoDOoDOooDg AS
0000000000 00DO0O00DOCO00DOOOoO0bOoOOoOooDooOoOg AsO
gbobobuoogoboboooabboo

O00ASO0D0OO0O0DODO00DOO00ODO00DOO00DODOO00ODOOobObOOooDO
00000000 (IX:Internet eXchangeO OO IXOODO)OOOOOOOOO
gbbobooodgbobbod

OO00000DbO0ODODO0Ob00D ASODO0O0oboOooboOooooooooo
goouubbouobbbbibodooouobbbbbbiboooooobobbn
OO0O0O00ooooboobooooooboooooASOoobooooooooooo
IGP(Interior Gateway Protocol) 00 0000000000 RIP(Routing Infor-
mation Protocol)[25][26]0 OSPF(Open Shortest Path First)[27] 0000000
00000 ASOO00O0O0O00000OO0O0 EGP(Exterior Gateway Protocol) O
00 O 0 BGP(Border Gateway Protocol)[28) D0 000000000

2.5.1 OSPF

OSPF(Open Shortest Path First) 0 0 ASOO0O0O0O0O0O0O0O0O0OOOOOO
gbooogbboooboobbooobbuoobbooobboobboon
gbboodgouoggbbuooobouoobboobbooobbooboboon
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25. Dggogoooooogooon

gbobogoboodgbbooobboobboobooobbooobboon
gbobobouoogon

oSpFOO0O0O0O0OOO0ODOOODOODOODOUODOODOODOODODDOODO
gbobogoboooooogbbuoooboobbuooobuoobboboon
gboboooolpoooobobOooobboooobboooobbooon
gboboboboobobuoobooobobobooboboobobon
gboboobbooobbboobboobbuogbbooobobooobboon
gbboogbboogbbubboobboodobboobbooobboon
00000000000 SPF(Shortest Path First) 0000000000000
gbobodgbbuoogbobuogobuooobboboobbooooobooon
gboboboogoobbbodgo

OSPFOODOODOOODOODOOVLSM(Variable Length Subnet Mask) 0 00 O
ooooobooovLsMOOoIlpOOooboOobOobOobDOoboDooobooooo
gbobogobobobbooboboogboogbbuooobooboobboon
gbbogoboodbbooobuooobboobuooobboobboon
OobOooboooboooooboobooovisMOobooooooobooDoo
gboobooobboobooboobbooboboobuooboo IpobCbDOO
gboboboogon

2.5.2 BGP

BGP(Border Gateway Protocol) D0 ASOODOODOOO0OOOOOOOOOOO
O00000000000OISP(Internet Service Provider) 00000000000
OO0BGPOUOOOOOOODOOODOODOO BGP4OOUOOOODOOO

00000000000 0ASOO0DO0O0ODOO0DO0ODODOODOObOOoOoDoOooAS
O000O000O0O0DOO000O00DOO00DoOoDoOooASObDoOOoooboOoo
gbboooodgn

0000000000 ASOO00D00O0O0O0OD0O0OO00OO0O ASO0OOO (AS
Path) DO OO0O0OCOOOOO0O0OO0ODOOODOOOO
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20 0000booboodooon

2.6. Jooooooboogoood

00000000000 IXO0O00OOooooooooooobooo WIDEOO
0000 [20] 0 NSPIXP-2(0 0)/NSPIXP-3(00)[30] 0 000 IXDOO OO O
OoOob JPIXDO MEXOODOO

b0 IXoobooboobooboobooboobobobbobDbo
O00000IXOOOoOoooboooooboooboooboo Asoboooo
gboboodgboodgbbuoobbooobboobooobbuoobbooon
gbooobIXboooobuoooboooboooboooboobobooo
OO0O0o0b00obooboobooobobDbOod “Ful Route” DOODOOODO
0000 Full Route 0000000 IXOOODO GIX(Global Internet eXchange)
0000000000 ONSPIXP-2/NSPIXP-30 JPIXOMEX O OOO OO GIX
OO0000000 GIXOoOooooooooooooooooboooobooboo
gbooboogooboood

ggbbuoogbbuooobbbouooobbbooobboobooobobobo
obooboobuooboobuooboboobbobboo Xooboooboo
000 IXO0OOOOO0ODOO IX O RIX(Regional Internet eXchange) 000 OO
GIXOOOOOODOUODLUO XOooooooooooo

20



1 30

oo dotdbotdod
HREN

gbobodoogobobooboboobbooobbobbuooobboon
gbobogobbogoboobobboobbbogboboooobboogn
0000000000000000000000DHCP(Dynamic Host Configu-
rationProtocol) D 0000000000000 DOOO0OOOOOOOODOOOO
OOobo0oOobooboooobHCPOODOODOODOODOODOODDO
000000000 DAG(DHCP Access control Gateway) 000000000
gobogbobooodgbobuoobooubbuogoboooboogbboon
gobobooggn

3.1. O0Oooooooogno

gbobodgbboooboobbobbuoogbbuoobboogbbaon
gboboooboodobobooboboobobuooobbooobooobbon
gboboogbbooobbuogbbooobboobobobbuooobboon
gbbooboobbooobboobbboobbooobboooboon
gbbogobodgbbuoogbbuooobuoobbooobbooobboan
gbobogoboodgbbogobbuoobbbooboooooobboon
gbobbuoooobbboooobo
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30 0ggoobooooobooboogogn

3.1.1 U00O0obobogooboobd

gobodbbuoggbboobbuoooboooboobuooobboon
gbobodgobuogbboboodgbbuooobbodgbbooobbooon
goboogbobooodbbooobbuoobbooboboobbuoobboon
gboboodgbboogobbuooboboobobbuoobboobbuoobboboon
gboboogbboooboboobboogbbuoobbooobbuooboboon
gboobobgobooboboobboobobuoobooboboobobon
gboogobogdgbboobbooobbooobboobooobbooon
0000000000000 00000000000“000007” (Mobile Host)
gboboobodgo

gbobooooboobooboboooobooboboboboooonbIPO
gboboogbbooobobuogbbuooobbogbbooobboobbon
Ooooooooooogoooooooooo IlpO0boboboobOoOoO
oboooIlpOodbo0obobOoobOobboobOooooboobOoboooboD

00000000000 OOMobileIP[9] O VIP(Virtual Internet Protocol)[11][13]
gooboooon

gobuoogbooobboobbooobooboobboboobboon
Opdb0o00booobooboobOobobobooboonDg

gboboboboobobooo Xoooooobooobobobooboooo
ObOob0boo0obo0bOd BeotO oo b OO ODLDODDOO
gbboodgoboodbboobbouobboodgbbooobuoobboon
gboboboooooboooobbobooon

BOOTP(Bootstrap Protocol) 31| 0000000000 IPOOOOO Boot
goddootoooobobobbobbobobooouoouuoouuuuooooa
goodooooooobon

DHCP (Dynamic Host Configuration Protocol) [16][17][18] O D BOOTP O OO
gt ooooooaan
googoboboobobobbbbbbbobobbobbobobbbbbbbobooouooa
O0O00bO0o0oo0oooobooo bHCPOOODOO
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3.1. 0ogoooooggdd

3.1.2 0OOO0OO0OOOOOOO

BOOTP O DHCPOOOUOOOODOOODODOODOOODOODOODOOO
gboboooooXbooboooboboboooobuobooobobooboo
gbobuogoboodgbbooobbubbuooobbooboboobboon
gbobogobbuodobuooobbuoogbbuoobboobobboon
gooboooobobobuoooobbboooobbbuoooobooboboa

0000000000000 Windows95/980000DHCPOODOODOODO
gbobogbbooobboobbuoobbooobbobobuooobboon
gbbbuoooobbbuoooobbbuoooobbbuooobbbooogn

00000 Ethermet 0000 (IR)OO0O0OO0DOO0DO0DOOOOOOOOOODO
gboboboooobbbboooobbboooobbbuooobobbooogy

D000 BOOTPOODOODOO DHCPOODODODOODOODODOODOODOO
gbobuogbboodobbuoobbuoobbooobbobbuooobboon
OO0 BOOTPOOOO DHCPOOODOODOODOODUODODODODODODOO
obooboooboboobooboo IpooobboobooboobobOon
gogboogbbooogbbooobbooobboobboobbooon
gbgbobooboobooboobgoobobboboobo

goobobbbobbobbouotuddduooooooooooboobbobobo
gooboogooboo

3.1.3 U0OOooooogd

gbodbbuogbbbooboobbuooobbuoobbooobbaon
gbuogobbogbuooodboobboobuooboboobooboonon
gboobogboboogbobuogbbooobbogoboobuoooboboon
00000 (boooooooooooo)o

googuobbbbbdbbdodoooaobbbbooooaooobbd
PASSPORT D OO OOOOOOCOOPASSPORTOOOODOOOOOOODO
O0(@OO0O0)000000000o0000o00oooO0o0ooo0o0ooooood
PASSPORT OO O0ODOOOOODODOOOOOODOO (O 3.100)0
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30 0ggoobooooobooboogogn

: Mobile Host
with PASSPORT & VISA !

031 00000000

PASSPORTOOO00O0DOOOO0ODOOOOODOOOODOOUOODODDOO
gooogboboooboboobbooobbooboboobuooobboon
gooobobooooooobbobbbboooo bbb boooooon
gboooboooooobogo

gboboboogbbogbbooobbobbobboobbooobboon
gboboodgbboodobbuodobbuoobobbodobbobbuoooboboon
OoO0ooOo0oOoboooboOoobooooboovisAogooooooo

PASSPORT O VISAODOOOOOOODOOODOODOOOOOOOOOOD
gboboogbboogdbooboboogbbuogobooobooobooon
gbbobuoogbobboooobbboooobobo
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3.1. 0ogoooooggdd

031 000000 PASSPORTO OO

0oooo PASSPORT
0ooo 0Dooooo 00000000
0oo 0(@on) 000 (Qoooo0)
0ooo 0oo Doooooo

gbobbodo

Dodbobooboboboboboobobuooboboboouobon
O00000000O0O0000O0ODESOOOO0ODOOOO RSACDOODODOOO
gbbodgbuodgbbuooobboobboodobboobbuooobboon
gbboogbboobbuooobboobbooobboobbuoooboboan
gbobodbobogbobooobboodobbobbooobbobobboon
gbboooboodbbuooobbuoobboooboobbooobboon
gbobobouoggbbbbuooobobbbooogooboo

gbobogbuogbobbodobbooobooobbuoobboogobboon
gobooboobobdooboobboooboooobooobboobobboon
goboooboobboooboboobobuooobbooboooobboon
0000000000000000000 (0 3200)000D0O0O0O0O0O0

gobodgbboboogbboobbuooobbuoobbooobboon
gbobogoboobbuoobobobuogboogobuooobbooboboon
gbbboodgobobodd

3.1.4 DHCPAOODO

OOooo0ooobooboboboboooooooo bECcPOObDOonDonOO
00 0 ODHCPA(DHCP with Authentication) 00 0000000000000
gbbodgbbuogbbbooboboobbuoobbooobooobboon
obooooooboobboooboobbobobo0 “oobo”ooobon
gbbuogouogdgbbuoobboobbboobooobboobboboon
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30 0ggoobooooobooboogogn

U 32 0dboouoogoboodao

Step 1: Cypher «— E{D{Message}s}¥r-1
Step 2 . send Cypher to R
Step 3: Message <+ E{D{Cypher}fr}fs-
Kg : Sender Secret Key
Kg-1 : Sender Public Key
Kgr : Receiver Secret Key

Kpg-1 : Receiver Public Key

gboogobbuoobbuogobboobbuoobobboobbuoooboboon
32][33) 0000000 0OO0ODODOOOOOOOODOODOOOOOODOOODDOO
OO0D00D0O0O DHCPADODODOO

DHCPADODOODOO

DHCPAOODODUOOODOOODODOOODOOODOODO (DHCPA Server) D OO0
0000000000000 00 (DHCPA Client)DOPASSPORTOOODOOOO
0000 (DHCPA Home Server) DO0OO0OOO (O 3.200).

DHCPAOODOOOODOODOOOD DHCPAODOOODOOODOOODODOO
OO0000000 PASSPORTOOOOODOOODOODOOODOOODOODODOO
0000000000000 0bO0O0ODOO0bOO0bOOo0n0O bHCPOOODODODODOODO
DHCPA OO0 PASSPORT

DHCPA O PASSPORTOODOOOODOOOODOODO
e OO ODOOIPOOODO

e 0000000 MID(Mobile ID)

e OO UOOODLDOOOODLDLDDOOOOD
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3.1. 0ogodooood

0

Network Resource

X DHCPA Server

IP Address ‘ DHCP Client
[z ]

DHCPA_ACK
or DHCPREQUEST
——————————————————— / DHCPACK
I:I—l? {} ]
Internet
,J., DHCPA_REQUEST
with PASSPORT & VISA
[, Q {1 ]

PASSPORT & VISA
DHCPA Home Server '

DHCPA Client
with PASSPORT & VISA

0O 3.2 DHCPA
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30 0ggoobooooobooboogogn

—gbbooooobbbuoooobobbuoogobbogo

- J00b0ob00oo0oooboooooboOobo vVisAoDooooooo

0000000000 0000(0000D0)00000 PASSPORTOOOO
O0000000000000000000000 RSA[2000 MD5[24)000
gbbboodobobbboooobbbboooobbbuoooobn

3.1.5 DHCPAOUOOOOO
DHCPADODOODOO

DHCPAOOOO DHCPAOOODOOOOOODOOODODOOOODODODHCPA
OO0 DHCPOOODOOOOOOODODODOO Class-identifier D 00000000
OO00O0ODHCPO Class-identifier D 000000000 OO0O0OO0OOOOOOO
0000000000000 00DO0000O000o00o0oooOoooonOg DHCP
OO000000O00bOO0o0bOoobOOoobOooDbobOooooooooag

DHCP Class-identifier OO OO0 OO O OO ODHCPA O Header Format [
0330000

DHCPA PASSPORT Field

DHCPA 0 PSAAPORT Field DODHCPAODOOOOOOOOOOOOODO
OO0O0O0oO0obOoboooooobHCPOOOOOOODOODOODOO DHCPO
gboboboogoobbboog22200000b0oboogon

0 3.40 0 DHCPA Header 0 0 OO O PASSPORT Field OO OD0OOODOO
O0OODHCPAODOOOODODODOO KyOOODOOO DHCPAODODOOOO
0000 Ky~ 0OOVISADODOODOOOOODOOO bHCPAOOODOOO
000 Kyboobooboobooboobo

DHCPAODOODOODOO

DHCPAOUOOODUODOOODOOODDDOO DHCP Class-identifier 0 0 00O
Oooboooobobobob bECPOOODODODODODOOOOOO
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3.1. 0ogoooooggdd

DHCPA Handle Strings(18)

code(1) HL(1) MT(1) version(1)

Home Server IP Address(4)

Mobile Host ID(4)

PL(1) PT(1) CT(1) notuse(1)

PASSPORT Field(PL)

code : DHCPoption Code field(future)
HL : DHCPA Header Length

MT : DHCPA Message Type

version : DHCPA Version

PL : Passport Field Length
PT : Passport Field Type
cT : Crypt Type

0 3.3 DHCPA Header Format

PASSPORT Field

E{K -1 M

E{VISA,timestamp, M D5[V IS A, Timestanp|}*m

Ky : Home Server Secret Key
Ky;  : Mobile Host Secret Key
K -1 : Mobile Host Public Key

O 3.4 DHCPA PASSPORT Field
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30 0ggoobooooobooboogogn

0 3.3 DHCPA Message Type

0x00 : DHCPA_QUERY message
0x01 : DHCPA _OFFER message
0x02 : DHCPA REQUEST message
0x03 : DHCPA_ACK message

0x04 : DHCPA_NAK message

0x05 : DHCPA RELEASE message
0x06-ff : future use

O00000D0OO00ODHCPOODOOOODODOOOADO Class-identifier 0 00 00O
O000 DHCPADOOODODOODODODOODOOODOOODOOODOODO

DHCPA Message Type DO O OOO0OODHCPOODO /0000000 OODOO
OO0 DHCPAOOOOOODODOODODODODODHCPADOODODOO
0 DHCPA Message 00 3.30000

OOO0ODHCPADODODOOOODOOOOOODDO 350000

1. DHCPAOOOOOOOOOOODODODODOOODOOOOOOOOoooooDD
0 ODHCPDISCOVER OO OO DHCPA_QUERY O 0O O (Broadcast) 0 0 O

2. DHCPAOODOOODOOOOOOOOODOODOODO DHCPOFFER O
000 DHCPAOFFEROOOODOO

3. 00000000O00DO0O DHCPOFFER O DHCPA OFFER O OO O
000000DHCPREQUEST O DHCPA_REQUEST O O O (Broadcast)
ood

4. DHCPAOOUOOOODDODODOOOOOOO DHCPACKO DHCPA_ACK
OO0bO0bOOoO0obO0o0oboobO0oboooobobOoOooOobOoUnDHCP-
NAKO DHCPANAK OOOOOOOOOODOOOODOO
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3.1. 0ogoooooggdd
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