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Studies on technique for tracing attack nodes

under Distributed Denial of Service Attack”

Masafumi OE

Abstract

Distributed Denial of Service (DDoS) attacks are one of the threats on the
Internet. In DDoS attacks, the attack nodes are widely set up in the Internet,
and transmit a large number of packets to the victim’s node. These packets
consume network resources and server resources, and obstruct network services
like World-Wide-Web in the victim’s node. In order to keep this damage to a
minimum, the technology that identifies attack nodes and the paths of attack
packets is required to be as fast as possible.

However, the source address of the IP packet for DDoS attack is spoofed to a
random address. Therefore, investigating an attack node using TRACEROUTE,
which depends on a source address, is not effective. For this reason, tracking the
attack flow is done by hand using a monitoring function, a DDoS attack detection
function, (which each router has), etc. The Internet, as an international commu-
nications infrastructure, is constructed by various organizations connecting each
other with various policies, such as [SPs, companies, research institutes, universi-
ties, etc. When tracking attack flows, a lot of time is wasted getting cooperation

between organizations on attack paths. Tracking by hand is a big barrier to the

* Doctor’s Thesis, Department of Information Processing, Graduate School of Information
Science, Nara Institute of Science and Technology, NAIST-IS-DT9961007, March 10, 2003 .
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reduction of time. IP traceback methods are proposed as solution to this issue.
IP traceback detects the attack paths and specifes the true origin of an attack
flow with a spoofed source address.

In this paper, we propose a hierarchical IP traceback architecture, which de-
composes Internet-wide traceback procedure into interdomain traceback and in-
tradomain traceback. Our proposed method is different from existing approaches
in that our method is independent from single IP traceback mechanisms, and
domain decomposition is based on the existing operational model of the Internet.

The proposed architecture is made up of a construct with two components:
elP traceback and iIP traceback. Each control area of elP and iIP traceback
is the same as each control area of EGP and IGP, which are the routing control
protocols. ”Exterior [P (eIP) traceback architecture” designates each AS that the
attack flow passed. elP traceback should have the capability for finding attack
paths within 30 minutes. ”Interior IP(iIP) traceback architecture” designates the
router’s IP address that the attack flow has passed in the AS.

We investigated existing IP traceback and described implementation architec-
ture of the I'TM network which was used to make an association between elP and
ilP traceback. Then we brushed up our implementation and carried out experi-
ments on the StarBED which has 50 physical nodes and is a fully programmable
the Internet simulator.

From this result of experimentation, we cleared that our proposal is an effective

method for Distributed Denial of Service attack.
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ATTACK PATH generating status: 26 [sec]

10910

00701

01239 05696
i 07473

01755 —— 03215

03561 —— 08342

04637

06461 16631
i 06517

08918

ATTACK PATH generating status: 26 [sec]

10910

00701

01239 05696
i 07473

01755 —— 03215

03561 —— 08342

04637

06461 16631
i 06517

08918 —— 03269

ATTACK PATH generating status: 60 [sec]

00701 10910
01239 05696
i 07473
01756 —— 03215
03561 —— 08342
04637
06461 16631
i 06517
08918 —— 03269



14 - ,

. test-1
! ' - - - test-2
! ! - -~ test-3

=
N
T

=
o
T

[ee)
T

IP Option packets

1 1 1 1 1
0 10 20 30 40 50 60
Lapsed time [sec] [sec]

022 001500000/000001PO000O0O0O0OO0OOOOOOODOO

64



5.10 U0 2: DO OOOOOO0LOuobooobn

gbl1odgoobodagb2b0dgoobooobbobooobbuooon
OO0000o0O0o0o0o0obO0o0o0o0oobo ASObOobobooboobobobooo
goboobooogobooood

goodogbobobblobodoggbogooboboobobobbobobn
OO000D0O0D0O00O ASO2000000002900000000000O
0000000000 (OO 10000 AS70100)00000000000O
0000 1000000/000000 18000000FreeBSD4.70000000O
0000 AS7010000000000000000000000%0O10%050%0
gboboooogbobodgg3gbobsbbouoooboboog

000000 000000000000 00O0O00D0O0ODO0O0O00OO0O0Od
gbobobob20b0d0bo0ugoooobbobooboboboooooooobooon
obhoboboobobosgobooobob230b0b0oooooIpobbbooong
goobogobbod2a0000d0

gbobooggbooodg lgoobooobogogbobogobbuooon
ASOO0OIPO0OO00O0OO00OOCOOOOOOOOSOOO(DOOODO 4

0000000000 100%000001020000000000000000O
O00000000000300000000b0200000000000AS6461
OAS000 000000000 O0ODOOODOODOOODOOO (10DDO)ODboOOo
00 300)0000IPO0000O0OOOOOOOOOOOOO20000

0000000000 5%00000000000030000000000
ooboooooboobbobobuobuobooooooboooo 2von 2800
290000000000 b0b0 IPOO0ODO0OOODODOOOODOD 300
god

10%0000000000000000290000000000000000
gbobobooobbobooooboobboogbbobooooooon

65



ATTACK PATH generating status: +172 [sec]
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ATTACK PATH generating status: +180 [sec]
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ATTACK PATH generating status: +180 [sec]
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ATTACK PATH generating status. +894 [sec]
00701 10910
01239 05696
<<z:: 07473
01755 —— 03215
02828
03561 —— 08342
03967
04637
05511

05650

06395

06461 01273
i : 16631
06517

00721

07474

08918 —— 03269

031 003000(000002)000000000000(00)(100)

79



ATTACK PATH generating status. +891 [sec]
00701 10910

01239 05696

: 07473
01755 <<<:: 03215
05400

02828
03561 ——— 08342
03967
04637
05511
05650

06395

06461 01273
i : 16631
06517

00721

07474

08918 —— 03269

032 003000(000002)000000000000(00)200)

80



ATTACK PATH generating status. +891 [sec]
00701 10910
01239 05696
<<z:: 07473
01755 —— 03215
02828
03561 —— 08342
03967
04637
05511

05650

06395

06461 01273
i : 16631
06517

00721

07474

08918 —— 03269

033 003000(000002)000000000000(00)300)

81



Number of IP option packet
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ATTACK PATH generating status. +896 [sec]
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ATTACK PATH generating status. +890 [sec]
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Number of IP option packet
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ATTACK PATH generating status. +350 [sec]
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ATTACK PATH generating status: +358 [sec]
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ATTACK PATH generating status. +360 [sec]
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Number of IP option packet
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ATTACK PATH generating status: +595 [sec]
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