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Software Protection by

Birthmark and Dynamic Name Resolution®

Haruaki Tamada

Abstract

This dissertation proposes two methods which prevent software theft and soft-
ware cracking. First, to detect the theft of Java class files efficiently, I propose
a concept of software birthmarks, which are unique and native characteristics of
each software implementation. Ideally, the birthmarks should satisfy the follow-
ing properties: (a) preservation — the birthmarks should be preserved even if the
original class file is tampered with, and (b) distinction — independent class files
must be distinguished by completely different birthmarks. Taking (a) and (b)
into account, I propose four types of birthmarks for Java class files. To show the
effectiveness of the proposed birthmarks, I conducted two experiments. The first
experiment showed that the proposed birthmarks are sufficiently robust against
automatic program transformation (the average of similarity of birthmarks was
0.940). The second experiment showed that the proposed birthmarks successfully
distinguished non-copied files in the following Java bytecode engineering libraries:
BCEL, javassist, and bloat (0.962 of given class files were distinguished).

Next, this dissertation proposes a name obfuscation method based on dynamic
name resolution to prevent software cracking. While conventional name obfus-
cation cannot hide symbol names included in system libraries, the proposed ob-
fuscation method hides system library calls (i.e. method invocation, field refer-

ence/assignment and object instantiation) by dynamic name resolution. Using

* Doctoral Dissertation, Department of Information Systems, Graduate School of Information
Science, Nara Institute of Science and Technology, NAIST-IS-DD0361018, February 2, 2006.
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the proposed method, names appeared in system library calls are statically en-
crypted. Then, the names are decrypted and dynamically resolved at runtime.
A case study showed that the proposed method could obfuscate the all names of
2,359 field references, 673 field assignments, 197 object instantiation, and 7,351

method invocations included in Jakarta Commons Digester.

Keywords:

Software Protection, Software Birthmark, Software Watermark, Software Obfus-

cation, Reflection
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import org.apache.tools.ant.Project;

private String message = "";

: package jp.ac.aist_nara.se.tama.ant.taskdefs;

private int level = Project.MSG_DEBUG; // 4

public void setMessage(String message){

this.message = message;

}

public String getMessage(){

return message;

}

public void setLevel(String 11){

11 = 11.toLowerCase();
if (11.equals("error"))
else if(11.equals("warn"))
else if(11.equals("info"))

else if(1l.equals("verbose"))

else

}

public int getLevel(D{

return level;

}

public void execute() throws org.apache.

log(message, getLevel());

level
level
level
level

level

Project
Project
Project
Project

Project

: public class Echo extends org.apache.tools.ant.Task{

.MSG_ERR;
.MSG_WARN;
.MSG_INFO;

//0
//1
//2

.MSG_VERBOSE; //3

.MSG_DEBUG;

/74

tools.ant.BuildException{

0 21 JavaOOOOOO (Apache Ant 0000 echo 0O O)
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sMC(O 2.1) = (

org.apache.tools.ant.Task(),

String String#toLowerCase(),

boolean java.lang.String#equals(Object),
boolean java.lang.String#equals(Object),
boolean java.lang.String#equals(Object),
boolean java.lang.String#equals(Object),
boolean java.lang.String#equals(Object),

void org.apache.tools.ant.Task#log(String, int)

023 0210000000000000000000000000

IS(O02.1) = (
org.apache.tools.ant.Task,
org.apache.tools.ant.ProjectComponent,

java.lang.0Object,

024 21000000000000000000O
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1: import javax.swing.JFrame;

2: import javax.swing.JLabel;

3: import javax.swing.Icon;

4: import javax.swing.Imagelcon;

5: public class ImageViewer extends JFrame{

6: private Icon icon;

7: public ImageViewer(String file){

8: setTitle(file);

9: Icon myIcon = new ImageIcon(file);

10: icon = mylcon;

11: getContentPane () .add (new JLabel(icon));
12: pack();

13: }

14:  public static void main(String[] args){
15: for(int i = 0; i < args.length; i++){
16: ImageViewer viewer = new ImageViewer(argsl[i]);
17: viewer.setVisible(true);

18: }

19:  }
20: }
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javax.
javax.

javax.

class

Icon aaaa

swing.JFrame;
swing.JLabel;
swing.Icon;
swing.ImageIcon;

a extends JFrame{

private Icon aa;
public a(String aaa){

setTitle(aaa);

= new ImageIcon(aaa);

= aaaa;

pack();

a aaaaa

getContentPane () .add(new JLabel(aa));

public static void main(String[] aaa){

for(int aaaa = 0; aaaa < aaa.length; aaaa++){

= new a(aaalaaaal);

aaaaa.setVisible(true);
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import javax.swing.JFrame;

public class ImageViewer extends JFrame{
private Icon icon;
public ImageViewer(String file){
setTitle(file);

Icon myIcon = new ImageIcon(file);

| setTitle O Imagelcon 0O OO

import javax.swing.JFrame;

import java.lang.Class;
import java.lang.reflect.Constructor;
import java.lang.reflect.Method;
public class ImageViewer extends JFrame{
public javax.swing.Icon icon;
public ImageViewer (String file){

// resolveMethod("JnbhfWjfxfs", "tfuUjumf")
Class.forName(decrypt ("JnbhfWjfxfs")) ;
cl.getMethod(decrypt ("tfuUjumf"),

new Class[]{ file.getClass() });
m.invoke(this, new Object[]{ file });

Class ci
Method m

// resolveClass("kbwby/txjoh/JnbhfJdpo")

Class c2 = Class.forName(decrypt ("kbwby/txjoh/JnbhfJdpo"));
Constructor ¢ = c2.getConstructor(new Class[]{ file.getClass() });
Object 02 = c.newlnstance(new Object[1{ file });

033 0000000000000 (@0 310000)
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0 3.1 DynamicCaller OO 0O O

ooboooooooooo oooooo
Object newInstance(Object[] arg, String EclassName) resolveClass
Object invoke(Object instance, Object[] arg,
String EclassName, String EmethodName)
resolveMethod
Object invokeStatic(Object[] arg, String EclassName,
String EmethodName)
Object getField(Object instance, String EclassName,
) ) resolveField
String EfieldName)
(reference)
Object getStatic(String EclassName, String EfieldName)
void setField(Object instance, Object value,
String EclassName, String EfieldName) resolveField
void setStatic(Object value, String EclassName, (assignment)
String EfieldName)
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Original bytecode

Obfuscated bytecode

new Foo push args to stack
du; store args to arra
(a) Object P J v
. o push args to stack ldc "Bar"
Istantiation . . L . .
invokespecial Foo#<init> invokestatic
DynamicCaller#newInstance
push instance to stack push instance to stack
push args to stack push args to stack
invokevirtual Foo#fooMethod | store args to arra
(b) Method J Y
. . 1ldc "Bar"
mvocation
ldc "barMethod"
invokestatic
DynamicCaller#invoke
push instance to stack push instance to stack
. getfield Foo#fooField ldc "Bar"
(c) Field )
ldc "barField"
reference ] )
invokestatic
DynamicCaller#getField
push instance to stack push instance to stack
push value to stack push value to stack
(c) Field putfield Foo#fooField ldc "Bar"
assignment ldc "barField"
invokestatic

DynamicCaller#setField

034 000boooobobodao
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(amay | [ag2 | [ _arg? ]

| 2 | | array | | array | | array | | array |
[arg? | [ a2 | [ ag2 | [ag2 | [amay | [amay |
[argl |~ [argl |~ [argl |~ [agl |~ [argl | =~ [ agl |
init state l:iconst_2 2:anewarray 3:dup 4:dup2_x1 5:p‘op2
S
[org2 | [ 1
[ array | [ array | [ array | [ argl | | argl |
| array | | array | | array | | array | | array | | array |
Cargl | [ argl | [ argl | [ argl | [ amray | [ array |
6:iconst_1 T:swap 8:aastore 9:dup 10:dup2_x1 11:pop2
. 0 | [ argl |
[ argl | L 0 |
| array \ | array |
[array | [array | [ array | [ array |
12:iconst_0 13:swap 14:aastore final state
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1:public class ImageViewer extends JFrame{

© 00 N O Ot = W N

LW W W W W W W W W W N MNDMNNDDNDDNDDNDNDNIDN = = = = e e e e
© 00 1 O U i W N P O © 00 J O Ut i W N~ O © OO Ut i W N —~= O
—

public Object icon;
public ImageViewer(String file){

DynamicCaller.invoke(this, new Object[1{ file },
"£29f6e89c20c525ca9ad991e2806eec6",
"e46a1b932f90efc76d5606a286a3c585") ;

Object myIcon = DynamicCaller.newInstance(new Object[1{ file },
"2309ad079c732c3eee007£d16630de66fbe9154c7e632£85") ;

DynamicCaller.setField(this, myIcon,
"£29f6e89c20c525ca9ad991e2806eec6", "6c25f9e31afd88ed") ;

Object ol = DynamicCaller.invoke(this, new Object[0],
"£29f6e89c20c525ca%ad991e2806eec6",
"2f£8414ab86e8975a6439£43d8690008") ;

Object 02 = DynamicCaller.newInstance(new Object[]{
DynamicCaller.getField(this, "f29f6e89c20c525ca9ad991e2806eec6",
"6c25f9e31afd88ed") 1},
"2309ad079c732c3ea3d8e7d5ada803b78542£3£87b7db5bc4") ;

DynamicCaller.invoke(ol, new Object[]{ 02 },
"5459bd4£08£7b753d035£d5b82780cd28aa49371£35be2ea",
"878dfc57666c5eb9") ;

DynamicCaller.invoke(this,new Object[0],
"£29f6e89c20c525ca9ad991e2806eec6", "bd627b43d640£316") ;

}
public static void main(String[] args){
for(int i = 0; i < ((Integer)DynamicCaller.invokeStatic(
new Object[1{ args },
"£127001edc194£1a034a6c9b64b22b57326£e908709c0456" ,
"637££5714bb80cc1cd5952a95803c6ea")) .intValue () ; i++){
Object ol = DynamicCaller.invokeStatic(new Object[]{ args, new
Integer(i)}, "f127001edc194f1a034a6cIb64b22b57326£e908709c0456",
"669658105ab0e482") ;
Object viewer = DynamicCaller.newlInstance(new Object[]1{ ol },
"£29f6e89c20c525ca9ad991e2806eec6") ;
DynamicCaller.invoke(viewer, new Object[]{ new Boolean(true) },
"£29f6e89c20cb525ca9ad991e2806eect",
"8£98baa6837£9236b117be0cb0a26503") ;

g 36 dobobooogoobooboogd
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0
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B.1 Hello World

1: public class HelloWorld{

2 public static void main(String[] args){
3: System.out.println("Hello World!");
4: }

5: }

0 B.13 HelloWorld.java (OO 0O0ODO)

1: public class HelloWorld{

2: public static void main(Object args){

3: DynamicCaller.invoke (

4: DynamicCaller.getStatic(

5: "965bc82af5b8182346ebalc13fc7074462d984001aalabof",
6: "c2036b9bc7a80b3a"

7: )

8: new Object[] { "Hello World!" },

9: "d368580490143d48a523cc065b902eba3e74aleldbaleb2f",
10: "95b310aa7930cdf1"

11: )3

12:  }

13: }

0 B.14 HelloWorld.java (00O O)
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B.2 Fibonacci

: public class Fibonacci{

public int fibonacci(int n){
if(n <= 0) throw new IllegalArgumentException();
else if(n <= 2) return 1;
return fibonacci(n - 1) + fibonacci(n - 2);

}

public static void main(String[] args){

Fibonacci f = new Fibonacci();

© 00 N O O e W N

if (args.length == 0) f.fibonacci(3);

10: else f.fibonacci(Integer.parselnt(args[0]));
11:  }

12: }

O B.15 Fibonaccijava (00O O0O)
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10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:

© 00 N O Ot s W NN

: public class Fibonacci{

public int fibonacci(int n){
if(n <= 0)
throw (Throwable)DynamicCaller.newlInstance(new Object[0],
"d320£9973702ca278736cd9b164f£e30418096c3203fd2deb579e" +
"02e560823558a74d761386fa0ecB") ;
else if(n <= 2) return 1;
return ((Integer)DynamicCaller.invoke (
this, new Object[] { new Integer(n - 1) },
"1b49a8d0c599bc7a7d8323b9af56£08c" ,
"d1a084abc737263b7d8323b9af56f08c")) .intValue () +
((Integer)DynamicCaller.invoke (
this, new Object[] { new Integer(n - 2) },
"1b49a8d0c599bc7a7d8323b9af56£08c" ,
"d1a084abc737263b7d8323b9af56£08c")) .intValue () ;
}
public static void main(String[] args){
Object f = DynamicCaller.newInstance(new Object[0],
"1b492a8d0c599bc7a7d8323b9af56f08c") ;
if(args.length == 0) DynamicCaller.invoke(f, new Object[]
{ new Integer(3) }, "1b49a8d0c599bc7a7d8323b9af56£08c",
"d1a084abc737263b7d8323b9af56£08c") ;
else
DynamicCaller.invoke(f, new Object[] {
DynamicCaller.invokeStatic(new Object[] { args([0] },
"d320£9973702ca27096a4efa7c27020c393d1dce360c8279",
"9d4b21763742c4cc66b6556afca854d0") 1},
"1b49a8d0c599bc7a7d8323b9af56£08c" ,
"d1a084abc737263b7d8323b9af56£08c") ;

0 B.16 Fibonaccijava (DO 00O)
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