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Formulating Implicit Code Constraints

and Detecting Potential Faults in Legacy Software *

Tomoko 0 Matsumura

Abstract

In the field of legacy software maintenance, there arise a large number of “implicit code
constraints”, which are usually undocumented. Violating such constraints causes injection
of a new fault. As maintainers move between companies and job assignments in the long
maintenance process, some maintainers who are unaware of such constraints often violate them,
and the same kind of faults is repeatedly introduced.

This paper proposes a method for formulating the implicit code constraints and automatically
detecting code fragments by using the formulated implicit code constraints. In the method, an
expert maintainer firstly investigates the causes of failures that have been described in the
past fault reports; and identifies all the implicit code constraints that lie behind the faults.
Then, code patterns violating the constraints (which we call “violation patterns”) are formally
described in a pattern description language. The detecting system searches code fragments
matching the patterns with the attributed syntax trees transformed from source codes by the
parser.

The result of a case study with large legacy software showed that 32.7% of failures, which
have been reported during a maintenance process, were due to the violation of implicit code
constraints, and there were 39 constraints at the start point of the maintenance process. 30
of these constraints could be described in the pattern description language. Moreover, 152
faults existed in 772 code fragments detected by the prototype matching system, and 111 faults
among them had not been reported in the fault reports. It shows that the method we proposed

is effective in detecting potential faults.

Keywords:

*Doctor’s Thesis, Department of Information Systems, Graduate School of Information Science, Nara Insti-
tute of Science and Technology, NAIST-IS-DT0261025, June 24, 2004.
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HEE R N — 2

$v_1 =".CDData¥[[0-z]*¥].String'
$f 1 ='strncpy’

$f 2 ='strncat’

$f 3 = 'memcpy’

% %o

@[Sf_1 | Sf 2 | S 3]($v, $v_1, #);
%

SEELEH

struct infdata stINFData;
struct shmdat *pstShm Dat;

void func_a(}{
char buf[100];

pstShmDat = malloc(sizeof(struct shmdat));
strepy ( pstShmDat->String, stINFData.CDData[0].String);
strncpy(buf, psiShmDat->String, 99 );
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