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Lifeline Communication System in the Internet*

Takahiro Kikuchi

Abstract

As the Internet spreads, it is increasing in importance as the infrastructure
for various communication services. Lifeline communications such as emergency
calls, registring safety information, or getting disaster information, should be
available if there is the Internet connectivity. Lifeline communications over the
Internet offer highly convenient services for various people with advanced multi-
media support.

However, there are various problems in the realization on the Internet of the
function of lifeline communications performed on traditional media such as the
telephone. The first problem is the routing for lifeline communications. In an
emergency call, it is necessary to connect to the nearest lifeline service agency.
For example, a telephone user can start an emergency call with a simple access
means such as 110 or 119. Moreover, a user needs to know the correct Internet
address to connect when he wants to get any disaster information about his cur-
rent location. The second problem is the handling of the identity information
of the caller. In an emergency call or a registration of safety information, the
caller needs to be identified in order to prevent fake calls or nuisance calls and to
make a callback possible. The third problem is the handling of the geographical
location information where the caller is actually located. The geographical loca-
tion information of the caller is necessary when going to help in the case of an

emergency call or when registering safety information.

*Doctoral Dissertation, Department of Information Systems, Graduate School of Information
Science, Nara Institute of Science and Technology, NAIST-IS-DD0261201, February 3, 2005.
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In this paper, I discuss these problems and aim at the establishment of a com-
mon base technology for lifeline communications over the Internet. I propose
three models, the ENUM based on geographical location information model, the
geographical location information certificate model, and the user information cer-
tificate model.

I have implemented the lifeline communication system with a design based on
these three proposal models, and performed verification experiments and perfor-
mance evaluations. The results showed that this system is sufficiently practical

in respect of performance, security, privacy and scalability.

Keywords:

lifeline communication, emergency call, geographical location, GPS, ENUM, SIP,
PKI
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200 0K [User-Certificate] from 2001:200:169:2
SIP IMNFO [GPS-Data] to 2001:200:168:252::7

SIP 200 0k [INFO GPS-Data] from 2001:200:168:2521 ¢
SIP INFO [GeoLoc-Certificate] to 2001:200:16859:7037:
SIP 200 Ok [INFO GeoLoc-Certificate] from 2001 :200
SIP INFO [User-Certificate] to 2001:200:169:2524:7
SIP 200 0K [INFO User-Certificate] from 2001:200:1

{307 Emergency Call Reguest End

SIP 200 0k [INVITE] from 2001:200:168:352::7
aIP ACE sipireguest@nara-police.demo to 2001320031

{33) Emergency Call Established

SIF BYE =sipitustl@test . demo from 2001:200:109:257:
SIP 200 0k [BYE] to 2001:200:163:252::7

{360 Emergency Call Terminated
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(08} Recy SIP INFO [GeoLoc-Certificate] from 2001:200:169:24
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(12} Verify 0K Uszer-Info: sipiusrli@test,demo

(130 Send SIF 200 0K [INFO User-Certificate] to 2001:200:159
{14} Emergency Call Reguest End

(15} Send SIP 200 0K [INVITE] to 2001:200:169:242::20

(167 Recy SIF ACK sipireguestnara-police.demo from 2001:200
{177 Emergency Call Established

{(18) Send SIP BYE sip:usrl@test.demo to 2001:200:169:242: 20
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(207 Emergency Call Terminated
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63 000D0D00oooooogdoon

(0 52000)00 512bit | 1024bit | 2048bit 4096bit
(08) Request Start - - - -
(09) GeoENUM 0.1ms 0.2ms 0.2ms 0.2ms
(12) OK GeoENUM 5.8ms 5.9ms 6.0ms 5.9ms
(13) INVITE 13.9ms | 14.2ms | 13.8ms 13.8ms
(14) Trying 10.9ms | 10.9ms | 11.1ms 10.8ms
(15) Ringing 0.9ms 0.8ms 0.7ms 0.9ms
(16) GET GPS 1.9ms 1.6ms 1.7ms 1.8ms
(17) OK GPS 105.9ms | 102.5ms | 103.2ms | 101.0ms
(18) GET GeoCert 0.7ms 0.7ms 0.7ms 0.7ms
(19) OK GeoCert 79ms | 18.8ms | 87.4ms | 560.6ms
(20) GET UsrCert 0.5ms | 0.5ms 0.5ms 0.5ms
(21) OK UsrCert 4.8ms 4.0ms 4.2ms 4.4ms
(22) GET UsrCert 0.7ms 0.7ms 0.8ms 0.7ms
(23) OK UsrCert 11.2ms | 20.8ms | 90.5ms | 567.5ms
(24) INFO GPS 0.7ms 0.6ms 0.7ms 0.8ms
(25) OK GPS 8.2ms 8.1ms 8.7ms 8.5ms
(26) INFO GeoCert 0.6ms 0.6ms 0.7ms 1.1ms
(27) OK GeoCert 12.8ms | 13.7ms | 16.7ms 27.1ms
(28) INFO UsrCert 0.5ms 0.5ms 0.6ms 1.2ms
(29) OK UsrCert 13.2ms | 13.6ms | 16.1ms 25.5ms
(30) Request End 0.3ms 0.2ms 0.2ms 0.3ms
(31) OK INVITE 83.9ms | 89.8ms | 86.9ms 84.5ms
(32) ACK INVITE 0.9ms 0.9ms 0.9ms 0.9ms
(33) Established 0.3ms 0.4ms 0.3ms 0.3ms
Total Time 286.6ms | 310.0ms | 452.6ms | 1419.0ms
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