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Abstract

In order to defend attacks on the Internet, traceback techniques are required as well
as attack detection techniques and attack protection techniques. Network operators
can manually trace back attacks, but it is likely to be a tedious process requiring much
time.

Many researchers have proposed various traceback techniques to automate the man-
ual traceback; however, they have faced several difficulties. The difficulties of a trace-
back are categorized into the inter-domain issues and the intra-domain issues. On the
inter-domain traceback, the issues arise from the difficulties in overcoming the barri-
ers on network operation boundaries, especially the leakage of sensitive information,
the violation of the administrative permission, the difference of employed techniques
among Autonomous Systems (ASes), and the cooperation among ASes. On the other
hand, the challenge of the intra-domain traceback is how to detect the attacker node
inside a network domain even when both the source IP address and the source MAC
address of an attack packet are spoofed. The interconnection between layer 3 trace-
back techniques and layer 2 traceback techniques is also an issue of the inter-domain
traceback because most traceback techniques on each layer cannot track attacks on
other layer.

In this doctoral dissertation, we propose an architecture to interconnect different
traceback systems for tracing attacks beyond the operational barriers on the inter-
domain network and for tracking attacks narrower down from layer 3 traceback to
layer 2 traceback on the intra-domain network.

For the issues of the inter-domain traceback, we propose InterTrack as an au-
tonomous traceback architecture to tie the traceback operation to the other network
operation. The inter-domain traceback on InterTrack is composed of the federation of
intra-domain traceback trials on each AS. InterTrack achieves the inter-domain trace-

back by the phased tracking approach and the modularization of traceback techniques.



The phased tracking on InterTrack is composed of four stages: “the Tracking Initi-
ation Stage”, “the Border Tracking Stage”, “the Inter-AS Tracking Stage” and “the
Intra-AS Tracking Stage”. The tracking initiation stage authenticates traceback clients
such as Intrusion detection systems, and controls the request rates from these clients.
The border tracking stage preliminarily investigates an issued attack on the borders
of an AS to find upstream neighbor ASes which forwards the issued attack, and to
check the necessity of the deep internal inspection. Inter-AS tracking stage is com-
posed of the recursive border tracking stage on each upstream ASes. The result of the
recursive border tracking among upstream ASes is delivered to the issuer AS as the
reverse AS path of the attack. Constructing the attack path by the reverse AS path,
InterTrack can conceal the sensitive information of an AS to other ASes while the
victim AS knows the ASes on the attack path in order to contact for filtering on the
edge networks. InterTrack provides modular components and APIs to use any kind of
traceback systems as modules. Because of this modularization, ASes can apply several

traceback techniques on its intra-domain network according to their characteristics.

In parallel with the inter-AS tracking stage, each AS can autonomously run the
intra-AS tracking stage in order to detect the attacker nodes inside its network domain.
We also propose a layer 2 traceback technique and a binding technique between a
layer 3 traceback and our layer 2 traceback as a traceback technique on the intra-
AS tracking stage. Our layer 2 traceback technique is an ingress-port-based tracking
(IPBT) method, which uses the Bloom filter technique and a Forwarding database
of layer 2 switches for tracking an Ethernet frame on a layer 2 network. The IPBT
method can track a single packet on a layer 2 network despite any source spoofing
technique. L2-SPIE is an extension of a Source Path Isolation Engine (SPIE), which
is one of hash-digest-logging methods for a layer 3 traceback. L2-SPIE interconnects
the layer 3 traceback of SPIE and the layer 2 traceback of IPBT through two kinds of
Bloom filters and two convert tables. L2-SPIE can trace back an attack packet both
on layer 3 networks and layer 2 networks even when both the source IP address and
the source MAC address of the attack packet is spoofed.

Both InterTrack and L2-SPIE were evaluated with implementations. From the
results of experiments and the comparison with the evaluation results of other traceback
architectures, we cleared that InterTrack interconnects traceback systems of ASes in
a sufficiently short time as well as other traceback architectures. In addition, the

bottleneck point on the InterTrack is the border tracking stage. We roughly estimated
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the response time of a traceback query in 9hop AS length with hash-digest-logging
method. The estimated response time of a traceback query on the original issuer AS
was about 16 seconds in 9hop AS length. On the evaluation of L2-SPIE, L2-SPIE
interconnects a single packet layer 3 traceback and a single packet layer 2 traceback in
more or less 1,500 micro-seconds.

This dissertation’s proposals on the interconnection architecture for traceback sys-
tems will achieve the infrastructure for the inter-domain traceback in the practical

network operations, and will bring the traceability on the Internet.
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Chapter 1
Introduction

Denial of Service attacks (DoS attacks) and Distributed Denial of Service attacks
(DDoS attacks) are serious problems on the Internet. They attack the target site or
the target servers by flooding attack packets, which are often forged the source IP
addresses or by a single packet including a malicious code to cause buffer-over-flow.
A single packet attack stops the service of the target node. A flooding type DoS
attack or a DDoS attack consumes server resources and network resources not only
the target site, but also on every AS which is included by the forward path of the
attack [1]. A WorldWide ISP Security Report by Arbor Network [2] shows that 65
% of IP network operators who participated the survey, said that DDoS is the most
significant operational security issue they face today. According to the Arbor Network’s
report, all tier 1 providers reported sustained attacks larger than 1 Gbps in the second
and third quarters of 2005, with several attacks in the 5 to 8 Gbps range. Most tier
2 and content providers (85%) reported that the largest attacks in the same term
ranged from 500 Mbps to 1 Gbps. The majority of all survey respondents reported an
average of 10 or more actionable attacks per month that significantly impact customer

availability, with an average of 40 general attacks per month.

Filtering is one of the effective countermeasures against DDoS attacks. Ingress
Filtering [3,4] and uRPF (unicast Reverse Path Forwarding) [5] are used to prevent
source address spoofing, but these are typically useful only at edge networks. The
Spoofer Project encourages ingress filtering by distributing check tools in several plat-
forms [6], however, the project reported 25.7% of all ASes still spoofable [7]. Although

filtering near the victim site can stop the attack traffic, making an appropriate filter is
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CHAPTER 1. INTRODUCTION

difficult because of the source spoofed characteristic of a DDoS attack. Filtering near
the victim site may sacrifice other customers’ service traffic if service traffic matches
the filter rule; therefore, filters must be applied in the nearest ASes to the attacker

nodes.

In order to apply filters on the attacker side networks, a network operator has to
track an attack to the attacker side networks. Network operators can manually track
an attack, but it is a tedious process because much time is spent both on the inside

investigation and on contacting other ASes to request the traceback.

In order to automate or expedite the traceback, many traceback techniques have
been studied and proposed. Traceback techniques are techniques that reconstruct the
attack path, and locate the attacker nodes by correcting the attack traffic, routing
information, marked packets, or audit log of the attack traffic [8]. By reconstructing
the attack path even when the attack employs the source IP address spoofing, traceback
techniques can detect the direction of the source of attacks, or the location of the attack
nodes. Traceback techniques can be categorized into the inter-domain traceback and

the intra-domain traceback according to the main goals of each technique.

In the Arbor Network’s report [2], it was remarked that traceback and attack
mitigation mechanisms need to be deployed ubiquitously across the Internet. Unfortu-
nately, one cannot say that traceback techniques have already been deployed ubiqui-
tously across the Internet, although several practical tracking techniques or traceback
products have been available. There are technical issues on traceback techniques which
should be solved.

1.1 Issues on Traceback Techniques

The technical issues of traceback are categorized in the inter-domain issues and the
intra-domain issues. The inter-domain issues are mainly caused by the barriers on
network boundaries and the routing operation manner. On the other hand, the issues
of intra-domain traceback techniques arise from the strict assumptions on the behaviors

of attackers and of attacker nodes.



1.1. ISSUES ON TRACEBACK TECHNIQUES

1.1.1  Issues of the Inter-domain Traceback

Unfortunately, no traceback techniques, which can reconstruct the attack path across
several network domains, are employed or practiced in the real network operation yet.
The difficulties of deploying inter-domain traceback techniques are derived from such

operational issues as follows:

o The risk of exchanging sensitive information about the inside of each network

domain.

Leakage of detailed backbone topology is a serious problem on a network opera-
tion. Especially, if IP addresses of core routers or traceback agents on an AS are

revealed to attackers, attackers will hijack or attack the AS’s backbone network.

e The fear of misuses of the traceback technique on each network domain by others.

In addition to the leakage of sensitive information, misuses of traceback systems
waste resources on each AS. In the worst case, a misuse of traceback systems
brings an Internet-wide DDoS attack. Furthermore, the traceback operation has
been closely tied to ISP backbone network security. Arbitrary trials of traceback

by unauthorized people would not be acceptable to most ISPs.

o The risk of depending on an unique traceback technique.

Each traceback technique has pros and cons [8]. Even if a specific inter-domain
traceback technique is well deployed, attackers will develop evasion attacks sooner
or later. Also, in order to run a specific inter-domain traceback technique, several
ASes should deploy it at the same time. If other ASes deploy another traceback

technique, operators have to contact other ASes after all.

In practice, many ISPs employ multiple detection and traceback tools or tar-
geted /phased deployments for a given tool set in their networks [2]. From the
view of the current traceback operation, depending on a specific traceback tech-

nique is not practical.

These operational issues arise when a trial of traceback attempts to expand beyond the
network boundaries. Many proposed traceback techniques lack or ignore the bound-
aries of network operation and the difference of the operational policies among different

network domains.
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1.1.2 Issues on the Intra-domain Traceback

The goals of the intra-domain traceback are different between the victim-side networks
and the attacker-side networks. One of main goals of the victim side is detecting the
ingress point border routers which forward attack packets. Finding upstream neighbor
ASes is also the goal of the inter-domain traceback, in order to contact neighbor ASes
for further trials of traceback or for actions of the attack mitigation. On the other hand,
the main goals of the attacker side ASes is to discover the location of attacker nodes.
The logical location of attacker nodes is required to isolate attacker nodes from their
networks. Network operators may want the physical /geographical location of the at-
tacker nodes for removing malicious codes on the attacker nodes. Several intra-domain
traceback techniques are available as free softwares, manufacture products or operation
techniques on one network domain. These traceback techniques are categorized into
the layer 3 traceback techniques [9-17], and the layer 2 traceback techniques [18-23].
However, each of techniques has a limitation according to the technique and the target.

Regardless of the main goals of each specific technique, the major issues on the

intra-domain traceback are :

e How to detect the direction or the location of attacker nodes when the attacker

node uses source-spoofed packets.

e How to track back the attack which is composed of a few packets, even when the

attack is a single packet attack.
e How long after does a traceback system keep the evidence of the attacker nodes.

e How to interconnect layer 3 traceback techniques and layer 2 traceback tech-

niques.

The layer 3 traceback can locate the nearest edge router to an attacker node, how-
ever, most of layer 3 traceback techniques cannot identify upstream neighbor routers
or neighbor ASes, or cannot find the location of the attacker node on the layer 2
subnet [24-36].

For detecting the location of a node on a layer 2 network, several management
tools can locate a node by checking a MAC address entry on the Forwarding Data
Base (FDB) of each layer 2 switch on the layer 2 network [18-23,37,38]. This kind of
backtracking by MAC address, called the FDB-checking method, can locate a node on
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a layer 2 network. In other words, the FDB-checking method can detect the learning
interface on each layer 2 switch or Access Point (AP) of the Wireless LAN. The FDB-
checking can also reveal the geographical location of the issued node using a database
of the layer 2 location with the geographical location of each layer 2 switch or AP
such as the management information base (MIB-II) [39]. Even when the source MAC
address of an attack packet was spoofed, the FDB-checking method can locate the
node because of the characteristics of learning the MAC address on the layer 2 switch.
However, the FDB-checking method cannot trace a MAC address when layer 2 switches
have already aged out the issued MAC address.

The issue of interconnecting the layer 3 traceback techniques and the layer 2 trace-
back techniques arises from the fact that the target packet of the layer 3 traceback is
usually a source-spoofed packet. Generally, when an attacker node sends a source ad-
dress spoofed packet without ARP resolution, the gateway router cannot get the MAC
address of the attacker node by the ARP resolution because the issued IP address is
different from the IP address assigned an interface of the attacker node. Even when
the gateway router resolves the MAC address of a source IP spoofed packet, the MAC
address might be assigned another node on the same layer 2 network. Moreover, if the
attacker node hijacked the IP address and the MAC address of another node on the
same layer 2 network and sent a single packet attack with these IP and MAC address,

the attacker node can hide its location and put the blame on another node.

Most layer 2 traceback techniques can be available in only one layer 2 network.
Thus, a layer 3 traceback technique has to mediate the layer 2 traceback techniques on
different layer 2 networks. Unfortunately, the required information to track an attack
is usually different on the layer 3 traceback techniques and on the layer 2 traceback
techniques. In order to cooperate the layer 3 traceback and the layer 2 traceback, some
logging technique is required to bind the source IP address and the source MAC address
of an Ethernet frame on each layer 2 network. Of course, logging the source IP address
and the source MAC address on each Ethernet frame with the packet signature could
track back a single packet attack. However, such logging technique might consume
large amount of storage to construct the database. Also, recording the changes of
FDB on each layer 2 switch in order to avoid the aging out of FDB consumes much

more storage.

The challenge of the intra-domain traceback is how to construct a logging method

to interconnect the layer 3 traceback and the layer 2 traceback with reducing the
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required storage size.

1.2 Contributions

This dissertation explores a traceback architecture and techniques to interconnect dif-
ferent traceback systems for overcoming issues both on the inter-domain traceback op-
eration and on the detection of an attacker node’s location in a spoofed single packet
attack on an intra-domain network.

In order to operate the inter-domain traceback in practice, we propose InterTrack
as an interconnection architecture for traceback systems to overcome the issues on the
inter-domain traceback. The one of key ideas of InterTrack is the federation of the intra-
domain traceback on each network domain. The inter-domain traceback on InterTrack
is composed of the federation of intra-domain traceback trials. By separating the
operation realm of an inter-domain traceback according to the network boundaries on
routing operation, InterTrack allows each AS to operate traceback trials on its network
domain by itself only.

Another key idea of InterTrack is the phased tracking, that is, a traceback trial
on InterTrack is phased in four stages; tracking initiation stage, border tracking stage,
inter-AS tracking stage and intra-AS tracking stage. Each tracking stage reflects oper-
ational boundaries on the routing architecture or the network operation.

Tracking initiation stage represents the relation between end users and operators
or the operational boundary between edge networks and the backbone network in an
AS. Border tracking stage and Inter-AS tracking stage shows the relation among ASes
on EGP routing or the the network / routing architecture on EGP domain. Intra-AS
tracking stage is in accordance with the operational boundaries on an AS, that is, the
relation between the backbone network and the IGP sub-domains on an AS.

The border tacking and the inter-AS tracking achieves a preliminary investigation
across ASes for finding the attacker AS, and the intra-AS tracking provides a detailed
internal inspection on each AS for locating attacker nodes. The phased tracking of
InterTrack can run an inter-AS traceback and intra-AS traceback on each AS in par-
allel. On the inter-AS traceback, each AS aggregates the result of the border tracking
stage in AS hop level. Each AS recursively forwards and replies the result of border
tracking stage, the inter-AS tracking makes a reverse AS path of the issued attack

which conceals any sensitive information of each AS.
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Due to the federation architecture and the phased tracking stages, each AS can
loosely cooperate with each other through only messages for the inter-AS tracking
stage. This loose cooperation among ASes allows each AS to employ different traceback
techniques on the border tracking stage and on the intra-AS tracking stage regardless
of traceback systems on other ASes. InterTrack also provides several API and module
components to use any kinds of tracking systems and to achieve the tight cooperation
among traceback systems, detections systems and protection systems.

We also propose an ingress-port-based tracking (IPBT) method as a single packet
traceback technique on a layer 2 network. In addition to IPBT method, we present a
layer 2 extension approach to a hash-digest-logging technique of layer 3 traceback [29]
(L2-SPIE) in order to overcome the issues on the intra-domain traceback. The key
idea of our IPBT method is recording the ingress (received) port on each layer 2
switch about each Ethernet frame. By recording the ingress port, IPBT method can
detect the location of an attacker node even when the attacker node sent an attack
packet which was spoofed both the source IP address and the source MAC address.

As a binding technique between a layer 3 traceback technique and a layer 2 trace-
back technique, L2-SPIE prepares two tables, one is NI-ID table, the other is Port-MAC
table. By these two tables and the Bloom filter method [40], L2-SPIE interconnects
hash-digest-logging method on a layer 3 traceback technique and the IPBT method
as a layer 2 traceback technique. Using Bloom filter techniques, L2-SPIE reduces the
required storage to record the packet information for all Ethernet frames.

Along the way, our proposals make the following specific contributions:

e The loose cooperation among ASes on the deployment traceback systems and
on traceback operation that is based on the federated traceback architecture
of InterTrack and on the independence of InterTrack from a specific traceback

technique.

The InterTrack architecture were designed for loosening the cooperation among
ASes on the deployment of traceback systems. Dividing the operational bound-
aries of a traceback trial along with the network boundaries on the routing oper-
ation allows each AS to operate a traceback trial according to AS’s operational
policy. Through the module components and the phased tracking apporach of
InterTrack, ASes can choose or renew traceback systems for internal use in ac-

cordance with the pros and cons of each traceback system or the investment cost,
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regardless of the traceback systems on other ASes.

And InterTrack messages were designed to conceal the sensitive information of
ASes. The ITM trace reply message contains only the reverse AS path infor-
mation, and it does not contain the detailed topologies of ASes; therefore, the
leakage of sensitive information of each AS will not occured by replying a trace-
back trial.

The same manner of the traceback operation as the manner of other network

operations by the phased tracking approach of InterTrack.

The phased tracking approach was designed along with the network operation
boundaries on the routing operation. By phasing an inter-domain traceback into
four stages, ASes can authorize the users on each stage. ASes can also delegate

the internal traceback operation to the organizations on the IGP sub-domains.

The model of the border tracking technique for identifying the upstream neighbor
ASes.

Based on the assumption about the BGP-peering among ASes, we analyzed the
variations of the AS status against a DDoS attack, and we modeled the border
tracking technique to aggregate the reverse path of an attack from the router-
hop level to the AS-hop level. This model of the border tracking technique is
independent from a specific traceback techniques. As a proof-of-concept program,
we developed a sample BTM for a hash-digest-logging-based traceback product

according to this model.

The automated procedures on the inter-domain traceback through InterTrack.

The procedures of a traceback trial on InterTrack was designed to automate the
manual traceback over the network operation boundaries. The preliminary ex-
periments of InterTrack showed that the average time of a trial on InterTrack was
estimated as 16 seconds with a hash-digest-logging-based border tracking system
in 9 AS hop length. Comparison with other inter-domain traceback techniques
indicated that InterTrack will automate the manual traceback and shorten the

time spent for a traceback trial as well as other traceback techniques do.

The detailed internal inspection about the source of an attack packet that is
produced by the characteristics of the IPBT method.
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Our IPBT method can track back a single packet on a layer 2 network to the port
to which an attacker node connects despite the source-spoofed characteristic of

the IP address and the MAC address.

e An interconnection between a hash-digest-logging method on the layer 3 trace-
back and the IPBT method on the layer 2 traceback that is provided by L2-SPIE.

We developed a prototype implementation of L2-SPIE. The evaluation result
shows that the average time of an traceback trial on L2-SPIE was about 1,500

micro-seconds.

e The foundation of the self-defending network architecture that would be provided
by the cooperation among traceback systems, detection systems and protection
systems through InterTrack and L2-SPIE.

InterTrack and L2-SPIE provide a multi-layer traceback to locate the attacker
nodes from the layer 3 traceback to the layer 2 traceback. We also designed
InterTrack to cooperate with other detection systems and protection systems for

the multi-layer traceback and the attack mitigations.

InterTrack will realize the inter-domain traceback in the practical network opera-
tions and automate the communication among any countermeasures of DDoS attacks
over the network operation boundaries in a practical way. InterTrack and L2-SPIE

will also achieve the foundation of the traceability on the Internet.

1.3 Organization

The remainder of this dissertation presents the details of each proposal. Chapter 2 mo-
tivates this work by describing related work in the fields of the intra-domain traceback
techniques, the inter-domain traceback techniques and the discussion for the standard-
ization in the Internet Engineering Task Force (IETF). The details of InterTrack in
Chapter 3, including the federation model of the inter-domain traceback, the proce-
dure of the inter-domain traceback, the model of border tracking, details of a prototype
implementation and the result of preliminary evaluation are described. The IPBT and
L2-SPIE are presented in Chapter 4. Chapter 4 also shows the result of a prelimi-
nary experiment about the prototype implementation in L2-SPIFE. Finally, Chapter 5
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presents a summary of the dissertation and concludes with a discussion of both specific

contributions and general principles that can be extracted from the work.



Chapter 2

Related Work

2.1 Traceback Techniques

Many traceback techniques have been well studied and proposed in the last 6 years.
The types of traceback techniques can be divided into two categories: intra-domain
traceback and inter-domain traceback.

The intra-domain traceback techniques detect upstream neighbor ASes and down-
stream neighbor ASes on the attack path, or locate a node, perhaps an attacker node
inside a network domain. The intra-domain traceback techniques are categorized in
the Link Testing method, the Specialized Routing method, the FDB-checking method.

On the other hand, many traceback techniques have been proposed to archive an
automatic inter-domain traceback. They can be categorized in the Traceback Packet
method, the Packet-Marking method, the Pushback method and the Hash-digest-logging
method. These traceback techniques try to reconstruct the attack path across the
Internet by collecting the routers’ or paths’ information from the victim to the attacker
nodes.

In this chapter we try to discuss pros and cons of each type of traceback technique.

2.1.1 Intra-domain Traceback Techniques

The intra-domain traceback techniques are categorized in the Link Testing method,
the Specialized Routing method, the FDB-Checking method. The intra-domain trace-

back techniques detect the ingress-point routers, the upstream neighbor ASes and the
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downstream neighbor ASes on the attack path, or detect the node inside a network

domain.

Link Testing Method

The link testing method watches the change of the volume of traffic flow by applying
filters or inputting other traffic. Burch and Cheswick pioneered this method by propos-
ing a novel technique that systematically floods candidate network links in [26]. This
method is simple and is processed manually; however, this method easily affects other
service traffic because of the packet drop by filtering or the consumption of bandwidth
by the inputted test traffic.

Specialized Routing Method

The specialized routing method changes routing tables on border routers to correct
all traffic to the victim’s site in the centralized watching point or to divide different
paths. In these ways, specialized routing methods track the ingress-point routers and
the upstream neighbor ASes. In this method, several routing techniques are employed
such as IP tunneling [25], black hole routing [9-11], MPLS [41, 42|, redirection [43,
44] VPN [32], etc.. Specialized routing methods require considerable knowledge of
routing protocols and the internal network topology, therefore, they can be used in only
one network domain. Each of them has been available in routers of several vendors,
however, and several specialized routing methods have been practiced in several ISP’s
backbone network. The specialized routing method is useful to the ingress point border
routers, upstream neighbor routers on neighbor ASes, however, the specialized routing

method cannot identify the attacker node itself.

FDB-Checking Method

The FDB-checking method tracks a node inside a network domain by checking the
MAC address entry on the Forwarding Data Base (FDB) of the switches in a hop-by-
hop fashion. The FDB-checking method is now available in several manageable layer
2 switches and their management tools or special commands [18-21]. In addition to
the single-vendor environment, SNMP-based FDB-checking software or appliances are
available for a multi-vendor environment [37,38] only when the switches on a network
domain support the dot1dTpFdbTable of the Bridge-MIB [45] or vendor extension MIB
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corresponding with the Bridge-MIB. The FDB-checking also can be used in wireless
networks with some MAC address filtering method [22,23]. The FDB-checking method
can trace spoofed MAC address while switches learn the spoofed MAC address, how-
ever, it is difficult to bind a MAC address and the IP address which is used in a source
spoofed packet without a binding method based on the log files of an IDS or PCAP [46].

Summary of Intra-domain Traceback Techniques

These intra-domain traceback techniques require dynamic configuration changes of
facilities or an administrative permission to access databases; therefore, applying these
traceback techniques to the inter-domain traceback is difficult.

If an AS tries to locate an attacker node in the AS’s network by the attack packet
which was captured in the victim site, some binding method is required to interconnect
layer 3 traceback techniques and the layer 2 traceback techniques because the attack
packet in the victim site does not have the Ethernet information on the AS’s layer 2

network.

2.1.2 Inter-domain Traceback Techniques

To archive the inter-domain traceback automatically, many traceback techniques have
been proposed. They can be categorized in the Traceback-packet method, the Packet-
marking method, the Pushback method and the Hash-digest-logging method. These
traceback techniques try to reconstruct the attack path from the victim to the attacker
nodes across the Internet. Inter-domain traceback techniques usually reconstruct the
attack path in the hop-by-hop fashion, therefore, most of techniques can be employed

as the intra-domain traceback technique.

Traceback-Packet Method

Pioneered by Belovin et al. [27], the traceback-packet method samples a packet as a
target, generates a traceback packet against the targeted packet and sends the same
destination address of the targeted packet. On a DDoS attack, the victim site will re-
ceive many traceback packets according to the volume of the attack traffic, therefore,
the victim site can reconstruct the attack path by the link information or by informa-

tion from the router’s identifiers written in the traceback packets. A traceback packet
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contains link information, router ID, AS information, the targeted packet information,
etc.. Several formats of traceback packets have been proposed, for example, ICMP
traceback messages [27,47,48], NetFlow [12], or sFlow [13]. In order to reduce addi-
tional traffic caused by traceback packets, a traceback-packet method usually employs
a sampling method. Sawai et al. evaluated the sampling rate, the volume of additional
traffic, and the expectation time of attack path reconstruction in several confidential
degrees [49].

Despite these contributions, it is difficult to use traceback-packet methods as the
inter-domain traceback because traceback packets generated by an AS might become

unwanted traffic for other ASes.

Packet-Marking Method

To avoid generating additional packets, several packet-marking methods have been
studied [28,50-52]. Most packet-marking methods over-write the router ID or the path
information in the IP identification field of IPv4 packets. Packet-marking methods do
not generate any additional traffic, but they sacrifice several services which depend on
the information of the IP identification field. According to CAIDA Project report of
2001 [53], several tunneling protocols such as GRE, L2TP, IPSec, PPPoE [54-57] or
multi-media traffic such as Real Audio or Windows Media easily cause fragmentation
of a packet; therefore, such traffic depends on the IP identification field to serialize the
sequence of packets. Packet-marking methods sacrifice such service traffic, therefore,
the over-writing technique of the packet-marking method is infeasible. Furthermore, in
the IPv6 environment, the flow label field, which corresponds to the IP identification
field of IPv4, is not an invariant field [58].

AS-Hop Aggregation

Both the traceback-packet method and the packet-marking method may cause a leakage
of detailed topologies on ASes. Addressing the leakage of detailed topology, AS-hop
aggregation methods have been proposed on both the traceback-packet method [33]
and the packet-marking method [59].

In spite of such topology aggregation to avoid the leakage of sensitive information,
each method requires a tight cooperation among ASes to collect traceback packets

or marked packets, for reconstructing and verifying attack paths and for deploying a
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specific technique at the same time.

Pushback Method

Pushback [30] represents a cooperation among firewalls by propagating filter rules in
the hop-by-hop fashion. This method can not only trace the direction of the attack
traffics but can also protect the attack by filtering. The propagating message was
also proposed in IETF [60], however, using pushback in the inter-domain traceback is

difficult because the pushback approach forces other ASes to change filter rules.

Hash-Digest-Logging Method

The characteristics of packet sampling or traffic analysis, traceback-packet methods,
packet-marking methods or pushback methods are difficult to use to trace the attack
path of a single-packet attack. On the other hand, the hash-digest-logging method has
the capability to trace single-packet attacks. The hash-digest-logging method records
all packets traversed on each capture point with reducing required storage size by hash
digesting or Bloom filter techniques [29,31]. On a traceback trial, the attack path
is constructed by checking the records on capture points. Several products of the
hash-digest-logging method are available [15-17]. To reduce the false positive rate,
Shanmugasundaram et al. have proposed a hierarchical Bloom filter [61]. In addition
to this, several researchers have already studied Bloom filter usages on the high speed
link over 10Gbps such a Bloom-filter-based exact matching algorithms [62], or a hybrid
method of sampling and hash-digest-logging [63].

As well as other inter-domain traceback techniques, the hash-digest-logging method
has a difficulty on deployment. Although Gong et al. [64] discussed the AS-level partial
deployment scenario of Source Path Isolation Engine (SPIE) [15], which is one of hash-
digest-logging methods, the inter-domain traceback highly depends on SPIE and its
protocol. The hash-digest-logging method requires the initial investment for deploying
capture-point appliances and consumes splitters or mirror ports on layer 2 switches to
input all packets into each capture point. In addition to the costly investment, each of
hash-digest-logging methods does not have compatibility, replaceability or affinity with
others. The dependence on only a hash-digest-logging method cannot deal with evasion
attacks. The deployment of the hash-digest-logging methods is difficult because of the

lack of replaceability or affinity with others or the fear of evasion attacks.
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Summary of Inter-domain Traceback Techniques

In sum, no inter-domain traceback techniques have been deployed or practiced in a
real network operation because of the following reasons; the possibility of leakage of
topology, the lack of replaceability or affinity with another traceback technique, or
the operational cost or budget for deploying an IP traceback architecture with several
ASes together.

2.2 Discussion in IETF for the Practical Use of

Inter-domain Traceback Techniques

Several IP traceback architectures, standard message formats, or protocols have been
discussed in the Internet Engineering Task Force (IETF). Unfortunately, these pro-
posals are still discussed in Internet-Drafts or have already expired [27,47,48,65-67].
ICMP Traceback Messages and their extensions were proposed in the iTrace working
group [27,47,48]. Partridge et al. proposed a traceback message protocol based on
their Source Path Isolation (SPIE) Architecture in 54th IETF meeting and discussed
the issues on IP traceback in the Internet at the IPPT BoF at the same meeting [65].
Also, at the same IETF meeting, Keeni et al. proposed their IP traceback architecture
based on hash digests, which is different from SPIE in the query method [66]. Oe et al.
also presented a hierarchical IP traceback architecture based on a sampling method to
track DDoS attacks in the AS-level at the 54th IETF meeting [68]. Each of these IP
traceback architectures depends highly on some specific traceback technique; therefore,
these architecture cannot be replaced to a new and feasible traceback technique.
Moriatory has proposed the RID (Real-time Inter-network Defense) as an extension
of the IODEF message for the interconnection among traceback systems on the inter-
domain traceback trials, for the request of filtering or other actions to other ASes, and
for reporting the result of a traceback as an incident report to CERT. The architec-
ture and standard message format of RID have been discussed in the INCH working
group [67]. As an extension of the IODEF [69], RID architecture does not depend on
a specific traceback technique. Kai et al. presented an implementation of RID with
several extensions for the traceback on the Japanese local government network in 59th
IETF meeting [70] and its preliminary evaluation result in 61th IETF meeting [71].
Due to an extension of the IODEF message, an RID message should be submitted to
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CERT as an incident report. Because a recent DDoS attack is composed of several
malicious traffic pattern, the victim site operators will make many RID messages for
tracking a DDoS attack. Therefore, a traceback by RID may flood the CERT IODEF

report archive with numerous RID messages attached the same ID.

2.3 Summary

This chapter discussed pros and cons of each type of traceback technique, and analyzed
the issues on traceback techniques. The issues of traceback techniques are summarized

as follows:

e Many intra-domain traceback techniques have been available in a practical oper-

ation.

e In order to locate attacker nodes on the attacker side network by the attack
packet captured in victim’s site, an interconnection mechanism between trace-

back techniques on different layers.

e Many inter-domain traceback techniques have not been available yet since these
proposals have the possibility of leakage of topology, the lack of replaceability
or affinity with another technique, or the operational cost or budget for the

deployment.

e Many inter-domain traceback techniques can be used as intra-domain traceback

techniques.

e Although several proposals try to interconnect traceback systems along with the

network boundaries, these proposals have difficulties in the practical use.

Considering these facts and issues, an interconnection architecture or an intercon-
nection mechanism between traceback systems are required to solve issues both on
the intra-domain traceback and on the inter-domain traceback. The challenges on

achieving an interconnection architecture for traceback systems are as follows:
e Designing the architecture to reflect the network operational boundaries.

e Designing the architecture to be independent from a specific traceback tech-

niques.
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e Designing the glue of different traceback systems to trace packets in different

layers or in different network domain.

e Automating procedures of exchanging traceback information among network do-
mains while concealing sensitive information among network domains and pre-

venting the violation of the administrative permission.

This dissertation challenges these topics to achieve a practical interconnection ar-

chitecture for traceback systems.



Chapter 3

An Interconnection Architecture

for the Inter-Domain Traceback

In this chapter, we present InterTrack, an autonomous architecture in order to make
the inter-domain traceback practically usable. The key ideas of InterTrack are as

follows:
e a hierarchical architecture according to the network operation boundaries

e phased-tracking and the federation of internal traceback trials for the inter-

domain traceback

e concealment of sensitive information on exchanging traceback information among

ASes

e modular components and APIs for independence from a specific technique, for

multi-layer tracebacks and for self-defending mechanisms

This chapter is organized by sections. First, several assumptions on traceback are
given in Section 3.1. The goals of InterTrack are discussed in Section 3.2. We also
define the requirements of an inter-domain traceback architecture in Section 3.3 along
with assumptions and goals. Following the overview of the architecture of InterTrack
in section 3.4, we elaborate the AS path reconstruction mechanism of InterTrack in
section 3.5. In section 3.6, the feasibility of InterTrack is discussed. In section 3.7,
we describe the details of the prototype implementations of InterTrack. Next, in sec-

tion 3.8, we evaluate the architecture and the prototype implementation. We also
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compare InterTrack with other inter-domain traceback architectures in section 3.9.

Finally, we summarize this chapter in section 3.10.

3.1 Assumptions

At the beginning of the discussion about InterTrack, we assume several assumptions
about ASes on the traceback:

e Each AS has multiple tools of detection, of traceback, or of prevention for its

own network domain.

e FEach AS does not want to allow other people to operate or investigate its own

network without permission.

e Each AS cannot investigate the inside of its customer’s network without permis-

sion by the customer.

e Fach AS does not want to reveal inside information to others without some

reasonable procedures.

e Fach AS does not want to be bothered by the traceback queries when the AS is
not included in the attack path.

The first assumption is in accordance with the arbor network’s security report [2]
and with the fact that many implementations or techniques for the inter-domain trace-
back have already been made available [9-23]. The next two assumptions speak to the
administrative permission to operate a network domain. The fourth assumption re-
flects the confidential or sensitive information on a network operation. The internal
information of a network domain is likely to be secret, and if other people want to
get such secrets, they would have to sign a non-disclosure agreement or file in a court
procedure. The last assumption is used here because a traceback trial puts a high cost
on human resources, network resources, or server resources; therefore, broadcasting a
request message or additional traffic for a traceback to other ASes regardless of their

status against the issued attack is undesirable.
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3.2 The Goals of InterTrack

On designing InterTrack as a practical interconnection architecture for traceback sys-
tems or as an inter-domain traceback architecture, we accomplish several goals. These
goals include:

e Detecting the upstream neighbor ASes of the attack.
e Reconstructing the reverse AS path of the attack.
e Automating the procedures to request a traceback to other network domains.

e Interconnecting any countermeasures of DDoS attacks to expedite attack protec-

tion.

e Protecting or isolating attacker nodes on an attacker-side AS with the AS own

decision and operation policy.

e Achieving these five goals along with the five assumptions mentioned in sec-
tion 3.1.

The first three goals are for the traceback trials on InterTrack. InterTrack employs
various traceback techniques to investigate inside an AS; therefore, InterTrack must be
effective in tracking attacks as a manager component for controlling and working vari-
ous traceback techniques together in only one AS. Considering the leakage of sensitive
information, InterTrack must reconstruct the reverse AS path instead of the actual
attack path expressed by router hops. The effectiveness of aggregation router hops to
AS hops have already been mentioned in [33] and [59]. InterTrack must also automate
the procedures to request a traceback to other network domains. The manual opera-
tion on the procedures required to ask a traceback to other network domain spend a
lot of time and manual traceback is likely to be finished before the attack finishes or
the attack pattern changes. If InterTrack automates these procedures, the time spent
for a traceback will be shorter.

The fourth goal of InterTrack is to cooperate with various countermeasures of DDoS
attacks. Recently, several attack mitigation products work together in a single vendor
environment [72], or among several vendors through a specific data format or API [73].

In order to achieve the correlation among multi-vendors’ attack mitigation products,
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each vendor has to develop interfaces or a new protocol for other vendor products. An
interface and several messages or protocols are provided by InterTrack for reducing
such developing overhead.

The last two goals come from the assumptions about AS’s network operation poli-
cies. In Chapters 1 and 2, we analyzed that the ignorance of network operation bound-
aries is the major reason why various inter-domain traceback techniques have not been
practiced yet, despite the number of proposed inter-domain traceback techniques. In-

terTrack must be designed along with the assumptions described in Section 3.1.

3.3 Requirements

According to assumptions and goals of InterTrack, several requirements for the inter-

domain traceback architecture are provided as follows:

e The architecture must leave each AS to decide to inherit a request of tracking by

each AS’s operational policy.

e The architecture should leave each AS to decide whether or not to investigate
the inside of each own network domain more deeply. The architecture should
also allow each sub-domain of an AS to decide whether or not to inspect each

sub-domain’s network by each sub-domain’s operation policy.

e The architecture should allow each AS to take another action along with a track-

ing result such as a filtering or another tracking.

e The architecture should not forward request messages to ASes which have no

relation to the issued attack.
e The architecture should not reveal sensitive information of an AS to others.

e A message exchanged in the architecture should have its own traceability to prove

or to confirm the issuers of the message.
e The architecture should be independent from specific traceback techniques.

e The architecture should track back an attack on a dual stack environment, even

when the attack employs some address translation techniques [74-76].
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e The architecture should have the capability to cooperate with detection systems

or protection systems.
e The architecture should exclude human beings as long as possible.

The first three requirements are essential for keeping the network operation bound-
aries. A routing operation reflects the contracts among ASes or the contracts between
an AS and its customers. In order to keep such contracts and operational boundaries,
network operators control each network domain with responsibility and cooperate with
each other on the relationship of mutual trust based on such contracts. A traceback
trail is a trial to confirm the routing path of unwanted traffic; thus, a traceback oper-
ation should follow the manner of other routing operation.

Next three requirements are used to block misuses of the traceback architecture.
The operation of traceback will consume many resources on the related ASes; therefore,
the traceback architecture should not generate or flood meaningless requests if possible.
In order to reduce the damage of misuses, the message should not convey such sensitive
information that might cause the leakage of secrets or confidence of an AS. Even when
a misuse or a compromised action occurred, the traceability of the message will identify
the offender.

The next two requirements deal with evasion attacks of each traceback technique.
If the architecture depends on one specific traceback technique, attackers will develop
evasion attacks and hide the location of the attacker nodes. In addition to this, many
operation systems come to support the IPv4/IPv6 dual stack [77,78], and several at-
tacks come through a 6to4 IPv6 tunneling [79]. If the traceback architecture cannot
track back attacks on the IPv6 network or attacks through some translators, the ma-
jority of attacks will shift in such a complex attack [79]. Hence, the independence
from any specific traceback techniques and the independence of the versions of IP are
required.

The last two requirements are supposed to automate the traceback operation. Ac-
cording to the taxonomy compiled by Mirkovic et al. [1], many DDoS attacks employ
reflector nodes or step-stone nodes; therefore, the attacker nodes which are detected by
a traceback trial might be just step-stones or reflectors. In order to detect commander
nodes or true attacker nodes, the traceback architecture should cooperate with detec-
tion systems to start further traceback trials. As a matter of course, network operators

will apply filters or run attack mitigation techniques after a traceback operation. To
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automate the process of attack mitigation, the architecture should be able to export
the result of a traceback trial as a trigger of the attack mitigation. Then, an attacker
may change the pattern of attack traffic to avoid the effect of such mitigating actions.
Combating with changes of a complex attack, the time spent to trace an attack path
should be as short as possible. Because the time spent by a person is remarkably longer
than the time spent by a computer, the architecture should exclude human beings if
possible. It is a challenge to construct an automated traceback procedure while net-
work operators on each AS can control the traceback operation on its own network

according to each AS’s operational policy.
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Figure 3.1: Tracking on InterTrack

3.4 Overview of InterTrack

The main goal of InterTrack is to reconstruct the reverse AS path, which is the true
attack path in AS hop level, and to detect the source ASes of an attack if possible.
Another goal of InterTrack is to achieve the cooperation among traceback systems, de-
tection systems and prevention systems inside an AS. InterTrack also aims to expedite

the human operation and the cooperation among ASes on tracking an attack.
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3.4.1 Architecture

The architecture of InterTrack refers to the Internet routing architecture. The reason
why InterTrack refers to the Internet routing architecture is that the Internet rout-
ing architecture is designed along with the boundaries among operation domains and
the differences of operational policies of each operation domains. For example, BGP
shows the boundaries and contracts among ASes; on the other hand, OSPF sub-area
can express the boundary of the different operation domain on an AS such as the
boundaries among the network operation center and other departments in an enter-
prise network. Usually, a network operator cannot operate other network domains.
On the network boundaries, network operators cooperate with each other to config-
ure their own network equipments for achieving the proper routing. In a traceback
trial, network operators cannot investigate other network domains as well as other
network operations; therefore, they try to detect upstream neighbor ASes to ask them
for further tracking.

In InterTrack architecture, each AS has a set of InterTrack components. A set
of InterTrack components includes; the Inter-domain Tracking Manager (ITM), Bor-
der Tracking Manager (BTM), Domain Traceback Manager (DTM), Decision Point
(DP), and Traceback Client (TC). Figure 3.1 shows the overview of InterTrack ar-
chitecture. A phased-tracking approach is applied on inter-domain traceback trials
through InterTrack. InterTrack separates a traceback trial in four stages along with
network boundaries; the tracking initiation stage (Fig.3.1(a)), the border tracking stage
(Fig.3.1(b)), the intra-AS tracking stage (Fig.3.1(c)) and the inter-AS tracking stage
(Fig.3.1(d)). After accepting a traceback request on the tracking initiation stage, each
AS preliminarily investigates its own status against the issued attack on the border
tracking stage. On the border tracking, an AS judges by InterTrack whether or not the
AS is suffered from an attack, whether or not the AS is forwarding malicious attack
packets, or whether or not the AS is suspected of having attacker nodes on the inside.
Triggered by the investigated AS status, InterTrack runs the inter-AS tracking stage
and the intra-AS tracking stage in parallel.

3.4.2 Behaviors of InterTrack Components

An inter-domain traceback on InterTrack is composed of the federation of internal

traceback trials on ASes through the phased-tracking stages. Here, we explain the



3.4. OVERVIEW OF INTERTRACK

characteristics of each InterTrack components and behaviors of components on each
tracking stage.

ITM on each AS controls traceback trials on its network domain along with the
operation policy of the AS. I'TM also mediates neighbor ASes to exchange the traceback
information. Any traceback information from other ASes comes from the I'TM network.
The ITM network is an overlay network composed by a number of point-to-point
peering of ITMs between two ASes. ITM network is mapped on the BGP-peering
relationship so that each I'TM communicates only ITMs on neighbor ASes according

to the trust or the contract on the BGP-peering.

TC is an interface of InterTrack to request a traceback for network operators or
detection systems such as intrusion detection systems. In the tracking initiation stage
(Fig.3.1(a)), DP authenticates and authorizes TCs; on the other hand, ITM assigns
a message ID to distinguish a traceback trial on the whole InterTrack architecture.
DP is a separated module function of I'TM to authenticate TCs and to control request
rates from a TC. Because ITM not only deals with attack requests from the inside and
also treat requests from neighbor ASes, the overhead of authentication and rate limits
of TC may obstruct ITM in processing other requests. Therefore, the authentication
function and the rate limit function of I'TM are delegated to DP.

On the border tracking stage (Fig.3.1(b)), InterTrack preliminarily investigates the
AS status expressed by the directions of the issued attack, by the possibility of the
existence of an attacker on the inside of the AS, and by the information of address
translation. When the result of the border tracking stage reveals the upstream neighbor
ASes, InterTrack kicks off inter-AS tracking stage and propagates the traceback request
message to each upstream neighbor AS through the ITM network. The neighbor ASes
recursively runs the border tracking stage, and reconstruct the reverse AS path of the
issued DDoS attack. Each AS adds its own AS status in the reply message and returns
the reply message to the issuer neighbor AS through the I'TM network. In parallel with
the inter-AS traceback stage, an AS can start the intra-AS tracking stage when the
result of the border tracking stage showed that the AS might have attacker nodes on
the inside (Fig.3.1(d)). The intra-AS tracking stage is the deep internal inspection on
each sub-domains of the AS (Fig.3.1(c)). The results of tracking on each sub-domain
are aggregated by the I'TM of the AS and stored in the AS’s DP. The result of intra-AS
tracking is not delivered to other ASes through InterTrack because the result of intra-

AS tracking is an internal information and may include personal information such as
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the information of the owner whose PC was infected by some worm.

On the border tracking stage and the intra-AS tracking stage, each AS can use
various traceback techniques or traceback systems according to their characteristics.
Border Tracking System (BTS) is a specified traceback system to investigate the direc-
tion of the issued DDoS attack on the network boundary and judge the AS status. On
the other hand, Domain Tracking System (DTS) is a traceback system for deep internal
inspection on an AS. In other words, a DTS is a traceback system to locate attacker
nodes logically and physically (e.g., the logical location is the nearest edge router or
the incoming port on a layer 2 switch; on the other hand, the physical location is the
geographical location of the nearest router or switch).

Each traceback system communicates InterTrack through a BTM or a DTM. Both
BTM and DTM are wrapper components to convert the traceback request to the input
values for employed traceback systems, and translate the results of traceback systems
into the InterTrack message. BTM and DTM can be implemented as a module or
a proxy to exchange the traceback information with the manager server of a specific
traceback system.

Each InterTrack component communicates with only neighbor components through
an IPsec encrypted TCP connection [80] in order to reflect the trust among network do-
mains properly, to protect abuses or attacks from unauthorized nodes, and to keep the
information of a traceback secret from others. In addition, each ITM sends heartbeat
messages to neighbor components in order to confirm the existence of each neighbor

component and in order to adjust the time synchronization.
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<?xml version="1.0"7>
<ITMTraceRequest>
<DestinationITMID>v6-65002</DestinationITMID>
<0rigin>v4-65001</0rigin>
<SequenceNumber>10000</SequenceNumber>
<TTL>5</TTL>
<Footmark transform="yes">
<PacketDump iftype="0x86">XXXX XXXX XXXX XXXX </PacketDump>
<TimeStamp><sec>1132613480</sec><usec>159368</usec></TimeStamp>
<TransPacket>
<Border>6T04</Border>
<PacketDump iftype="0x86">XXXX XXXX XXXX XXXX </PacketDump>
</TransPacket>
</Footmark>
<ITMPathList>
<0rigin>v4-65001</0rigin>
<NextHop depth="1">v4-65002</NextHop>
</ITMPathList>
</ITMTraceRequest>

N J

Figure 3.2: I'TM trace request message

3.5 Reverse AS Path Reconstruction

In this section, we explain the detail of the reverse AS path reconstruction and discuss
the feasibility of InterTrack. InterTrack reconstructs the reverse AS path of a DDoS
attack through the border tracking stage and the inter-AS tracking stage. The border
tracking stage on an AS reveals the AS status against the attack. If the border tracking
stage judges that the AS received the attack traffic from some of upstream neighbor
ASes, an ITM forwards an ITM trace request message to those upstream neighbor
ASes which may forward the attack traffic. Here, we explain the detail of AS status
and the consistency of ITM trace reply message which reveals the reverse AS path
to the original issuer ITM. Figs. 3.2 and 3.3 show examples of an I'TM trace request

message and its I'TM trace reply message.

3.5.1 AS Status against a DDoS Attack

An ITM decides actions by the AS status revealed on the border tracking. On the
forwarding an I'TM trace reply message, each I'TM on the reverse AS path adds its

AS status into the I'TM trace reply message. The variations of AS status against a
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<?xml version="1.0"7>
<ITMTraceReply>
<SourceITMID>v4-65002</SourceITMID>
<0rigin>v4-65001</0rigin>
<SequenceNumber>10000</SequenceNumber>
<TraceResult type="FOUND">
<ITMSubTrees>
<ITMSubTree depth="0" type="FOUND">
<ITMID>v4-65002</ITMID>
<NextHops>
<Incomings>
<ITMID>v6-65002</ITMID>
</Incomings>
<Outgoings>
<ITMID>v4-65001</ITMID>
</Outgoings>
</NextHops>
</ITMSubTree>
<ITMSubTree depth="1" type="FOUND">
<ITMID>v6-65002</ITMID>
<NextHops>
<0utgoings>
<ITMID>v4-65002</ITMID>
</0Outgoings>
</NextHops>
</ITMSubTree>
</ITMSubTrees>
</TraceResult>
</ITMTraceReply>

Figure 3.3: I'TM trace reply message
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Figure 3.4: Variations of state of an AS on an attack
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Figure 3.5: Directions of traffic on an AS

DDoS attack are shown in Fig. 3.4. On a traceback trial, an AS will have one of twelve
variations of the AS status. Eight statuses can be expressed by the combination of
following informations: directions of the forwarding path of an attack, the necessity of
the detailed internal inspection, the notification of an address translation. In addition

to these combinations, there are four error statues.

First, we consider the relation with a neighbor AS. Basically, an AS status is
composed of the status of the inside and each status on the point to point (P2P)link
between each neighbor AS. The status on a P2P link can be described by the packet

directions, that is, incoming and outgoing (Fig. 3.5).

If an AS find a packet or flow of the issued DDoS attack on the incoming direction
in a P2P link, the P2P link is a Victim link, that is, the AS receives the DDoS attack
flow from the neighbor AS. The status of a P2P link is Attack when the DDoS attack
is detected on the outgoing direction on the P2P link. When the DDoS attack is not
detected either on the incoming direction or the outgoing direction of an P2P link, the
AS status on the P2P link is Negative. If the DDoS attack is found both on incoming
and on outgoing direction of a P2P link, it indicates a Loop has occurred. Usually,
Loop is an error state which indicates the error of the BTS or some wrong routing
so that a more detailed investigation is required. Therefore, a Loop link is defined as
equal to the Attack and Victim link.
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Next, we consider about the AS status with all relations between each neighbor
AS. If all P2P links shows Negative, the AS status is judged as Not Found (Fig.3.4a).
When each border tracking on each P2P link judges either Negative or Victim, an
AS is in Victim state (Fig.3.4b). On the other hand, an AS has Attacker state when
the results of P2P links either Attack or Negative (Fig.3.4c). An AS status is judged
as Transit when the investigation results of P2P links contains Negative, Attack, and
Victim (Fig.3.4d).

Here, we consider the AS status with the internal status of an AS. If there is a
possibility that an attacker node is inside the AS, the AS is in Amplifier state (Fig.3.4e).
The border tracking stage judges the AS status as an Amplifier state in the following

cases:
e The number of Attack links is more than the number of Victim links.
e The amount of traffic to some Attack link is increased remarkably.
e One of P2P links shows Loop.

e When the AS connects to a neighbor AS with several links, one P2P link is attack

and the other is Victim.

When an AS is in the Amplifier state or in the Attacker state, the AS has to start
the intra-AS tracking. If there is a need to start intra-AS tracking, a BTM adds an
ASK_DTM flag in the reply message to the ITM. A BTM also adds an ASK_DTM flag
when the border tracking stage shows the Infected state (Fig.3.4f). The Infected state
indicates that the AS is attacked not from other ASes, but from the inside.

Some attacks employ address translation techniques, such as IPv4/IPv6 tunneling
or NAT [79]. If an attack comes from the IPv4 private segment which is operated by
an AS, the border tracking judges the AS is in a NAT traversal state (Fig.3.4g). The
border tracking stage indicates a Translator state when the attack comes through an
4t06 tunnel or 6to4 tunnel (Fig.3.4h). In these translation cases, a BTM adds the
information of the translation. If an AS employs a logging technique such as SPIE [15]
for the BTS, the BTS may store the previous packet information before the packet
was translated. If BTS has the previous packet information, then the BTM also adds
such previous packet information into the reply message. When an I'TM receives the
information of the translation from the BTM, the ITM adds the information into the
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ITM trace request message. Then, in order to start further traceback trials in different
address space, the I'TM changes the role to the I'TM on another address space, or
forwards I'TM trace request message to another I'TM on the same AS.

Finally, we consider four error states on the border tracking. Each AS can refuse
a traceback request along with its operational policy. If an AS refuses a traceback
request, then, the ITM adds a Refused state as its AS status into the I'TM trace reply
message, and sends the I'TM trace reply message to the issuer neighbor ITM (Fig.3.41).
If an ITM, a BTM, or a BTS is busy because of processing other traceback requests,
the AS status becomes Busy (Fig.3.4j). When something wrong has occurred in the
border tracking stage, The BTM replies with some error message. Then, the AS status
is judged as Unknown, the ITM adds an error message from the BTM into the ITM
trace reply message (Fig.3.4k). An ITM will reply Wait as the AS status if an AS is
in the border tracking stage, but the AS needs much more time to get the result due
to the limitation of the BTS (Fig.3.41).

3.5.2 Loop Detection on Forwarding an I'TM Trace Request
Message

In order to avoid the loop in forwarding an I'TM trace request message, the I'TM on
each adds its ITM ID into the ITM Path List field on the ITM trace request message
when the I'TM forwards the ITM trace request message to neighbor ASes. Using the
ITM path list and the message ID of an I'TM trace request message, each I'TM judges
whether a loop on the message forwarding occurs or not.

An ITM has ITM IDs which represent the address spaces covered by the ITM. The
I'TM ID on each address space is represented by the address space information and AS
number. For example, each ITM ID of AS 2500 is v4-2500 in the IPv4 global network,
v4-2500-private in the IPv4 private network, v6-2500 in the IPv6 network. The
origin I'TM, which originates an I'TM trace request message, assigns a message ID to
a traceback request on the tracking initiation stage. A message ID is composed of the
ITM ID of the origin I'TM and the sequence number assigned by the origin ITM.

When a result of the border tracking contains a neighbor AS as the upstream
neighbor and the ITM ID of the neighbor AS is already included in the I'TM path list
field, then, an ITM concludes a loop occurs and the ITM does not forward the I'TM
trace request to the neighbor ITM. An ITM also judges a loop when the receive ITM
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trace request message contains its own I'TM ID in the I'TM path list field. In this case,
the ITM does not reply with the ITM trace reply message to the issuer neighbor I'TM.
The ITM path list field contains all ITM IDs which represent the partial reverse AS
path of the issued attack. Each ITM ID indicates each traversal AS of the ITM trace
request; therefore, an AS can refuse the traceback request when an untrusted AS is
included in the ITM path list.

In addition to the I'TM path list field, an ITM trace request message contains Time-
To-Live (TTL) field in order to stop an endless forwarding. Each ITM decrements the
value of the TTL field on forwarding an ITM trace request message. If the TTL value
reaches zero or a negative value, an ITM stops forwarding the ITM trace request.
According to the analysis by team Cymru [81] or by Geoff Huston [82], the observed
maximum AS path length was less than 40 hops, and the weekly average AS hops is
about 5 hops. Therefore, the maximum TTL is settled in 64 with some provisioning
and the default TTL value is defined as 5.

3.5.3 Inconsistency among Tracking Results of each AS

An ITM trace reply message may contain some inconsistencies among each I'TM result
on the Reverse AS path. The inconsistency will occur in these cases as follows: When
the ITM trace reply message reports Victim or Infected state on the result of other
ITM, this inconsistency is caused by two kinds of mistakes. One case is that the BTM,
whose AS is in several hops away from the origin ITM, mis-judged the AS status
as Victim or Infected. The other inconsistency is that an I'TM request message was
generated and forwarded from a transit AS and the I'TM request message wrongly
reached the true Victim AS by the mis-judges in several ASes.

If the ITM trace reply message contains Not Found on the results of other ASes,
an I'TM made an incorrect forwarding to neighbors that are not in the real attack
path, or the BTM of an AS mis-judged the AS state as Not Found. The ITM Subtree
does not have the I'TM ID of the former issuer on the outgoings field when the result
of the border tracking on the deeper hop AS was wrong, or when the mis-forwarding
continuously occurred in several hops.

The ITM trace reply message may contain a loop in the ITM Subtrees field. If the
same ['TM ID is listed both on the Outgoings filed and the Incomings field of a ITM
Subtree field, the ITM Subtree would indicate that the border tracking on the AS was
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wrong or the routing loop really occurred between two ASes. When a shallower hop
ITM’s ID is contained in the Incomings field on the result by the deeper hop I'TM, the
BTM on the deeper hop AS mis-judged, or the wrong message forwarding continuously
occurred from the shallower hop AS to the deeper hop AS.

Even when an I'TM trace reply message contains some inconsistency, the network
operator on the original issuer AS can contact each AS by referring to the reverse AS
path on the I'TM trace reply message. On the other hand, each AS on the reverse AS
path holds the partial ITM paths both on the received ITM trace request messages and
on the I'TM trace reply messages from neighbor ITMs. Hence, each AS can confirm
the inconsistency on the reverse AS path by itself even when the AS is not the original

issuer AS.

3.5.4 Analysis of Attack Cases against the InterTrack

Attack cases to the InterTrack architecture are considered here, and the feasibility of
InterTrack against each attack case is then discussed, while the defending techniques
to cover the vulnerabilities of InterTrack are explored.

Against the Numerous requests from a TC, DP can limit or drop requests from TC
in a unit time. In addition to this, DP’s authentication and rate-limit functions can be
separated from ITM; therefore, the I'TM network cannot be affected by the process-
ing rate-limits on DP and can treat other requests while a TC attacks by numerous
requests.

An attacker may try to hijack a TCP connection between components. In In-
terTrack, each TCP session between two components is based on IPSec authentica-
tion [80]; therefore, each component will not accept the request of connection from an
unauthorized node. Moreover, network operators can easily apply filter rules on the
nearest routers for each component in the source address and the destination address
pair, because the neighbor components of each component are fixed or limited. Also,
the TP address of a component should be known by only neighbor components, hence,
it is not necessary to assign a FQDN to the IP address of a component and to prop-
agate the FQDN by DNS. Therefore, network operators can hide the IP addresses of
InterTrack components from unauthorized people. Furthermore, if an ITM has sev-
eral interfaces, each connection to a neighbor component can be achieved on a closed

private network. By a combination of such techniques, network operators can protect
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InterTrack from SYN floods, or UDP floods, even when the attacker spoofs the source
IP address of attack packets as the IP address of a component.

Since each connection of two components can be constructed on the closed private
network, such a private network is not affected by the bandwidth consumption on the
main link of a neighbor AS. Even when the connection of two components is achieved
as the on-line connection, priority queuing techniques can turn down the effect of the
bandwidth consumption against the InterTrack messaging. Also, the I'TM network is
an overlay network. If other routing paths are prepared, the I'TM network can tolerate
the influence of link-downs or route flaps.

If an ITM is hijacked by an attacker, it becomes a serious security issue over several
ASes because the attacker can steal the inside information of the hijacked ITM’s AS
and can attack by faked ITM trace request messages and spoofed I'TM race reply
messages. By hijacking other Inter'Track components, an attacker can steal the inside
information or can dirty traceback results. Therefore, each AS should protect the
intrusion to the InterTrack as strongly as possible.

When an ITM is hijacked by an attacker, the hijacked ITM may send a faked I'TM
trace reply message which contains a spoofed reverse AS path. In this case, if the
network operator on the original issuer AS contacts all ASes on the spoofed reverse
AS path to verify the reverse attack path, then, the network operator on each AS will

find the inconsistency on the same traceback trial and will detect the hijacked AS.



CHAPTER 3. AN INTERCONNECTION ARCHITECTURE FOR THE
38 INTER-DOMAIN TRACEBACK

3.6 Discussion

3.6.1 A Multi-Layer Traceback for Complex Attacks

Considering DDoS tools [1], the attacker nodes on the Attacker AS are just the step-
stone nodes or the reflector nodes. In order to detect commander nodes or the PC
of an attacker, InterTrack tracks the attack in multi-layers by the cooperation of de-
tections systems and continuous trials of traceback. After the intra-AS tracking stage
(Fig.3.1(c)), the result of the intra-AS tracking is stored in DP. According to the
configuration or AS’s policy, DP exports the result to detection systems to correct
the command packets or the pre-reflected packets (Fig.3.1(d)). If a detection system
catches these command packets or pre-reflected packets, it starts another traceback to
the source of these packets. Proceeding this process recursively, InterTrack can track
an attack on the layer 7 networks, that is, traces back the attack from the step-stone

node to the the true source of the attack.

This continuous traceback trial is used to track the attacker node on the inside of
an AS. When an Infected status AS requests a traceback, the ITM of the AS starts the
intra-domain tracking stage soon after. The purpose of the intra-AS tracking stage is
not only revealing the reverse path on the layer 3 network but also reconstructing a
reverse path on a layer 2 network and locating the attacker node. There are several
traceback techniques on a layer 2 network [18,22,23,38,83], and most of them require
not the IP datagram of the issued attack but the Ethernet header to get the source
MAC address or VLAN information as a key of tracing. In order to track on a layer
2 network in the Infected case, we design the PacketDump field of the trace request
message to include the packet payload with the Ethernet header. The process of the
traceback on layer networks as follows: First, the operator or a detection system sends
a whole Ethernet frame to InterTrack through a TC. After judged Infected, the ITM
kicks the intra-AS tracking stage and finds the nearest layer 3 gateway of the attacker
node. If the attacker node is in the same layer 2 network of the victim node, then
DTM runs a layer 2 traceback technique and tracks the location of the attacker node.
When the attacker node is in another local subnet, the DTM explores the layer 2
subnet to detect the logical and physical location of the attacker node if the DTS on
the attacker’s subnet stores the source MAC address of the issued packet. If not, the
DP of the AS exports the result of the initial traceback to the detection system on
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the attacker’s subnet. And then, the detection system triggers another tracking by
catching an Ethernet frame of the issued attack to get the source MAC address.

3.6.2 Privacy Issues

In order to start a traceback trial, a TC has to input the whole Ethernet frame of the
issued attack packet. Then, the privacy issue about the packet payload comes into
question. Focusing on the DDoS attack, the packet payload is usually meaningless
information or the binary of a malicious code; therefore, such packets do not include
any personal information. A single packet attack such as SQL slammer does not have
any personal information either. Hence, the privacy issue of the packet payload of a
trace request will not matter as long as InterTrack is employed for the traceback of
attacks. Of course, if someone tries to track other service traffic by InterTrack, the
privacy issue comes to a head.

InterTrack can trace an attack in the multi-layers. Running a multi-layer traceback
requires some auditing systems which store the layer 7 / application level audit log
or bind a MAC address to an IP datagram as its source. Using such audit systems,

privacy issues of the audit log must be considered.

3.6.3 Certification on InterTrack Components

Each component of InterTrack achieves IPSec encapsulated TCP sessions [80] with all
neighbor components; consequently,the overhead of exchange shared keys or certificate
files among ASes must be considered. The APNIC has a trial of certification of IP
addresses and ASes [84] by X.509 Extensions for [P Addresses and AS Identifiers [85].
These X.509 Extensions are expected to feed into sBGP [86] or soBGP [87]. The
certificate files for SBGP or soBGP can be used for the IPsec Encapsulating Security
Payload (ESP) [80] between each neighbor InterTrack components as well as the IPSec
ESP among components of SPIE [15].

The prototype design of the ITM trace request message shown in Fig. 3.2 is simple
and it does not include the digital signatures of traversed ASes. The digital signature is
effective for proving or verifying the issuer AS. The InterTrack messages are designed in
XML format; therefore, an extension of messages to include such digital signature can

be easily developed by adding a sub-element in the I'TM path list field. The extension
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for the digital signatures is part of future research with the public key sharing problem

mentioned above.
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3.7 A Prototype Implementation of InterTrack

This section shows the detail of the prototype implementation of InterTrack. The basic
functions of InterTrack have been developed in C language on FreeBSD, except for the
function applying the AS’s operational policy and IPSec encryption. LIBXML2 [8§]
was employed for the XML parser of InterTrack messages. We also developed a sample
BTM implementation and a sample DTM implementation as a proxy for PAFFI [16].
PAFFI [16] is an implementation of hash-digest-logging traceback method by Yokogawa
Electric Corporation. The volume of the prototype code was about 50,000 lines totally.

3.7.1 Library and InterTrack Components

We developed a library which contains common APIs used by each InterTrack com-
ponents. Fig. 3.6 shows the software architecture of InterTrack. Basically, each Inter-
Track component processes XML messages; therefore, each component uses common
APIs on message processing, on reading or writing messages, on serializing InterTrack
messages, on exchanging heartbeat messages, or on managing connections between
neighbor nodes. In this software architecture, each InterTrack component is modular-
ized. Each component can be implemented by changing the algorithm of the traceback

module. The characteristics of each part in Fig. 3.6 are as follows:

e Connection
This part manages each connection between neighbor nodes. According to the
configuration file or changes through command line, ConnectionManager con-
nects or accepts a TCP session to a neighbor node. The DispatchLoop pools file
descriptors or sockets and calls ReaderWriter to process each buffer stream or
message. ThreadManager controls the mechanism or policy on the DipatchLoop.
We have developed only select-based DispatchLoop, however, a DispatchLoop
implementation using thread could be easily implemented in the ThreadMan-

ager.

o ReaderWriter
ReaderWriter controls network I1/O or file I/O. Through Message Processing
APIs, ReaderWriter passes InterTrack messages to MessageDispather or writes

InterTrack messages into socket file descriptors.
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e Message Processing API
We prepared several APIs to manipulate InterTrack messages. XMLObjectMap-
ping maps an InterTrack message in an XML string to an internal structure for
InterTrack messages. We defined WITMSG as the internal structure for Inter-
Track messages shown as Fig 3.7. Message Management API is a group of APIs

to manipulate an InterTrack message on WITMSG structure.

o Message Dispatcher
Message Dispatcher dispatches or discards messages according to the types of

messages and the type of traceback module.

e NeighborNode
NeighborMannager manages the entries of the NeighborTable. The Neighbor
Table contains the information neighbor nodes which are defined by configuration
files or new configuration through command lines. The Traceback module or the
Heartbeat module looks up the information of neighbor nodes through APIs of
the NeighborManager.

o TraceEntry
TraceEntry is a table used to arrange several InterTrack messages in one trace-
back trial. The Traceback module registers a new InterTrack message, looks up
an existing TraceEntry, or removes an old TraceEntry through the TraceEntry-

Manager.

o Module
The algorithm parts of each InterTrack component were modularized. When
developing a BTM or a DTM, developers make the algorithm and combine the

library of a specific traceback implementation on this part.

e bootstrap
The Bootstrap initializes each part and starts an InterTrack component as a

daemon.

Each InterTrack component was developed as a daemon; itmd, btmd, dtmd, dpointd,
and witclient. As a sample TC, packetcapture was developed, which captures packets
by PCAP library and passes the captured packets to witclient through a ring buffer on

the shared memory.
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Figure 3.6: The software architecture of InterTrack
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typedef struct witmsg{

MSG_TYPE msg_type;

union{
heartbeatReq *hbreq;
heartbeatRep *hbrep;
heartbeatErr *hberr;
clientTraceReq *clientTraceReq;
clientSeqRep *clientSeqRep;
clientTraceRep *clientTraceRep;
dpointTraceReq *dpointTraceReq;
dpointSeqRep *dpointSeqRep;
dpointTraceRep *dpointTraceRep;

itmTraceReq *itmTraceReq;

itmTraceRep *itmTraceRep;

btmTraceReq *btmTraceReq;

btmTraceRep *btmTraceRep;

dtmTraceReq *dtmTraceReq;

dtmTraceRep *dtmTraceRep;
} msg;

}WITMSG;

Figure 3.7: WITMSG structure

3.7.2 Sample BTM and DTM Using PAFFI

Besides the library and daemons, a sample BTM implementation and a sample DTM
implementation using PAFFI [16] were developed. The PAFFI architecture contains
one manager node (PAFFI Manager) and several capture point nodes (Footmakers)
which record captured packets in a Bloom filter [40]. Each Footmarker has several
Bloom filters. Each Bloom filter, called a capture point, is mapped with an interface or
a MAC address filter rule; therefore, a Footmarker can distinguish incoming traffic and
outgoing traffic according to the identifier of each capture point. Hence, PAFFI can
be used as BTS which can reply the variations of AS status described in section 3.5.1.

Fig 3.8 shows a sample topology when PAFFT is used as BTS.

In sample BTM/DTM implementations for PAFFI, we used the proxy type imple-
mentation style, that is, both BTM and DTM behave as clients of a PAFFI manager
and translate from an InterTrack trace request message to the PAFFI request mes-
sage or a PAFFT reply message to an InterTrack trace reply message. The messages
between the PAFFI manager and its client are described in XML, and client sends
and receives messages over HTTP [89]. Unfortunately, a PAFFI reply message does
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Table 3.1: AS mapping table on BTM for PAFFI in accordance with Fig. 3.8

Capture Point ID | AS number | direction
capture point 1 Y incoming
capture point 2 Y outgoing
capture point 3 7 incoming
capture point 4 7 outgoing

not contain AS-number field in order to indicate an upstream neighbor AS; therefore,
we prepared AS mapping table on the BTM implementation. The components of the
AS mapping table can be described in Fig 3.1. Using this AS mapping table, BTM

converts a capture point ID to the AS number of a neighbor AS and the direction of

the issued packet.
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Figure 3.8: The topology of PAFFI as BTS
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3.8 Preliminary Evaluation

3.8.1 Expected Round Trip Time of an ITM Trace Request

With InterTrack, users will wonder how much time will be spent to get a reverse AS
path. Here, we consider the round trip time (RTT) of an I'TM trace request. For the
sake of simplicity, we assumed that each AS employs a hash-digest-logging method as
the BTS on each network. Because of the characteristic of hash-digest-logging method,
the reverse AS path always becomes a liner topology.

If an ITM trace request message is forwarded from Origin issuer AS to the AS in

n hops, and the AS in n hops is the Attack state, suppose each parameters as follows:

® tgec(i) : the time from when AS i received an ITM trace request to when the AS

1 decides to start the border tracking stage or to refuse the request.
® tym(;) : the time spent for border tracking stage
® treq(i) ¢ the time spent to forward an I'TM request message to neighbor ASes

® tuait(i) : the time spent to wait for all neighbor ASes to return each ITM reply

message
® {.cp) : the time spent to make and send an I'TM trace reply message
® tou(s) - the time out threshold of %,

® t.u) : the RTT of a traceback, that is, from the time when AS i receives an ITM
trace request to the time when the AS finished sending the corresponding ITM

trace reply message.

Then, the maximum RTT and the minimum RTT on the AS ¢ are

tmaa:(i) = tdec(i) + tbtm(i) + treq(i) + tout(i)
tmzn(z) = tdec(i) + t'rep(i)

(3.1)
(3.2)
brit(i) < Tmaz(i) (3.3)
brit)y = Tdee(s) T totm(i) T breq(i) T twait(s) T rep(s) (3.4)

(3.5)
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trtt(0)

ITM(0) ITM(1) ITM(2)

Figure 3.9: The round trip time of a response of an I'TM trace request with 3 ASes
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On the original issuer AS (i = 0), the RTT is

n

trtt(O) = Z(tdec(i) + tbtm(i) + treq(i) + trep(i))
0
(where tyeqm) = 0) (3.6)

Next, we consider the expectation of RTT on AS i. Suppose the probabilities on

each decision of AS 7 as follows:

® Piecs) : the probability with which AS ¢ decides to start the border tracking

stage.

® Dreq(i) : the probability with which AS 7 decides to forward the ITM trace request

to upstream neighbor ASes as the result of the border tracking stage.

® Dout(i) - the probability with which the time out on the waiting ITM trace reply

messages occurs.

Here, the probability that AS 7 receives an ITM trace request messages from all

neighbor ASes is described as :

Pwait(i) = Pdec(i)Preq(i) (1 - pout(i)) (37)

The expectation of RTT in the original issuer AS (i = 0) is

n

E(trtt(O)) - Z(tmzn(z) + tbtm(i)pdec(i) + (treq(i) + tout(i) )pdw(i)prag(i))(szo,ipwait(k))
1=0
(where treqm) = 0) (3.8)

Next, we consider the RT'T with the false positive rate and the false negative rate
on the border tracking stage. The probabilities of mis-detection of the border tracking

stage are defined as follows:

1. pysp(s) @ the false positive rate of the border tracking stage. Here, AS i does not
have an upstream neighbor AS on the attack path, but the border tracking stage

mis-judges and indicates an upstream AS.



CHAPTER 3. AN INTERCONNECTION ARCHITECTURE FOR THE
50 INTER-DOMAIN TRACEBACK

2. pypn@y ¢ the false negative rate of the border tracking stage. Here, AS 7 has
an upstream neighbor AS on the attack path, but the border tracking stage

mis-judges and does not indicate an upstream AS.

3. Pup(i) : the true positive rate of the border tracking stage. Here, AS i has an
upstream neighbor AS on the attackpath, and the border tracking stage properly

judges and indicates an upstream AS.

4. pun@i) : the true negative rate of the border tracking stage. Here, AS i does not
have an upstream neighbor AS in the attack path, and the border tracking stage

judges properly and does not indicate an upstream AS.

Dotp(iy + Potp(i) + Pospi) T Pofni) = 1 (3.9)
Preq(i) = Pbsp(i) T Petp(i) (3.10)
Pfwd(i) = Pdec(i)Preq(i) = Pdec(i) (Pbfp(i) + Pbip(i)) (3.11)
Puwait(i) = Pdec(i)(Pofp(i) T Potp(i)) (1 — Dout(i)) (3.12)
Perr(i) = Ddec(i) Pofp(i) + DPotp(i) ) Pout (i) (3.13)

n

E(trtt(O)) = Z(tmm(z) + tbtm(i)pdec(i) + (treq(i) + tout(i))pdec(i) (pbfp(z) + pbm(i)))(szo,ipwait(k))
=0
(UJhGTB Pwait(n) = Oa Preq(n) = 0) (314)

3.8.2 Preliminary Experiments with Implementation

To evaluate the basic workloads of the ITM network, a preliminary experiment was
conducted with the prototype implementation of InterTrack. For the experimental
environment, 9 Dell Power Edge 1855 blade servers were used as a testbed network.
The physical topology is shown in Fig. 3.10. Each blade server equipped with a Pentium
IIT 1.4GHz CPU, a 1024 MB RAM, and two gigabit Ethernet interfaces. These 9 blade
servers were divided into two blade cages and interconnected with each other through
the two layer 2 switches equipped on each blade cage. In this experiment, we measured

the overhead on the message processing of ITM. A blade server was regarded as an AS,
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Figure 3.10: Testbed topology

an I'TM on each blade server was run with a dummy BTM function which judged all
neighbor I'TMs except the issuer one as upstream neighbors. On the Control Network,
each I'TM synchronized its own time to the NTP server and other ITM nodes. On the
Experiment Network, each I'TM connected to only neighbor I'TMs in a liner topology
according to the assumption that each AS employed a hash-digest-logging method. We
measured the relation between the RTT of I'TM trace request messages on the origin
issuer I'TM and the number of hops forwarding the ITM trace request messages. With
over-provisioning about the average length of AS hops [81, 82], we measured RTTs
of the 1,000 ITM trace requests which were forwarded from 1 hop to 8 hops. Each
trial ran independently with 5 second intervals. The average RTT of ICMP on the

Ezxperiment Network between each neighbor node was 0.197 milliseconds.

Fig. 3.11 shows the box-whisker plot of the experiments. Including outliers, all
messages returned to the original issuer ITM within 1.2 seconds, and most were less
than 200 milliseconds. Table 3.2 shows the data of the components on Fig. 3.11,
Fig 3.12, and Fig. 3.13. Because the value of the mean is higher than the 90th percentile

on each column, each column of Fig. 3.11 draws a positive skew like Fig 3.12.

In order to analyze the trend of the curve more deeply, the variations of RT'T which
were less than 15 milliseconds were plotted in Fig. 3.13. The distribution of RTT on
each hop length was folded in a narrow box, but the outliers of each column make the
variance high. Fig. 3.13 focused on the values between the 10th percentile and the
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Table 3.2: The data of box-whisker plot on Fig. 3.11 and Fig .3.13
1 2 3 4 5 6 7 8
max. 199.939 | 199.956 | 1202.139 | 200.032 | 105.224 | 199.9 | 200.141 | 199.968
(msec.)
mean 10.400 | 8.7806 13.155 12.604 | 12.124 | 13.348 | 14.903 | 14.887
(msec.)
90th
percentile || 1.0180 | 2.0300 3.173 4.1960 | 5.4410 | 6.9200 | 8.1240 | 9.6870
(msec.)
75th
percentile | 0.8125 | 1.7215 2.717 3.7720 | 4.8670 | 6.1725 | 7.4320 | 8.8835
(msec.)
median || 0.7025 | 1.5890 2.542 3.5815 | 4.6245 | 5.8940 | 7.1310 | 8.5300
(msec.)
25th
percentile | 0.6750 | 1.5120 2.406 3.4265 | 4.4650 | 5.6530 | 6.9295 | 8.2650
(msec.)
min. 0.5330 | 1.3360 2.131 2.9930 | 4.0200 | 5.1790 | 6.4980 | 7.7410
(msec.)
variance || 931.24 | 679.67 | 4891.3 831.22 | 672.28 | 689.99 | 715.65 | 571.68
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Figure 3.11: RTT of a ITM trace request in a liner topology
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Figure 3.12: Histogram of RTT on I'TM 0 in a 9hops length topology
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Figure 3.13: RTT of a ITM trace request (scope on the box)
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90th percentile. The boxes in Fig. 3.13 show the curve of an increasing function.

Figs. 3.14 and 3.15 draw the distribution of the RTT on each I'TM in the 9hop length
topology. The tendency of the distribution was decreased along with the distance from
the original issuer I'TM as in the formula described in Section 3.8.1. Fig. 3.16 shows
the distribution of the processing time on the border tracking stage in the 9hop length
topology. The distribution expresses the time from receiving a request to forwarding
the request to the upstream neighbor (i.e., Ldec(i) + toem(i) + treq(l-)). In this experiment,
the tracking initiation stage on the original issuer ITM (ITM 0) was cut, that is,
taec(iy = 0; therefore, the distribution on the ITM 0 was lower than other transit ITMs
(ITM 1 to ITM 7). On the other hand, the ITM 8 was seen as the attacker AS. Because
the attacker AS does not forward the request further upstream, the ¢,.4s) is zero. For
this reason, the distribution on the I'TM 8 is lower than that of other transit ITMs.
The processing time on the dummy BTM function was less than 400 microseconds on
each I'TM. Fig. 3.17 shows an example of the distribution of the dummy BTM function
on the ITM 0. According Figs. 3.13 to Fig. 3.17, the formula described in Section 3.8.1
is adequate for expressing the response time of an traceback query.

In this evaluation, the RTT of an ITM trace request message with an actual imple-
mentation of hash-digest-logging method could not be evaluated because of the limited
resource of the testbed environment. As sample data, we measured the response time
of the software PAFFI [16], which was run on a VMware Workstation 5.0 [90]. We
measured PAFFI’s response time in 1,000 trials both in the case of Found and in the
case of Not Found in the environment shown in Table 3.4. Table 3.5 shows the results.

According to the Table 3.5, the order of the response time of PAFFI is a thousand
times as large as the RTT of our I'TM implementation; therefore, the border tracking
stage would become the bottleneck point on the trial of the inter-domain traceback.
We estimated the RT'T of an ITM trace request using the result of experiments and the
formula described in Section 3.8.1. In the case where each AS used PAFFI as BTS in
the 9hop length topology, the estimated RTT was about 16 seconds in average. Along
with this preliminary evaluation result, it was concluded that the bottle neck point
of the traceback trials through InterTrack would be the border tracking stage on each
AS.
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Figure 3.14: RTT on each ITM in a 9hops length topology
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Table 3.3: The data status of the box-whisker plots on Fig. 3.17

hop length 1 2 3 4 5 6 7 8
max. 0.349 | 0.289 | 0.305 | 0.247 | 0.199 0.23 0.239 | 0.287
(msec.)
mean 0.087 | 0.087 | 0.088 | 0.888 | 0.087 | 0.087 | 0.088 | 0.088
(msec.)
90th percentile || 0.0980 | 0.103 | 0.100 | 0.103 | 0.099 | 0.099 | 0.103 | 0.103
(msec.)
75th percentile | 0.0885 | 0.090 | 0.089 | 0.090 | 0.089 | 0.089 | 0.090 | 0.090
(msec.)
median 0.0830 | 0.083 | 0.083 | 0.083 | 0.083 | 0.083 | 0.084 | 0.084
(msec.)
25th percentile || 0.0810 | 0.081 | 0.081 | 0.081 | 0.081 | 0.081 | 0.081 | 0.081
(msec.)
min. 0.0750 | 0.075 | 0.075 | 0.076 | 0.074 | 0.075 | 0.076 | 0.075
(msec.)
variance 0.0002 | 0.0003 | 0.003 | 0.0002 | 0.0002 | 0.0002 | 0.0002 | 0.0003

Table 3.4: The spec of PAFFI on VMware

Item Spec
Host PC PowerEdge 1550
CPU Pentium IIT 993 MHz
Host OS Windows XP SP2
Guest OS Red hat 6.2
Memory 768 MBytes
Network VMNAT




62

CHAPTER 3. AN INTERCONNECTION ARCHITECTURE FOR THE
INTER-DOMAIN TRACEBACK

Table 3.5: Response time of the software version PAFFI on VMware

Found case | Not Found case
Max (sec.) 3.27 3.99
Min (sec.) 0.58 0.19
Mean (sec.) 1.57 1.61
Median (sec.) 1.58 1.59
Var 0.04 0.10

3.9 Comparison among Other Architectures

In this section, we compare InterTrack with other inter-domain traceback architectures.
For comparison, we take the architectures which have been discussed in IETF: iTrace-
CP [91] as one of the extensions of ICMP traceback message, SPIE [65], elP/ilP [6§],
RID [67], RID-MEW [71] and InterTrack. Tables 3.6 and 3.7 show the comparison
among each architecture in the qualitative view and Table 3.8 describes that of the
quantitative view.

Except for iTrace, each architecture is a hierarchical structure. Each structure is
characterized by the message protocols for the inter-domain traceback. On the reverse
path of a traceback result, except for eIP/IP and InterTrack, each architecture reveals
a topology or IP / MAC address to others. RID, RID-MEW and InterTrack are
independent from a specific traceback technique.

iTrace-CP and eIP /iIP need the cooperation among ASes to collect traceback infor-
mation for the reverse path reconstruction because of the characteristic of the traceback
packet method. On other architectures, each AS can collect traceback information by
itself only.

Authenticating and authorizing components, SPIE, eIP/ilP, and InterTrack are
based on the certificate process of sSBGP or soBGP and use IPSec ESP to encrypt
a TCP session. RID and RID-MEW are authorized and authenticated by the CAs
operated by consortium and employ SOAP or HT'TPS for the message encryption. We
suppose that InterTrack is comparable or may be superior with others in each item of

the Tables 3.6 and 3.7.

On quantitative view (Fig. 3.8), several architectures have reported the expected
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Table 3.6: A comparative table on the qualitative view (1)
approach protocol structure purpose reverse path disclosed
information
iTrace-CP ICMP flat layer 3 router hops IP, MAC,
traceback traceback topology
message of traffic
SPIE IP Packet single layer 3 agent (router) IP,
Traceback level traceback hops topology
Protocol | hierarchy | of a packet
elP /iIP IT™M two level layer 3 AS hops (eIP) | AS number,
Protocol | hierarchy | traceback | router hops (ilP) | AS path
of traffic
RID IODEF | consortium layer 3 AS hops AS number,
RID peering traceback, AS path,
extension Incident P
report
RID-MEW RID three layer 3 AS hops AS number,
MEW level traceback, AS path,
extension | hierarchy incident IP
report
InterTrack ITM two level | layer 2/3/7 AS hops AS number,
trace hierarchy | traceback AS path
messages
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Table 3.7: A comparative table on the qualitative view (2)
approach dependent | cooperation | traceability | authentication based
technique | with others | of messages certification
to collect
evidences
iTrace-CP traceback needed router 1D — —
packet
SPIE hash- not needed | message 1D, [PSec sBGP
digest- signatures
logging
elP /ilP traceback needed HMAC, HMAC, sBGP,
packet signatures IPSec soBGP
RID independent | not needed | message ID, | SOAP/HTTPS | consortium
signatures
RID-MEW | independent - message 1D, | SOAP/HTTPS —
signatures
InterTrack | independent | not needed | message 1D, IPSec sBGP,
ITM path list soBGP




3.9. COMPARISON AMONG OTHER ARCHITECTURES

65

Table 3.8: A comparative table on the quantitative view

iTrace-CP elP /iIP RID-MEW InterTrack
experiment ns2 emulation with emulation with emulation with
implementation | dummy function dummy function
average time 18.3 sec. 38 sec. 1.6 sec. (test) 0.25 sec. (test)
spent to trace 16 sec. (estimated)
hop length || 20 (router) 4 (AS) 7 (AS) 9 (AS)
trees single tree 9 trees single tree single tree
CPU Pentium III Pentium IV Pentium III
800 MHz 3.0 GHz 1.4 GHz
tracing ns2 actual dummy dummy
implementation (fixed value) (flexible value)

tracing time

on each AS

0.2 sec. (mid. hop)
0.4 sec. (end hop)

0.083 usec. (test)
1.6 sec. (PAFFI)

time to finish a traceback trial. Although each experimental environment is different

from each other, the average time to spend on a traceback trial was less 40 seconds
on iTrace-CP, eIP/ilP, RID-MEW and InterTrack. Even when the sample data on
the response time of PAFFI is considered, the average time of a traceback trial on

InterTrack is comparable to others.

Through these comparisons, InterTrack can be considered a competitive traceback
architecture in practical use.




CHAPTER 3. AN INTERCONNECTION ARCHITECTURE FOR THE
66 INTER-DOMAIN TRACEBACK

3.10 Summary

Developing an automated inter-domain traceback architecture has long been viewed
as impractical due to the barriers on the operational boundaries and the dependence
on specific tracking techniques. InterTrack’s key contribution is to achieve the inter-
domain traceback in a practical way. Because of the phased-tracking apporach of
InterTrack, each AS can control a traceback operation on its operation domain by itself
only, and can track back an attack on its operation domain with different traceback
techniques regardless of traceback systems on other ASes. The federation of internal
traceback trials on InterTrack enables ASes to cooperate with others on an inter-domain
traceback trial automatically, while concealing the sensitive information of each AS.

Through preliminary experiments, the time spent for an inter-domain traceback
in 9 AS hop length was estimated to be 16 seconds in the case where each AS uses
hash-digest-logging method. Through discussions and comparisons among other trace-
back architectures, we explained InterTrack as the competitive traceback architecture
against attacks.

In future work, in order to confirm the feasibility of InterTrack, more complex cases
where ASes employ various traceback techniques such as specialized routing meth-
ods [11,25,42,43], flow sampling methods [12,13], hash-digest-logging methods [16,29]

etc., will be evaluated.



Chapter 4

A Binding Technique for the
Intra-Domain Traceback

Techniques

4.1 Introduction

In this chapter, we explore intra-domain traceback techniques for the intra-AS tracking
stage, that is, for a deep internal investigation to locate attacker nodes.

Unfortunately, the anonymous nature of the IP protocol makes it difficult to ac-
curately identify the IP address of an attacker node, if the attacker wishes to conceal
it. Essentially, the amount of the traffic of a DDoS attack around an attacker node is
smaller than that around a victim node, therefore, intra-domain traceback techniques
should have the capability to detect an attacker node from a small amount of traffic
generated by attacking flows.

According to the Section 2.1.2, hash-digest-logging method is able to trace a single
packet. In this technique, each router audits all packets forwarded, and stores packet
digests instead of the packets themselves. Packet digests are stored in digest tables,
which are bitmaps based on a space- and time-efficient data structure known as a
Bloom filter [40]. Digest tables reduce the required storage size by several orders of
magnitude over current log-based techniques [24]. To trace an attack packet, the attack
path is reconstructed by checking digest tables on each router. The hash-digest-logging

method is suitable for identifying an attacker on intra-domain networks because of its
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ability to trace a single packet.

An attack path determined by a hash-based IP traceback indicates the ingress point
of an attack packet. However, the ingress point is the nearest router of the attacker
node on a network, not the attacker node itself, because of limitations of the algorithm
used to store packet digests. The technique thus cannot identify the attacker node
itself on the subnet.

On the other hand, the FDB-checking method is a useful technique to locate at-
tacker nodes on a layer 2 network. The FDB-checking method can identify the location
of an attacker node by the source MAC address of an Ethernet frame. Because of the
characteristics of the learning manner of the FDB, the FDB-checking method can
track an Ethernet frame even when the source MAC address of the Ethernet frame
was spoofed. Instead of these characteristics, FDB-checking is effective only when the
targeted MAC address was learned on every layer 2 switch on a layer 2 network. Fur-
thermore, FDB has an aging timer to avoid memory consumption by unused MAC
addresses. If the targeted MAC address was aged out, the FDB-checking method can-
not locate the attacker node. Furthermore, an attacker node puts the blame on another
node by hijacking the IP address and the MAC address assigned to the other node on
the same layer 2 network.

In this section, we propose an ingress-port-based layer 2 traceback technique. Our
layer 2 traceback technique, called here the ingress-port-based tracking (IPBT) method,
is based on the hash-digest-logging technique of the Source Path Isolation Engine
(SPIE) proposed by Snoeren et al. [29]. The IPBT method records a packet digest
with the identifier of the ingress port (or the ingress interface) of the packet on a layer
2 switch or a leaf router. IPBT records packet digests and the corresponding port
identifiers into digest tables. Instead of the source MAC address of an Ethernet frame
(or a packet), the IPBT method is not influenced by the aging out of the FDB on each
layer 2 switch. The identifier of each port is fixed value, therefore, attackers hardly
spoof it.

We also propose a layer-2 extension to SPIE (L2-SPIE) as an interconnecting
method between the hash-digest-logging method and the IPBT method. To narrow
down the existence range of an attacker node, and eventually to detect the attacker
node itself, the attack packet has to be traced on the layer-2 network under the ingress
point router. In our extension, SPIE-enhanced leaf routers on the intra-domain net-

work store packet digests by the IPBT method for the traceback on layer 2 networks



4.2. SOURCE PATH ISOLATION ENGINE (SPIE)

while storing packet digests by the hash-digest-logging method for the traceback on
layer 3 networks. If an attack packet passes through a layer 2 switch, the recorded
layer 2 information distinguishes the ingress port of the packet on the switch.

Of course, holding layer 2 information with one-to-one correspondence to a packet
digest requires a large amount of storage space. To reduce storage requirements, two
different digest tables are provided. One is an L3 digest table, which stores packet
digests themselves. The other is an L2 digest table which records layer 2 information
corresponding to packet digests. These tables permit cooperation between the layer
3 traceback and the layer 2 traceback, and enable a more detailed tracing of attacker

nodes.

4.2 Source Path Isolation Engine (SPIE)

Snoeren et al. have proposed hash-based IP traceback and Source Path Isolation
Engine (SPIE) architecture [29], which is an implementation of the hash-digest-logging
method. SPIE uses auditing techniques to support the traceback of individual packets,
while reducing the storage requirements by several orders of magnitude over current
log-based techniques [24].

Fig. 4.1 shows the architecture of SPIE. SPIE has a hierarchical architecture. STM
(SPIE Traceback Manager) controls the entire SPIE system. The STM is the interface
to the intrusion detection system or other entities requesting a packet trace. When a
request is presented to the STM, it verifies the authenticity of the request, dispatches
the request to the appropriate SCARs (SPIE Collection And Reduction agents), gath-
ers the resulting attack graphs, and assembles them into a complete attack graph.
Upon completion of the traceback process, the STM replies to the intrusion detection
system with the final attack graph.

SCARs are responsible for a particular region of the network, serving as data con-
centration points for several routers and facilitating a traceback of any packets that
traverse the region. Due to the complex topologies of todayFs ISPs, there will typi-
cally be several SCARs distributed over an entire network. Upon request, each SCAR
produces an attack graph for its particular region. The attack graphs from each SCAR
are grafted together to form a complete attack graph by STM.

Each SPIE-enhanced router has a Data Generation Agent (DGA) associated with
it. Depending upon the type of router in question, the DGA can be implemented and
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deployed as a software agent, an interface card plug to the switching background bus,
or a separate auxiliary box connected to the router through some auxiliary interface.
The DGA produces packet digests of each packet as it departs the router, and stores
the digests in time-stamped digest tables. The tables are paged every so often, and
represent the set of traffic forwarded by the router for a particular interval of time.
Each table is annotated with the time interval and the set of hash functions used to
compute the packet digests over that interval. The digest tables are stored locally at

the DGA for some period of time, depending on the resource constraints of the router.

4.2.1 The Characteristics of the Auditing Techniques on SPIE

In SPIE architecture, a Data Generation Agent (DGA) on each router stores packet
digests, which are n-bit hash values, instead of the packets themselves.

An input value for hash functions to make packet digests, here called the packet
signature, is a masked IP header plus the first 8 bytes of payload (Fig. 4.2). A packet
signature uniquely represents an IP packet and enables the identification of the packet
across hops in the forwarding path.

To reduce storage requirements, the DGA stores sets of packet digests in a space-
efficient data structure known as a Bloom filter [40]. The Bloom filter computes k
distinct packet digests for each packet, using independent uniform hash functions, and
stores the n-bit results as bit positions in a digest table, a 2™-sized bit array constructed
by the Bloom filter. The bit array of a digest table is initialized to all zeros, and bits
are set to one as packets are received. Figure 4.3 shows a Bloom filter with & functions.
A digest table is dispatched when it is full or when a certain time interval for refreshing
hash functions (refreshing time) is reached. The dispatched digest table is stored in
a ring buffer on the router, with a time stamp and a set of used hash functions. To
avoid hash collisions, each router selects a new set of k distinct hash functions at the
refreshing time.

The traceback process starts at the 1-hop upper router of a victim node. First,
the DGA on a SPIE-enhanced router computes the k hash digests on the packet in
question and checks the indicated bit positions of the appropriate digest table. If any
bit position is zero, the packet was not forwarded by the router. However, if all the bits
are one, it is highly likely that the packet passed through the router. When it appears

that the router forwarded the suspected packet, neighbor routers’ digest tables are
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then tested. This process continues until all branches of the attack graph are checked.
Figure 4.4 shows an example of this traceback processing. Tracing proceeds from R;
(the victim’s neighbor router) towards the attacker node, A. Black arrows represent the
path of the attack packet, and gray arrows represent the reconstructed attack graph,
respectively. The ingress point of the attack is Rpg, this is the nearest router to the
attacker A. When an attacker node is in the SPIE-enabled network, the ingress point
of an attack packet is a leaf router within the network. Otherwise, a border router of
the SPIE-enabled network is the ingress point of the attack.

The false positive rate of a digest is given by several parameters. When a Bloom
filter takes m bits of memory, which can store n packets, the effective false-positive
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rate with k digest functions can be expressed as

P= (= (1= o)) s (1= by

Tables are available which provide the effective false-positive rates for various capacities
and the number of digesting functions [92]. The size of a Bloom filter is defined by a
capacity factor ¢(= m/n); in other words, storing n packets requires a Bloom filter of
the size m = cn. If a 2M byte (= 2% bit)-sized digest table is taken with a capacity
factor of five), it can store roughly 3.2M packets. Considering the trade-off between
the false positive rate and the storage requirements, Snoeren et al. [29] have proposed
using a Bloom filter with three digesting functions (k = 3) and a capacity factor of five
(c = 5) in practice. In this case, assuming the average size of a packet is approximately
1000 bits, SPIE requires roughly 0.5% of the total link capacity in digest table storage
with a rate of 0.092 false positives.

Also, Snoeren et al. mentioned the access rates on the memory to read and write
digest tables. A router processing more than 20Mpkts/sec require an SRAM digest
table because of the limited DRAM cycle time. Furthermore, higher speed routers
must page digest tables to SDRAM in order to store a minute’s worth of digests. In
some border cases on slower routers with many neighbors, Snoeren et al. has reported
that it may be more practical to use a larger amount of slower memory and reduce the
number of memory accesses required per packet, allowing DRAM to be used instead of
SRAM, for example. If a hash table of b-bit values is used to record n packet digests
using 1.44n b-bit entries, the required memory size is m’ = 1.44nb bits. Such a table
is less than 70% full; hence, each packet insertion takes only ~2 memory accesses in
expectation. The memory required for a particular false-positive rate P while storing
n packets is given by m’ = 1.44n - log(n/P) and the additional cost of using a hash
table instead of a Bloom filter, in terms of increased memory consumption, is a factor

of (for small values of P) m'/m =1+ logyp(n).

4.2.2 Limitations of SPIE

The ingress point detected by the SPIE is either a border router of the SPIE system or
the leaf router, which has the attacker node on its subnet, however, the SPIE can not
locate the attacker node itself. Examining digest tables of a leaf router never reveals
which node on a subnet is the attacker node, because a digest table shows only whether

or not the router forwarded the packet in question.
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Specifying only an ingress point leaf router is not sufficient to stop a DDoS attack.
Filtering, based on the destination (victim’s) IP address, TCP ports,etc., blocks not
only the attack packets but also the packets sent from other (normal) nodes; hence,
such filtering denies other nodes’ communications or services. Leaving attacker nodes
on subnets permits later DDoS attacks. To terminate current attacking flows from a
network without blocking other nodes’ communications, and to prevent other DDoS
attacks in the future, attacker nodes themselves must be discovered and physically
removed from the network.

Tracing attack packets on a layer 2 network, however, is difficult. If the subnet
under the leaf router is widely spread, as in an xDSL network or in a Metro-ether
network, human resources and a lot of time are required to identify the attacker node
and remove it from the subnet network. Therefore, to identify the attacker node itself,
some method is required to trace the attacker node on the subnet L2 network under
the leaf router.

Theoretically, if hash checkers like DGA are set against all nodes on a subnet, they
can identify the true attacker node. However, from an operational point of view, this

is not a realistic approach.

4.3 Limitations of FDB-Checking Method

Each Network Interface Card (NIC) has a globally unique address, the Media Access
Control (MAC) address, in which the upper 24 bits comprise the vendor code and
the lower 24 bits comprise an address assigned by the vendor. IEEE, the official
global authority, is responsible for handing out blocks of MAC addresses. On Ethernet
networks, which constitute today’s local area networks, a packet is forwarded on the
basis of MAC addresses.

The source MAC address of an incoming packet is available for tracing the attacker
node on the subnet of a leaf router. The source MAC address of an incoming packet is
the MAC address assigned to the device of the sender node. Moreover, a switch main-
tains a database of all MAC addresses received on all of its ports, and uses database
entries to decide whether a packet frame should be forwarded or filtered. This database
is called an L2 forwarding database (FDB).

Each FDB entry consists of the MAC address of the device, an identifier for the port

on which it was received, and an identifier for the VLAN to which the device belongs.
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The switch can learn FDB entries; that is, the system of the switch updates its FDB
with the source MAC address from a packet, the VLAN, and the port identifier on
which the source packet is received. Looking up the FDB on a switch tells one the
port on which a source MAC address has been learned. Whether or not a source MAC
address is spoofed, the FDB temporarily records the source MAC address paired with
the incoming port. By searching the port which learned the source MAC address of
an attack packet, and tracing switches in a hop-by-hop fashion, one can locate the
attacker node or one can detect the port to which the attacker node directly connects.
FDB-checking method [18-23,37,38] uses these characteristics of FDB.

By combining the hash-digest-logging method and the FDB-checking method, there
is the possibility of tracing an attack packet to the port of a layer 2 switch to which
the attacker node connects; however, large amounts of storage on the leaf router are
required to store source MAC addresses which correspond to packet digests. Further-
more, the FDB cannot learn more than a certain number of MAC addresses, because
the available memory size for the FDB is limited. To prevent the FDB from becoming
full, the FDB has an aging time. Entries in the FDB are removed (aged out) if, after
a period of time (the aging time), the device has not transmitted. When an attacker
spoofs the source MAC address of an attack packet, and the spoofed MAC address has
been “aged out” from the FDB, there is no way to trace the attacker node by using
stored MAC addresses.
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4.4 An Ingress-Port-Based Tracking Method for a
Layer 2 Traceback

In this section, we propose an ingress-port-based tracking (IPBT) method for a single
packet traceback on a layer 2 network. The IPBT method is based on the hash-digest-
logging techniques of SPIE. Extending the Bloom filter techniques of SPIE, IPBT
stores and looks up the identifier of the ingress port which received an issued attack
packet.

The IPBT method runs on a layer 2 switch or a leaf router. The IPBT method
records packet signatures with FDB information into digest tables. The sequence of

recording mechanisms of the IPBT method is as follows:
(1) A layer 2 switch receives an Ethernet frame.

(2) The layer 2 switch stores the Ethernet frame on a temporary buffer while for-

warding the Ethernet frame to the destination.

(3) The layer 2 switch looks up the identifier of the ingress port which learns the
MAC address of the Ethernet frame.

(4) The layer 2 switch makes the packet signature from the Ethernet frame stored

on the temporary buffer.

(5) The layer 2 switch concatenates the ingress port identifier and the packet signa-

ture, and records them into digest tables.
On the other hand, the tracking mechanism is as follows:

(1) The agent on a layer 2 switch receives a query with a packet signature of the

issued attack packet.

(2) The agent combines the packet signature and the identifier of each port and
verifies the records on digest tables. The agent checks whether each combination

is recorded on digest tables or not.

(3) The agent replies to all port identifiers which hit on digest tables.
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On making a packet signature, IPBT doesn’t use Ethernet header. Generally, an
Ethernet header is useful on the same layer 2 network. When a packet is forwarded to
different layer 2 network, a router changes the Ethernet frame to forward the packet
to the next hop router or an end node. Hence, nobody on the victim’s site can get the
Ethernet header of an attack packet which is the same Ethernet frame initially used
by the attacker node. Because of the aging timer of FDB, recording whole Ethernet
header corresponded to each packet consumes a large amount of memory or storage.
Thus, we exclude the Ethernet header from the input values of hash functions.

Instead of Ethernet headers, IPBT uses port identifiers with packet signatures as
hash inputs. There are trade-offs between the steps on looking up port identifiers from
digest tables and required memory size. If IPBT uses a hash table of ¥/-bit to store
the pair of a packet digest and a port identifier, the size of the hash table recording
n packets with P false positive rate is given by m” = 1+ logy,p(n) + b" bits. The
digest table will be used only when an incident occurs; therefore, digest table wastes
the memory of a layer 2 switch if no incident happens in a time interval. Hence, the
required memory size for digest tables on IPBT should be as small as the required
memory size on hash-digest-logging method, although IPBT algorithm takes O(n) to
find the ingress port’s identifier from a digest table.

In addition to the memory consumption, the IPBT algorithm can avoid hash col-
lisions. If attacker nodes on different ports send attack packets which generate the
same packet signature in order to cause hash collisions, the IPBT distinguishes port
identifiers of each attacker node because each bit position indicated by the packet sig-
nature and each port identifier will be different due to the characteristics of one way

hash functions.
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4.5 A Layer-2 Extension of SPIE

Next, we present a layer-2 extension of SPIE (L2-SPIE), which narrows down the
existence range of an attacker node on a subnet layer 2 network, while reducing other
storage requirements for the extension. In this section, we explain the interconnecting
technique of L2-SPIE between the hash-digest-logging method of SPIE and the IPBT
method. L2-SPIE binds a layer 3 traceback on SPIE and a layer 2 traceback on IPBT

by two convert tables and two types of Bloom filters.

4.5.1 Assumptions

Before describing the details of L2-SPIE, several assumptions are defined:
e SPIE has detected an ingress point leaf router on the intra-domain network;
e MAC addresses are used to resolve hosts on subnets under the leaf router;

e All switches along the path from the leaf router to the attacker node support
Bridge-MIB [93];

e The source IP address and the source MAC address of a packet may be spoofed.

The first assumption is made because SPIE is used to identify the subnet layer 2network
on an intra-domain network where the issued attacker node exists. The second and
third assumptions reflect the fact that L2-SPIE is based on MAC addresses and FDBs
of layer 2 switches, and that L2-SPIE uses Bridge-MIB to obtain FDBs from switches.
Bridge-MIB is widely supported by today’s layer 2 switches. In the fourth assumption,
the ability of an attacker is anticipated.

4.5.2 Identifiers

L2-SPIE uses two identifiers instead of storing MAC addresses. Using two conversion
tables, L2-SPIE detects the port of a switch through which the attack packet entered.

The two i1dentifiers are as follows:

e NI-ID (8bit): anetwork identifier assigned to either the MAC address of a network
interface on a leaf router, or the VLAN ID of a virtual interface if the leaf router
uses VLAN interfaces.
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e Port-ID (12bit): a port identifier assigned to a port of a switch. Each port has a
different Port-ID.

A network interface identifier (NI-ID) is assigned to each MAC address of the
network interface card. The NI-ID specifies which subnet an attack packet comes from.
Currently, a router can equip 802.1Q VLAN interfaces, which means that multiple
virtual interfaces can be used on one physical network interface. Although VLAN
interfaces, which share one physical interface, have the same MAC address, each VLAN
interface has a different VLAN ID, so that a router distinguishes VLAN interfaces by
their VLAN IDs. If a network interface is a VLAN interface, an NI-ID is assigned to
its VLAN ID instead of the MAC address shared with another VLAN interface.

A port identifier (Port-ID) is assigned to a port on a particular slot of a layer 2
switch through which a leaf router directly connects. A Port-ID tells one through
which port of a layer 2 switch an attack packet came in.

A combination of an NI-ID and a Port-ID distinguishes a particular port from other
ports if several network interfaces of a leaf router connect to the same layer 2 switch.

An 8-bit NI-ID, expressed in the range from 0 to 255, is sufficient to represent the
network interfaces of a leaf router. A 12-bit Port-ID, whose range is 0 to 4095, is

sufficient to express all ports of a current switch.

4.5.3 Conversion Tables

L2-SPIE uses two conversion tables to look up NI-ID and Port-ID from a MAC address:
the NI-ID table, and the Port-MAC table.

A leaf router keeps an NI-ID table that is based on the interface configuration. Each
NI-ID table entry consists of an NI-ID and the MAC address of a network interface
card assigned with the NI-ID. If VLAN interfaces are used, then the entry in the NI-ID
table consists of an NI-ID and a VLAN ID. Table 4.1 shows the NI-ID table of a leaf

router which uses VLAN interfaces on a physical interface whose MAC address is “C”.

A Port-MAC table, constructed by the FDB of a layer 2 switch that connects to
the leaf router directly, is used to obtain the Port-ID from the source MAC address
of a packet which enters the leaf router via the layer 2 switch (Table. 4.2). The leaf
router obtains the contents of the FDB via Bridge-MIB [93]. Bridge-MIB is widely
supported by current switches. An entry in the Port-MAC table is composed of a



4.5. A LAYER-2 EXTENSION OF SPIE

81

Table 4.1: NI-ID table

NI-ID | MAC address | VLAN ID
1 A
2 B
3 C 101
4 C 102

Table 4.2: Port-MAC table

NI-ID | Port-ID | MAC address
1 2 F
3 E
4 H
4 K

source MAC address and a Port-ID. The source MAC address is that of the incoming
packet, and the Port-ID identifies the layer 2 switch’s port that has learned the source
MAC address. Recording Port-IDs instead of source MAC addresses, and specifying
the incoming port of layer 2 switches by recorded Port-IDs, enables us to trace an
attack packet even when the source MAC address has aged out from the FDB of a
layer 2 switch.

Port-MAC tables are generated for each NI-ID. This indicates that an NI-ID and
Port-ID pair identifies the port in which the attack packet came, even if several network
interfaces of a leaf router connect to the same layer 2 switch. Table 4.2 shows the Port-
MAC table paired with NI-ID “1”. Two entries with the Port-ID “4” represent two
source MAC addresses (“H” and“K”) which have been learned on the layer 2 switch
port whose Port-1D is “4”.

4.5.4 Algorithms of the L2-SPIE

For each incoming packet, extended DGA (xDGA) on the leaf router searches identi-

fiers from conversion tables corresponding to an incoming packet. To reduce memory
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requirements for the storage of detected identifiers corresponding to the packet, xDGA
uses an L2 digest table, another Bloom filter for storing identifiers corresponding to
the packet. To use L2 digest tables, we provide a storing algorithm and a detecting
algorithm for Bloom filters and for L2 digest tables. The former is used to encode
identifiers into L2 digest tables, and the latter is used to decode identifiers from L2
digest tables.

Figure 4.5 shows an algorithm to check identifiers against each incoming packet
and to store detected identifiers in an L2 digest table.

For an incoming packet, xXDGA extracts source/destination MAC addresses from
the Ethernet frame, and pulls up the packet signature from the packet. xDGA runs a
process of storing packet signatures into L3 digest tables, while running a process to
store identifiers in L2 digest tables.

In the process to store identifiers, xDGA first refers to the NI-ID table to search
for an entry whose MAC address is the same value as the extracted destination MAC
address of the packet, and to get the NI-ID assigned to the detected MAC address entry.
Next, xDGA takes a PortMAC table corresponding to the NI-ID, and checks entries
which have the same MAC address as the extracted source MAC address. If an entry
is detected, the Port-ID of the entry represents the incoming port of the packet on a
layer 2 switch. If not, xDGA sets the Port-ID to the value of NOT _FOUND_PORTID.

xDGA makes a hash input by concatenating the packet signature and detected
identifiers, and computes hash values using hash functions for the Bloom filter of an
L2 digest table. The bit positions on the L2 digest table, which are indicated by those
hash values, are set to 1. This ensures that the pair of identifiers is stored in the L2
digest table corresponding to the packet.

The algorithm to derive two identifiers from L2 digest tables in the traceback pro-
cess is shown in Fig. 4.6.

When an xDGA leaf router receives a suspected packet from the traceback manager
STM, xDGA first generates the packet signature from the suspected packet. xDGA
runs the IP traceback process and L2 traceback process (process to detect identifiers)
in parallel. In the L2 traceback process, xDGA pulls up L2 digest tables whose time
stamps are considered as the time when the suspected packet might have come through
the leaf router, and checks each L2 digest table to establish whether it has a record of
identifiers with the suspected packet’s signature. The test of an L2 digest table is as
follows: xDGA chooses an NI-ID and Port-ID pair, and generates a hash input to test
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[ recording identifiers in L2DT procedure ]

receive an incoming frames

extract the source MAC address Mg
and the Destination MAC address M, from a frame
extract the packet signature PS from an packet
refer to NI-ID table
for (number of entries on the NI-ID table){
extract an entry NE; from the NI-ID table
compare N E;.ether_addr to My
if (NEZ = Md){
N;q = NE;.id
break the loop
}
}

refer to a PortMAC table assigned to the Nid
for (number of entries on the PortMAC table){
extract an entry PE; from the PortMAC table
compare PE;.ether_addr to M,
if (PE; = Ms){
P,y = PE;.id
break the loop
}
}

make input values I by concatenating PS, N;g4, and P;q4
compute hash values H(I); (1<i<k)
for (number of hash values){
search the bit indicated by H(I); on L2DT
if (the bit = 0){
set the bit to 1 (that is, store identifiers on L2DT)
} else {
hash collision occurs, increment counter of duplication

}

Figure 4.5: Procedure to store identifiers in L2DT
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the packet signature of the suspected packet and the pair of identifiers. Then, xDGA
computes hash values of each hash function, and examines each bit position pointed
by hash values on the L2 digest table. If all the bits are 1, the ingress interface on the
leaf router and the ingress port on a layer 2 switch are detected; that is, the suspected
packet came through the interface with the NI-ID and through the layer 2 switch’s
port with the Port-ID. If any one of the bits is 0, the suspected packet was not stored
with the pair of identifiers. Then, xDGA generates hash values by another pair of
identifiers and checks the L2 digest table again. If all combinations of identifiers have
been tested, but the true pair could not be detected in any trial, the suspected packet
was not stored in the L2 digest table. Then, if another L2 digest table is suspected to
record the packet signature in question, xDGA tests it.

To reduce the storage requirements, xDGA stores two identifiers in the L2 Bloom

filter, though the running time of our searching algorithm is O(n?).
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[ extracting identifiers in L2DT procedure ]

receive a suspected packet transferred from Traceback Manager

extract the packet signature PS from the suspected packet
check the time span through the suspected packet
on the leaf router
search appropriate time L2DTes from ring-buffer for L2DT
for (number of L2DT to test){
for (number of MAX_NIID_NUMBER){
for (number of MAX_PORTID_NUMBER){
make a hash input I by concatenating PS,
an NI-ID N;, and a Port-ID P;
for (each hash function (1 <17 < k)){
compute hash values H(I);
}
for (each hash value H(I);){
search the bit indicated by H(I); on L2DT
if (the bit = 0){
break the loop
} else if (all bits indicated by hash values are 1){
Nfing = Niy, Pring = B
write down Ny;nq and Pring in syslog
warn as finding the route of the suspected packet
show the incoming interface Ny;yq
and the port Pping
exit the procedure

}
}

if (all Port-ID has been tested){
break the loop
}
}

if (all NI-ID has been tested){
break the loop
}

}
if (all suspected L2DT has been checked ){

the suspected packet was not stored into any L2DT
log the warning message about failure of L2 traceback

exit the procedure

}

\

Figure 4.6: Procedure to check identifiers on L2DT
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4.6 Implementation of Layer 2 Extension of SPIE

We have implemented a PC-based prototype of L2-SPIE, based on an open source code
of hash-based IP traceback, spie-1.0.90 [15], on FreeBSD-4.3.

We have added two components in SPIE and extended DGA to deal with L2 di-
gest tables (Fig. 4.7). Fdbgetter is an agent which fetches FDB entries from layer 2
switches directly connected to the leaf router via SNMP and makes conversion tables.
x_spiemem, a loadable kernel module, converts MAC addresses of an incoming packet
to two identifiers and stores these identifiers in an L2 digest table. The packet storing
processes by spiemem, which is a loadable kernel module to record packet signatures
for the purpose of IP traceback, and the processes of recording identifiers by x_spiemem
are independent of each other. Therefore, the Bloom filter’s parameters for L2 digest
tables and L3 digest tables can be set independently to achieve a different size or false
positive rate.

For the hash functions of L2 digest tables, we reuse MD5, which SPIE computes for
L3 digest tables. Therefore, different hash functions are simulated by a salt value seeded
on the leaf router. The salt values for L2 digest tables are generated independently
from the salt value for L.3 digest tables.

xDGA on the leaf router checks L2 digest tables while testing L3 digest tables
for IP traceback in parallel. The processes of examining L2 digest tables do not affect
processes of SPIE’s IP traceback because these processes are independent of each other.

The information from L2 digest tables is significant only for the administrator of
the leaf router and should not be available to anyone else. Therefore, xDGA records
the result of checking the L2 digest table in a log file and, shows a warning message

on the standard output of the leaf router. xDGA does not send the information of

identifiers to SCAR and/or STM.

4.7 Preliminary Evaluation

4.7.1 Memory Requirements

Our extension needs memory spaces for 1.2/ L3 digest tables and for conversion tables.
The required memory space for L2 digest tables can be characterized by the duration

of record storage and the accuracy of L2 digest tables measured by the number of
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Figure 4.7: Components of the Layer-2 extension of SPIE
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false positives. Meanwhile, the required memory space for L3 digest tables can be
determined by these parameters for L3 digest tables. On the other hand, the required
memory spaces for conversion tables are dominated by the number of network interfaces
of a leaf router and affected by the sum of the number of FDB entries fetched from

layer 2 switches connected to the leaf router.

Memory Requirements of the Conversion Table

In the implementation of L2-SPIE, an entry in the NI-ID table needs 16 bytes and
an entry in a PortMAC table requires 12 bytes. The total memory size for conversion
tables is dominated by the number of NI-ID table and the sum of FDB entries on
each layer 2 switch. If a leaf router has three network interfaces, and each interface
aggregates a class C (/24) subnet, the total memory size for conversion tables is a
maximum of 9192 bytes.

Consider the case when a leaf router connects a BlackDiamond, which is today’s
High-end Layer-2 switch developed by Extreme Networks. A BlackDiamond can learn
256,000 entries on its FDB. Therefore, a Port MAC table for a BlackDiamond consumes
a maximum of 3MB memory space. However, only rarely will the entry space of an
FDB be full; the average size of the required memory for a Port MAC table will be

much smaller.

Memory Requirements of the L2 Digest Table

The memory requirements for an 1.2 digest table are the same as those for an L3 digest
table. The available memory size m with a capacity of storing n packets and a false

positive rate P can be determined as
m = —n-log(1/P)/In(1/2) ~ 1.44n-log(1/P).

A 22* bits (2MB)-sized L2 digest table with a false positive rate of 0.092 can store
3,355,443 pairs of identifiers. Table 4.3 shows typical memory sizes and their capacity
to store entries, when the number of hash functions is 3 and the false positive rate is
0.092. Table 4.3 shows the average bit rate stored in a Bloom filter when the average
packet size is 1000 bits and the length of time required to use a Bloom filter is 10

seconds.
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Table 4.3: Capacity of a Bloom filter

memory size max num of entries | average bit rate
8 kB (26 bit) 13,107 1 Mbps
128 kB (2% bit) 209,715 20 Mbps
2MB (2% bit) 3,355,443 335 Mbps
32MB (228 bit) 53,687,091 5.3 Gbps
512MB (232 bit) 858,993,459 85.8 Gbps

4.7.2 Preliminary Experiment
Experiment Environment

We have evaluated the prototype implementation of L2-SPIE on a testbed network to
measure the decoding overhead on L2-SPIE which takes O(n). Figure 4.8 shows the
L3/L2 network topology of the testbed.

The experiment was carried out in the following situation: with only one xDGA
leaf router; and a traceback manager STM.

On the Victim Net, there were two victim nodes (monitor agents): one received
attack packets from e4 (connected to port 6 on FastIron) and e5 (connected to port
7) on the Attacker Net, and the other received attack packets from e6 (connected to
port 8) and e8 (connected port 10) on the Attacker Net. Attack packets were TCP
SYN packets transferred to the victim’s TCP port 7777, generated by a customized
the SYN flood program based on the libnet sample SYN flood program [94]. Each
attack packet had a spoofed source IP address and a spoofed source TCP port. A
sample monitor agent of spie-1.0.90 sent trace requests about all packets received by
snort 1.9.0 betad [95]. In this experiment, the snort on each victim node was set as a
host IDS to catch only attack packets on the victim node so that SPIE components
traced only attack packets. Each attacker node sent attack packets at different time
intervals (table 4.4).

In testbed topology, the network for exchanging traceback queries was separated
from networks to exchange normal/attacking traffic; that is, Traceback Net transmitted
only traceback messages (fig. 4.8).

The specification of the xDGA router is as follows: Pentium III 800MHz processor,
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Table 4.4: Time interval of each attacker node

name | interval

ed | 3 (sec.)
eb | 5 (sec.)
e8 7 (sec.)

el0 | 11 (sec.)

Table 4.5: Parameters of Bloom filters

size of hash values 24 bits

size of digest table 2MB (224 bits)
length of time to refresh digest table 10 sec.
number of digest tables held on ring buffer | 6

number of hash functions 3

capacity factor of Bloom filter 5

128MB sized memory, and four physical network interfaces. To build L2 networks, we
used a layer 2 switch, Foundry’s Fastlron, firmware version 7.1.26T10. Each network
exchanging normal/attacking traffic is connected to the xDGA router.

Parameters of the Bloom filter are described in Table 4.5. In this experiment, the
values of parameters for L2 digest tables are set to the same set of parameters for L3
digest tables. (Parameters of Bloom filters for L2 digest tables can be set to different
values from parameters for L3 digest tables.) Through calculation of parameters shown
in Table 4.5, each 1.2/L3 digest table could store about 3.3 million packets at a 0.092
false positive rate, and could hold each digest table for 1 minute.

The time interval for fetching the FDB entries from the layer 2 switch was set to

60 seconds.
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Table 4.6: Time spent to check a digest table

time L3 L2
max (micro sec.) | 70564 | 68474
min (micro sec.) 297 333
average (micro sec.) | 381 | 1124
median (micro sec.) | 333 | 1067

Experimental Result

In this experiment, each attacker node sent 2000 attack packets to the victim node, so
STM and xDGA dealt with 8,000 packets altogether. As a result, all attack packets
were found on the appropriate L3 and L2 digest tables.

Table 4.6 shows the time spent in finding the record of the suspected attack packet
on the appropriate digest table. Each maximum time value is highly exceptional. In
most cases, the time spent to find a packet record is within the range from 297 to
1704 microseconds on the L3 digest table, and from 333 to 2733 microseconds on the
L2 digest table. Comparing the results for L3 and L2 digest tables, it was found that
there is no critical performance overhead for searching for an appropriate ID pair on

an L2 digest table in this experiment.
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4.7.3 Summary

We have proposed IPBT method as a single packet traceback technique on a layer
2 network and a layer-2 extension of SPIE, which stores the layer 2 information of
incoming packets on each leaf router. Using the layer 2 information, the port on a
particular slot of the layer 2 switch that learned the incoming attack packet can be
detected, which leads to a narrowing down of the existence range of an attacker node
on a layer 2 network. Preliminary evaluation of a prototype implementation shows the
potential usability of a layer 2 traceback.

In this chapter, we have proposed an extension approach of SPIE for the first step
of a layer 2 traceback technique, and we have developed an algorithm to reduce the
memory requirements for storing identifiers based on Bloom filters. The preliminary
evaluation showed that all traceback trials found appropriate ID pairs with no critical
overhead on the system in a small topology.

Of course, in addition to the SPIE enhanced router, L2-SPIE has the same problems
with access rates on memory in the high speed network mentioned in Section 4.2.1. In

future work, a more space- and time-efficient algorithm for IPBT will be explored.






Chapter 5

Conclusion

This dissertation addressed the problems faced by traceback techniques. The issues
on the inter-domain include how to overcome the barriers on the network boundaries,
how to reduce the overhead of the cooperation among ASes, how to provide the inde-
pendence from a specific technique, and how to automate the inter-domain traceback
operation. Unfortunately, existing proposals of inter-domain traceback architectures
and techniques cannot overcome these issues. On the other hand, the issues of the
intra-domain traceback are how to detect the location of an attacker node on a layer
2 network by the signature of a single packet and how to link the tracking on layer
3 networks and the tracking on layer 2 networks. Although there are several layer 2
traceback techniques, each has limitations which are caused by the aging of FDB or by
the lack of binding technique between the layer 2 traceback and the layer 3 traceback.

InterTrack has been proposed in this dissertation as an interconnection architecture
of traceback systems for the inter-domain traceback trials and L2-SPIE as an inter-
connection technique between the layer 2 traceback and the layer 3 traceback. These

proposals were evaluated with prototype implementations.

These proposals can achieve an inter-domain single packet traceback system which
can detect the location of attacker nodes on the layer 2 network without the violation

of the operational policies of each AS.
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5.1 Contributions

In an attempt to design the traceback architecture to overcome issues faced by ex-
isting proposals of traceback techniques, this dissertation makes the following specific

contributions:

e The loose cooperation among ASes on the deployment traceback systems and
on traceback operation that is based on the federated traceback architecture
of InterTrack and on the independence of InterTrack from a specific traceback

technique.

The InterTrack architecture are designed for loosening the cooperation among
ASes on the deployment of traceback systems. Dividing the operational bound-
aries of a traceback trial along with the network boundaries and by the phased-
tracking approach allow each AS to operate a traceback trial according to AS’s
operational policy. Through the module components of InterTrack, ASes can
choose traceback systems for internal use in accordance with the pros and cons
of each system or the investment cost, regardless of the traceback systems on
other ASes.

And InterTrack messages are designed to conceal the sensitive information of
ASes. The ITM trace reply message contains only the reverse AS path infor-
mation, and it does not contain the detailed topologies of ASes; therefore, the
leakage of sensitive information of each AS will not occured by replying a trace-
back trial.

e The same manner of traceback operation as the manner of other network opera-

tions which is brought by the phased-tracking approach of InterTrack.

The phased-tracking approach was designed along with the network operation
boundaries on the routing operation. By phasing an inter-domain traceback into
four stages, ASes can authorize the users at each stage. ASes can also delegate

the internal traceback operation to the organizations on the IGP sub-domains.

e The model of the border tracking technique for identifying the upstream neighbor
ASes.

Based on the assumption about the BGP-peering among ASes, we analyzed the

variations of the AS status against a DDoS attack, and we modeled the border
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tracking technique to aggregate the reverse path of an attack from the router-
hop level to the AS-hop level. This model of the border tracking technique is
independent from a specific traceback techniques. As a proof-of-concept program,
we developed a sample BTM for a hash-digest-logging-based traceback product

according to this model.

The automated procedures on the inter-domain traceback through InterTrack.
The procedures of a traceback trial on InterTrack was designed to automate the

manual traceback over the network operation boundaries.

The preliminary experiments of InterTrack showed that the average time of a
trial on InterTrack was estimated as 16 seconds with a hash-digest-logging-based
border tracking system in 9 AS hop length. Comparison with other inter-domain
traceback techniques indicated that InterTrack will automate the manual trace-
back and shorten the time spent for a traceback trial as well as other traceback

techniques do.

The detailed internal inspection about the source of an attack packet that is
produced by the characteristics of the IPBT method.

The IPBT method in this dissertation can track back a single packet on a layer
2 network to the port to which an attacker node connects despite the source-
spoofed characteristic of the IP address and the MAC address.

An interconnection between a hash-digest-logging method on the layer 3 trace-
back and IPBT method on the layer 2 traceback provided by L2-SPIE. In this

dissertation, a prototype implementation of L2-SPIE was developed.

The evaluation result of the prototype implementation shows the average time

of a traceback trial on L2-SPIE was about 1,500 micro-seconds.

The foundation of the self-defending network architecture that would be provided
by the cooperation among traceback systems, detection systems, and protection
systems through InterTrack and L2-SPIE.

InterTrack and L2-SPIE provide a multi-layers’ traceback to detect the attacker
nodes from the layer 3 traceback to the layer 2 traceback. InterTrack was also
designed to cooperate with other detection systems and protection systems for

the multi-layers’ traceback and the attack mitigations.
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InterTrack will realize the inter-domain traceback in the practical network opera-
tions and automate the communication among any countermeasures of DDoS attacks
over the network operation boundaries in a practical way. InterTrack and L2-SPIE

will also achieve the foundation of the traceability on the Internet.

5.2 Open Issues

Despite our best intentions, this dissertation raises many more issues than it addresses.
We discuss several of the most interesting ones below, as well as possibilities for ex-
tensions to the InterTrack or the L2-SPIE architecture.

5.2.1 Policy Interface

InterTrack currently lacks an expressive policy interface. In particular, there is no way
to describe a filter rule to refuse an I'TM trace request message through some untrusted
ASes. Therefore, refactoring the prototype implementation of InterTrack for the open
sourced release is taking place at the time of this dissertation. In this refactor, AS
path filter function is developed like the AS path filter on the BGP [96]. An ITM trace
request message has an ITM path list which shows the ASes that forward the ITM

trace request message. Hence, developing the AS path filter function is not difficult.

5.2.2 Binding Techniques for a Multi-Layers Traceback

Mentioned in Section 3.6.1, InterTrack aims to track the attack in multi-layers by the
cooperation of detections systems and continuous trials of traceback in order to detect
commander nodes or the PC of an attacker. For a multi-layer traceback, some binding
techniques of traceback techniques on different layers are required. Our L2-SPIE is one
of the binding methods to interconnect SPIE as a layer 3 traceback and IPBT as a layer
2 traceback. In order to interconnect layer 3 traceback techniques and FDB-checking
methods, another binding technique, which records the pair of a source IP address and
a source MAC address, is required.

Today, layer 2 networks has become more complex or hierarchical network with en-
capsulation techniques such as PPPoE [57], MPLS [97], IEEE 802.1Q-in-QQ VLAN Tag
Termination [98], or IEEE 802.1ah Mac in Mac encapsulation [99]. Binding techniques
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between layer 3 traceback and layer 2 traceback on such hierarchical layer 2 network
or layer 2 traceback techniques across the complex layer 2 networks are topics on this
research area.

Studying auditing techniques, which can categorize different traffic or packets in
the same attack sequence, is one of issues in order to track back the origin of a worm,

step stones or bot nets.

5.2.3 Privacy Issues

In this dissertation, the privacy of the payload of an attack packet was ignored through
the discussion in section 3.6.2. However, the privacy of the packet payload or the secret

of the data for a query must be considered for a multi-layer traceback.

There is a trade-off between the secret of the data for a query and the choices
of traceback systems on each domain. InterTrack conveys the data for a query, an
issued packet data to be traced in other words, by an ITM Trace Request message
to other domains. The data conveyed by InterTrack is used as an input data for
several traceback systems. If the data for a query is encoded by some one-way hash
function for the secret, traceback systems on each tracking stage will have to employ
the decoding method; hence, achieving the secret of the data may limit the choices of
traceback techniques or methods. Exploring a practical approach to solve the secret

of the issued packet is the future work of this dissertation.

5.2.4 Traceback Operation

InterTrack just automates the procedures of the request on a traceback trial according
to the assumptions and the model about ASes mentioned in Captor 3. We have to
verify the appropriateness of the model through the actual operation or the feedback
from operators.

To succeed in a traceback trial with InterTrack or to confirm the result of a trace-
back trial, the cooperation of ISP operators is required. Some specialized instant
messaging tool or bulletin board tool based on the certificate of InterTrack will en-
courage communication among ISP operators. Such supportive tools will also ensure

the operation of InterTrack or the attack protection through InterTrack.
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5.2.5 Non-spoofable Network Architecture

If every layer 2 switch or edge router does not forward any source-spoofed Ethernet
frames or packets, then, the operation on the attack mitigation would become easy
because the source IP address of a packet always indicates the true sender node. In
addition to ingress filtering techniques, some authentication mechanism or auditing
mechanism is required in order to discard unauthorized / spoofed ethernet frames
on leaf subnets. 802.1x [100] or S-ARP [101] are authentication mechanisms using
the Public Key Infrastructure (PKI) techniques to identify and authorize connected
end nodes. Although these authentication mechanisms are useful for grasping the
connected nodes or eliminating unauthorized nodes on leaf subnets, detecting source-
spoofed packets or Ethernet frames from authorized nodes is difficult. Furthermore,
using these PKI authentication mechanisms on an open network such as the wireless
network access points on stations, or on coffee shops is also difficult.

In addition to these authentication mechanisms, it is necessary to develop a lightweight
auditing mechanism which runs on a layer 2 switch and checks the inconsistency among
the source IP / MAC address of an Ethernet frame and the IP / MAC address of the
sender node. Mentioned in section 4.3, a layer 2 switch always learns a new MAC
address and its incoming port on the FDB regardless of spoofed characteristics of eth-
ernet frames or of IP packets. If a layer 2 switch could check the true sender node when
the layer 2 switch receives or learns a new set of the source MAC address, the source
IP address and the incoming port, the layer 2 switch could record the location of a
suspected end node or might filter spoofed packets before the layer 2 switch forward
these packets to other networks. The challenge on this checking mechanism is how to
achieve the checking algorithm with keeping the performance of a layer 2 switch such
as throughput or forwarding speed. L2-SPIE or other FDB-checking methods feed

practical tips to researchers on developing such auditing mechanism.

5.2.6 Self-defending Network Architecture

Self-defending or DoS limiting network architecture is a current topic on network se-
curity [72,102]. This dissertation contributed InterTrack as a media to interconnect
traceback systems, detection systems, and/or protection systems for the self-defending.
Although InterTrack would provide the foundation of the cooperation among any kinds

of DoS/DDoS countermeasures, there are issues to be overcome for achieving an auto-
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mated self-defending network architecture. The most interesting issues to construct a

self-defending Internet architecture as follows:

e How to describe a security policy which can be translated as a configuration of

each DoS/DDoS countermeasure.
e How to apply a security policy into each DoS/DDoS countermeasure.

e What manner or sequence DoS/DDoS countermeasures cooperate each other in

accordance with a security policy.

A well-considered method on making and applying a security policy is required to au-
tomate the process of defending against DoS/DDoS attacks. eXtensible Access Control
Markup Language (XACML) is an XML schema for an extensible access-control policy,
and it might achieve rules of describing a security policy and a well-considered manner
of automating the defending process. Operating InterTrack with such policy descrip-
tion and well considered procedures would expedite the cooperation among ASes on
defending network attacks. Constructing a self-defending network architecture is an
important part of this dissertation’s future work. At the initial stages of constructing a
self-defending network architecture, the detailed procedures of a multi-layer traceback
must be studied.
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